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. INTRODUCTION

In this work, we present several algorithms for schedulimg transmission of information
flows while inserting the minimum number of chaff packets. dddition, we also propose

detection algorithms based on these chaff-inserting algos.

II. PROBLEM FORMULATION

Consider amm-hop path illustrated in Fig. 1. Assume that neighbor nodedhe path can
communicate reliably. Leb; (i = 1,..., n) be the process of transmission epochs of e

node,i.e.,

where S;(k) (k > 1) is the kth transmission epoétof node R;_; (consider nodes as Ry).

Sl Sé 5%71 5%
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Fig. 1. Transmission activities along the path— Ry — ... — R,—1 — D.
If none of S; (: =1, ..., n) belongs to the same information flow, assume them to belyoint

independent. Otherwise, {fS;)?, is ann-hop information flow, then it can be decomposed

into an information-carrying partX;)?_, and a chaff par(W;)’,. That is, S; = X; @ W,

(i=1,..., n)? where(X;)", satisfies the following definition.
Definition A sequence of processés(;,..., X,) is a pure information flowif there exist
bijectionsg; : X; — X;11 (i = 1,..., n — 1)3 such thatg;(s) —s > 0 for all s € X;, and g

satisfies certain communication constraints.

The bijectiong; is a mapping between the transmission times of the same (gaak@odes

R; 1 and R;. The condition thay; is a bijection imposes packet-conservationonstraint,i.e.,

1Assume no simultaneous transmissions.
The operatordd is the superposition of process@s;, as,...) and (b1, be,...), defined as(a;)i2 @ (0:)2; = ()2
wherec; <cp <...and{a;}2, U{b:}2, = {ci}2,.

3We useX; to denote the set of elements i;; similar rules hold forS; and W;.
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every information-carrying packet generates one and oné& relay packet at each relay node.
The conditiong;(s) — s > 0 is the causalityconstraint, which means that a packet cannot leave
a node before it arrives. Communication constraints aretiaddl constraints ory; which are
imposed by the requirement of reliable communication. s gaper, we consider two types of
commonly encountered constraints: bounded delay constaad bounded memory constraint,
as will be specified later.

It is worth emphasizing that am+hop) information flow is defined a&S; = X; @ W;)™;;
the chaff processed’; (: = 1,..., n) are not subject to any of the above constraints.

Suppose that the detector startgaaind takes observations for a duratioiWe are interested

in testing the following hypotheses:

Ho: Si, Sa,..., .S, are jointly independent

Hi:  (S;)i, contains an information flow

by analyzings; N [to, to +t] (i = 1,..., n)*. We say thatS;)"_, contains an information flow

if 37 C {1,..., n} such that(S;),., is an information flow.

Assume that the detector knows but nott, or traffic beforet,. This is a nonparametric
hypothesis testing problem; no statistical assumptioasrade at this point (although additional
assumptions undék{, are needed for detailed analysis).

To characterize the amount of chaff, we introduce the fatgadefinition.

Definition If (S;)7, is an information flow, then itghalff-to-traffic ratio(CTR) in the interval
[to, to + t] is defined as

NE

(W, N [to, to+ 1t

CTR(t; to) = *

Y

121

18; N [to, to + ]|
1

-
Il

i.e., CTR(¢; to) is the fraction of chaff packets in the intervad, to + t].

As for communication constraints, we consider the follayviwo types of information flows.

4Given a proces$§ = (sj)521, SN[a, b] is the truncated process defineda,’s)é-:k, wheres,_1 < a < si, ands; < b < $i41.
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Definition A sequence of processéX, ..., X,,) is a pure information flow with bounded delay
A if it is a pure information flow, and in addition to the packetrservation and the causality

constraints, the mapping (i = 1,..., n — 1) satisfies thay;(s) — s < A for all s € X;.

Definition A sequence of processéx(i,..., X,,) is a pure information flow with bounded
memoryM if it is a pure information flow, and in addition to the packetservation and the

causality constraints, the mappigg(i = 1,..., n — 1) satisfies that for any > 0,
0<|X; N[0, t]| — |Xix1 N[0, t]| < M.

The conditiong;(s) — s < A is abounded delagonstraint which requires every information-
carrying packet to be relayed within deldy The condition(;N[0, ¢]|—|X; 11 N[0, t]| € [0, M] is
a bounded memorgonstraint which requires the number of information-caigypackets stored
at a relay nodeif., the total arrivals minus the total departures) to be bouried/.

Note that chaff packets do not have to satisfy any of the alsowstraints.

1. OPTIMAL CHAFF-INSERTING ALGORITHMS

In this section, we will show how to schedule the transmisgibinformation-carrying pack-
ets according to given transmission pattern such that timebeu of inserted chaff packets is

minimized.

A. Inserting Chaff for Bounded Delay Flows

1) Two-hop Flows:Consider scheduling 2-hop information flow under the bounded delay
constraint. To this end, Bluret al. in [1] proposed a greedy algorithm called “Bounded-Greedy-
Match” (BGM). Given (S, S;), BGM sequentially matches every packetSn with the first
unmatched packet within dela¥ in S;, and labels all the unmatched packets as chaff.

We combine the insertion of chaff and the transmission adrimfation-carrying packets into
the implementation presented in Table 1.

This implementation of BGM uses two pointersandn to record the current epochs examined
in S; and S,, and keeps updating: andn depending on whether the match is successful or
not. Its complexity isO(|Sy| + |Ss]).
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TABLE |

BOUNDED-GREEDY-MATCH (BGM).

Bounded-Greedy-Matdls:, Sz, A):

m=n=1;
while m < |51 andn < |Sy|
if s — st <0
55?) =chaff;n =n+1;
else if s — s > A
s£n = chaff, m =m + 1;
else
(s O sf)) = arrival and departure times of a packet;
m=m-+1,n=n+1,
end

end

end

It is shown in [1] that BGM inserts the minimum number of chadfcgets in embedding an
information flow with bounded delay into a pair of arbitrargimpt processés

2) Multi-hop Flows: Now consider extending BGM to a chaff-inserting algorithm foulti-
hop information flow under the bounded delay constraint. €keended algorithm is called
“Multi-Bounded-Delay-Relay” (MBDR). Implementation of thegakrithm is presented in Ta-
ble Il. The complexity of MBDR i§ O(n?|S;|).

It can be shown that MBDR inserts the minimum number of chaflkpts for any processes.

B. Inserting Chaff for Bounded Memory Flows

1) Two-hop Flows:Consider scheduling the transmissions for a flow of infororatarrying

packets over two hops under the bounded memory constramtpidpose an algorithm called

5The original proof in [1] is for independent binomial processes,ibbiblds for arbitrary processes.

®The dominating step is the recursive computatiolgf;’s. Suppose the maximum rate 6f, ..., S,11 is A, and thus there
are at most{i — 1)\A pomts inC;, ; on the average; the selection of these points téRés 3)AA steps. The total complexity
can be calculated b}S; | Z (26 — 3)AA = AAn?|S|.
1=2
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TABLE Il

MuLTI-BOUNDED-DELAY-RELAY (MBDR).

Multi-Bounded-Delay-Rela§S1, . . ., Snt+1, A):

(p)if) = (0,..., 0);

forj =1:1|51]
).
Cl,j:{s§~)}v

fori=1:n

for all s € C;, ; in increasing order
forallte s, , N[s, s+ A, t > pit1, andt € Cit1, 5
t.predecessoE s;
addt to Ciy1, 5;
end
end
end
if [Cry1, ] #0
tnt1 =min(Cnya, 5);
fori=n:-1:1
t; = t;+1.predecessor;
end
(t;)"*] is the relay sequence faé.l’;
(p)idy = ()2
end
end
n+1
for all s € .U S; ands ¢ any selected relay sequences
s = Chaf'zf;:1

end

“Bounded-Memory-Relay” (BMR) for this purpose.
Algorithm BMR assigns a packet received or transmitted at réaiceepoch to be chaff if
and only if the acceptance of this packet will cause a memadetflow (memory size< 0) or
overflow (memory size> M).
A pseudo code implementation of BMR is given in Table IlI.

Note that once BMR marks out the chaff packets, the order irchvimformation-carrying

packets are transmitted is irrelevant as far as the memarsti@nt is concerned. The complexity
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TABLE 11l

BOUNDED-MEMORY-RELAY (BMR).

Bounded-Memory-Relgys:, Sz, M):

S = merg€ Sy, S2);
d=0;
forw=1:|5|
if (d=M ands,, € 7g,) or (d =0 ands,, € 7s,)
sw = chaff;
else if sy, € 73,
send a packet to the node at;
d=d+1;
else
relay a packet from the node aj;
d=d—-1;
end

end

end

of BMR is only O(|S1| + |Sa|).

It can be shown that BMR is optimal in the sense that given @y S,), it inserts the

minimum number of chaff packets in scheduling an informafiilow with bounded memory.

2) Multi-hop Flows: If we want to send information flows over multiple hops, we gamer-
alize BMR to an algorithm called “Multi-Bounded-Memory-RelaiBMR) for this purpose.

Implementation of MBMR is given in Table IV.

Algorithm MBMR has complexityO(ni1 |S;|). It usesM; to record the number of packets
stored in theith relay node. The algoritiﬁrln keeps track/df and guarantees that; is always
between0 and M, which implies that the scheduling found by MBMR satisfies bweinded
memory constraint. Algorithm MBMR is optimal in the sensetttiee number of chaff packets
IS minimized.
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TABLE IV

MULTI-BOUNDED-MEMORY-RELAY (MBMR).

Multi-Bounded-Memory-Relay51, . .., Sny1, M):

S = mergéSi, ..., Sni1);
(My,..., M,)=(0,...,0);
forw=1:|9|

i is such thats,, € 7s;;

if i=1
if M1 <M
sw = a packet sent to node
M, = M +1;
else
sw = chaff;
end

elseifi=n-+1

if M, >0
sw = a packet departing from node
M, = M, —1,

else
s, = chaff;

end

elseif M1 >0& M; < M
sw = a packet relayed from node { 1) to nodes;
M1 =M;—1 — 1,

M; = M; +1;
else
s = chaff;
end
end
end

end
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IV. DETECTIONALGORITHMS

In this section, we present detection algorithms to sole higpothesis testing problem
proposed in Section Il. The algorithms are based on the aptehaff-inserting algorithms.
Each detection algorithm makes detection if the minimum Cihe measurements is bounded
by a predetermined threshold. In the following, we will presthe algorithms and explain why

the CTR’s calculated by these algorithms are minimal.

A. Detecting Bounded Delay Flows

1) Pairwise Detection:Algorithm “Detect-Bounded-Delay” (DBD) is derived to detechop
information flows with bounded delay. It does detection witle help of the optimal chaff-
inserting algorithm BGM. Implementation of DBD is presentadlable V. The complexity of
DBD is O(N), whereN is the joint sample sizg,e., the total number of examined packets in
S1 6P Ss.

SupposeH; is true. Then the actual number of chaff packetsigp S, has to be no smaller
than C' because BGM is optimal, and chaff packet§(nA) in S, have been ignored (because
they may be the relay packets of packets arriving before timk means that the actual CTR has
to be more thari /(1 + N'A) to evade DBD. Therefore, DBD is robust for CER /(1 + N'A).

2) Joint Detection:Based on similar idea, the detection can be extended oveipheuftops
by utilizing the multi-hop chaff-inserting algorithm MBDR h€& algorithm, called “Detect-Multi-
Bounded-Delay” (DMBD), is presented in Table VI. The comptgxaf DMBD is O(nNV).

Since MBDR inserts the minimum number of chaff packets, andffchackets inS; N
[0, (i — 1)A), which may be the relay packets of information-carryingkeas sent before the
detector starts, are ignored,is always a lower bound on the actual number of chaff packets i
S1Ep--- P S..+1, which means that the actual CTR has to be larger thato evade DMBD.
Therefore, DMBD is robust for CTR 7,,.

B. Detecting Bounded Memory Flows

To detect information flows with bounded memory, we develgprithms based on the optimal
chaff-inserting algorithms BMR and MBMR.
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TABLE V

DETECTBOUNDED-DELAY (DBD).

Detect-Bounded-Deldys:, S2, A, N, \):
i=j=1
C =0,
whilei+j < N
if s — sV <0
if s > A
C=C+1;
end
J=7+1
else if s — s > A
C=C+1i=1i+1,
else
i=i+1,j=j+1;
end
end

end

£ C
return [EENLE S S
Ho 0.W,;

1) Pairwise Detection:Algorithm “Detect-Bounded-Memory” (DBM) detect®-hop infor-
mation flows based on the chaff-inserting algorithm BMR. Immpéatation of DBM is given in
Table VII. Algorithm DBM has complexityO(N).

It is shown in [2] that the actual number of chaff packetsSire S, is lower bounded by
It implies that DBM has no miss detection for information flowgh CTR up to1/(1 + M’),
and is therefore robust for CER1/(1 + M’).

2) Joint Detection: Now we extend DBM to a joint detection algorithms called “Dxte
Multi-Bounded-Memory” (DMBM), which is presented in Table IV/IAlgorithm DMBM has
complexity O(N).

The value ofC' is actually the number of times that memory overflow or underfivould

have occurred if chaff packets had not been inserted. Fonfammation flow with bounded
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TABLE VI

DETECTMULTI-BOUNDED-DELAY (DMBD).

Detect-Multi-Bounded-Del&y51, . .., Snt1, A, N, v5):

C=0;
(Jiyoooy Jng1) =1, ..., Ing1) = (0,..., 0);
K, =0;
fori=2:n+1
K; = sup{k: s,(j) < (i —1)A};
end
=1
n+1
while 3 Ji <N & j < |51
Clﬁ;_:l {sgl)};
fori=1:n
for all s € C;, ; in increasing order
forallt € Tipin[s, s+ Al t> s, andt ¢ Civa,
t.predecessos s;
addt to Ci11, j;
end
end
end
if [Crntr, 5| #0
Int1 = min{k : s,(C"H) € Cny1,5}
fori=n:-1:1

I is such thats}") = s{'*!) predecessor;

+1
end
n+1
C=C+ Z (IZ — Hla.X(J-L'7 K»L) — 1);
i=1
(Jl, ey Jn+1) = (Il, ey [n+1);
end
J=Jj+1
end
n+1
C =C+maz(N — Y max(J;, K;), 0);
} 1 i=1
N =maz(Y, Ji, N);
i=1
if < n
return N =7
Ho O.w,
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TABLE VII

DETECT-BOUNDED-MEMORY (DBM).

Detect-Bounded-Memofys:, Sa, M, N, M'):

S = merg€Si, S2);
d = dmax = dmin = O;

C=0;
forw=1:N
if (sw € 75y, d — dmin = M) OF (54w € 75y, dmax— d = M)
C=C+1,;
else
de d+1 if sy €75,

d—1 if s € Tsy;
dmax = max(dmax, d);

dmin = min(dmim d);

end
end
i C 1
return M N <
0 0.w,;

memory M, the actual number of chaff packets is at le@stand the CTR has to be larger than

7,, to evade DMBM. Therefore, DMBM is robust for CKRr,,.
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TABLE VIII

DETECTMULTI-BOUNDED-MEMORY (DMBM).

Detect-Multi-Bounded-Memorss, . .., Sny1, M, N, 7,):

S =mergéSi,..., Snt1);
(My,..., My)=(Ur,..., Up) = (Va,..., Vo) =(0,...,0);
C =0,
forw=1:N
¢ is such thats,, € 7s;;
if i=1
if Mi —Vi<M
My, = My + 1,
Ui = maz(Uy, My);
else
C=C+1,
end
elseifi=n+1
if Uy — M, <M
M, =M, —1;
Vi = min(Va, M,);
else
C=C+1;
end
elseifUi 1 —M; 1 <M&M; - Vi <M
M1 =M1 — 1,
M; = M; + 1;
Vicr = min(Vicq, Mi—1);
U; = maz(U;, M;)

else
C=C+1;
end
end
end
end
return L S
Ho O.w,
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