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I. I NTRODUCTION

In this work, we present several algorithms for scheduling the transmission of information

flows while inserting the minimum number of chaff packets. Inaddition, we also propose

detection algorithms based on these chaff-inserting algorithms.

II. PROBLEM FORMULATION

Consider ann-hop path illustrated in Fig. 1. Assume that neighbor nodes on the path can

communicate reliably. LetSi (i = 1, . . . , n) be the process of transmission epochs of theith

node,i.e.,

Si = (Si(1), Si(2), Si(3), . . .), i = 1, 2, . . . , n,

whereSi(k) (k ≥ 1) is thekth transmission epoch1 of nodeRi−1 (consider nodeS asR0).

S1 S2 Sn−1 Sn

S R1
Rn−1 D

· · ·

Fig. 1. Transmission activities along the pathS → R1 → . . . → Rn−1 → D.

If none of Si (i = 1, . . . , n) belongs to the same information flow, assume them to be jointly

independent. Otherwise, if(Si)
n

i=1 is an n-hop information flow, then it can be decomposed

into an information-carrying part(Xi)
n

i=1 and a chaff part(Wi)
n

i=1. That is, Si = Xi

⊕

Wi

(i = 1, . . . , n)2, where(Xi)
n

i=1 satisfies the following definition.

Definition A sequence of processes(X1, . . . , Xn) is a pure information flowif there exist

bijectionsgi : Xi → Xi+1 (i = 1, . . . , n − 1)3 such thatgi(s) − s ≥ 0 for all s ∈ Xi, and gi

satisfies certain communication constraints.

The bijectiongi is a mapping between the transmission times of the same packets at nodes

Ri−1 andRi. The condition thatgi is a bijection imposes apacket-conservationconstraint,i.e.,

1Assume no simultaneous transmissions.

2The operator
⊕

is the superposition of processes(a1, a2, . . .) and (b1, b2, . . .), defined as(ai)
∞

i=1

⊕

(bi)
∞

i=1 = (ci)
∞

i=1

wherec1 ≤ c2 ≤ . . . and{ai}
∞

i=1 ∪ {bi}
∞

i=1 = {ci}
∞

i=1.

3We useXi to denote the set of elements inXi; similar rules hold forSi andWi.
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every information-carrying packet generates one and only one relay packet at each relay node.

The conditiongi(s)− s ≥ 0 is thecausalityconstraint, which means that a packet cannot leave

a node before it arrives. Communication constraints are additional constraints ongi which are

imposed by the requirement of reliable communication. In this paper, we consider two types of

commonly encountered constraints: bounded delay constraint and bounded memory constraint,

as will be specified later.

It is worth emphasizing that an (n-hop) information flow is defined as(Si = Xi

⊕

Wi)
n

i=1;

the chaff processesWi (i = 1, . . . , n) are not subject to any of the above constraints.

Suppose that the detector starts att0 and takes observations for a durationt. We are interested

in testing the following hypotheses:

H0 : S1, S2, . . . , Sn are jointly independent,

H1 : (Si)
n

i=1
contains an information flow,

by analyzingSi ∩ [t0, t0 + t] (i = 1, . . . , n)4. We say that(Si)
n

i=1
contains an information flow

if ∃I ⊆ {1, . . . , n} such that(Si)i∈I
is an information flow.

Assume that the detector knows∆ but not t0 or traffic beforet0. This is a nonparametric

hypothesis testing problem; no statistical assumptions are made at this point (although additional

assumptions underH0 are needed for detailed analysis).

To characterize the amount of chaff, we introduce the following definition.

Definition If (Si)
n

i=1 is an information flow, then itschaff-to-traffic ratio(CTR) in the interval

[t0, t0 + t] is defined as

CTR(t; t0) =

n
∑

i=1

|Wi ∩ [t0, t0 + t]|

n
∑

i=1

|Si ∩ [t0, t0 + t]|
,

i.e., CTR(t; t0) is the fraction of chaff packets in the interval[t0, t0 + t].

As for communication constraints, we consider the following two types of information flows.

4Given a processS = (sj)
∞

j=1, S∩[a, b] is the truncated process defined as(sj)
l
j=k, wheresk−1 < a ≤ sk, andsl ≤ b < sl+1.
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Definition A sequence of processes(X1, . . . , Xn) is a pure information flow with bounded delay

∆ if it is a pure information flow, and in addition to the packet-conservation and the causality

constraints, the mappinggi (i = 1, . . . , n − 1) satisfies thatgi(s) − s ≤ ∆ for all s ∈ Xi.

Definition A sequence of processes(X1, . . . , Xn) is a pure information flow with bounded

memoryM if it is a pure information flow, and in addition to the packet-conservation and the

causality constraints, the mappinggi (i = 1, . . . , n − 1) satisfies that for anyt ≥ 0,

0 ≤ |Xi ∩ [0, t]| − |Xi+1 ∩ [0, t]| ≤ M.

The conditiongi(s)− s ≤ ∆ is a bounded delayconstraint which requires every information-

carrying packet to be relayed within delay∆. The condition|Xi∩[0, t]|−|Xi+1∩[0, t]| ∈ [0, M ] is

a bounded memoryconstraint which requires the number of information-carrying packets stored

at a relay node (i.e., the total arrivals minus the total departures) to be boundedby M .

Note that chaff packets do not have to satisfy any of the aboveconstraints.

III. O PTIMAL CHAFF-INSERTING ALGORITHMS

In this section, we will show how to schedule the transmission of information-carrying pack-

ets according to given transmission pattern such that the number of inserted chaff packets is

minimized.

A. Inserting Chaff for Bounded Delay Flows

1) Two-hop Flows:Consider scheduling a2-hop information flow under the bounded delay

constraint. To this end, Blumet al. in [1] proposed a greedy algorithm called “Bounded-Greedy-

Match” (BGM). Given (S1, S2), BGM sequentially matches every packet inS1 with the first

unmatched packet within delay∆ in S2, and labels all the unmatched packets as chaff.

We combine the insertion of chaff and the transmission of information-carrying packets into

the implementation presented in Table I.

This implementation of BGM uses two pointersm andn to record the current epochs examined

in S1 and S2, and keeps updatingm and n depending on whether the match is successful or

not. Its complexity isO(|S1| + |S2|).
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TABLE I

BOUNDED-GREEDY-MATCH (BGM).

Bounded-Greedy-Match(S1, S2, ∆):

m = n = 1;

while m ≤ |S1| andn ≤ |S2|

if s
(2)
n − s

(1)
m < 0

s
(2)
n = chaff; n = n + 1;

else if s(2)
n − s

(1)
m > ∆

s
(1)
m = chaff; m = m + 1;

else

(s
(1)
m , s

(2)
n ) = arrival and departure times of a packet;

m = m + 1; n = n + 1;

end

end

end

It is shown in [1] that BGM inserts the minimum number of chaff packets in embedding an

information flow with bounded delay into a pair of arbitrary point processes5.

2) Multi-hop Flows: Now consider extending BGM to a chaff-inserting algorithm for multi-

hop information flow under the bounded delay constraint. Theextended algorithm is called

“Multi-Bounded-Delay-Relay” (MBDR). Implementation of the algorithm is presented in Ta-

ble II. The complexity of MBDR is6 O(n2|S1|).

It can be shown that MBDR inserts the minimum number of chaff packets for any processes.

B. Inserting Chaff for Bounded Memory Flows

1) Two-hop Flows:Consider scheduling the transmissions for a flow of information-carrying

packets over two hops under the bounded memory constraint. We propose an algorithm called

5The original proof in [1] is for independent binomial processes, butit holds for arbitrary processes.

6The dominating step is the recursive computation ofCi, j ’s. Suppose the maximum rate ofS1, . . . , Sn+1 is λ, and thus there

are at most(i− 1)λ∆ points inCi, j on the average; the selection of these points takes(2i− 3)λ∆ steps. The total complexity

can be calculated by|S1|
n+1
∑

i=2

(2i − 3)λ∆ = λ∆n2|S1|.
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TABLE II

MULTI -BOUNDED-DELAY-RELAY (MBDR).

Multi-Bounded-Delay-Relay(S1, . . . , Sn+1, ∆):

(pi)
n+1
i=1 = (0, . . . , 0);

for j = 1 : |S1|

C1, j = {s
(1)
j };

for i = 1 : n

for all s ∈ Ci, j in increasing order

for all t ∈ TSi+1
∩ [s, s + ∆], t > pi+1, andt 6∈ Ci+1, j

t.predecessor= s;

add t to Ci+1, j ;

end

end

end

if |Cn+1, j | 6= 0

tn+1 = min(Cn+1, j);

for i = n : −1 : 1

ti = ti+1.predecessor;

end

(ti)
n+1
i=1 is the relay sequence fors(1)

j ;

(pi)
n+1
i=1 = (ti)

n+1
i=1 ;

end

end

for all s ∈
n+1
⋃

i=1

Si ands 6∈ any selected relay sequences

s = chaff;

end

“Bounded-Memory-Relay” (BMR) for this purpose.

Algorithm BMR assigns a packet received or transmitted at a certain epoch to be chaff if

and only if the acceptance of this packet will cause a memory underflow (memory size< 0) or

overflow (memory size> M ).

A pseudo code implementation of BMR is given in Table III.

Note that once BMR marks out the chaff packets, the order in which information-carrying

packets are transmitted is irrelevant as far as the memory constraint is concerned. The complexity
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TABLE III

BOUNDED-MEMORY-RELAY (BMR).

Bounded-Memory-Relay(S1, S2, M):

S = merge(S1, S2);

d = 0;

for w = 1 : |S|

if (d = M andsw ∈ TS1
) or (d = 0 andsw ∈ TS2

)

sw = chaff;

else if sw ∈ TS1

send a packet to the node atsw;

d = d + 1;

else

relay a packet from the node atsw;

d = d − 1;

end

end

end

of BMR is only O(|S1| + |S2|).

It can be shown that BMR is optimal in the sense that given any(S1, S2), it inserts the

minimum number of chaff packets in scheduling an information flow with bounded memory.

2) Multi-hop Flows: If we want to send information flows over multiple hops, we cangener-

alize BMR to an algorithm called “Multi-Bounded-Memory-Relay” (MBMR) for this purpose.

Implementation of MBMR is given in Table IV.

Algorithm MBMR has complexityO(
n+1
∑

i=1

|Si|). It usesMi to record the number of packets

stored in theith relay node. The algorithm keeps track ofMi and guarantees thatMi is always

between0 and M , which implies that the scheduling found by MBMR satisfies thebounded

memory constraint. Algorithm MBMR is optimal in the sense that the number of chaff packets

is minimized.
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TABLE IV

MULTI -BOUNDED-MEMORY-RELAY (MBMR).

Multi-Bounded-Memory-Relay(S1, . . . , Sn+1, M):

S = merge(S1, . . . , Sn+1);

(M1, . . . , Mn) = (0, . . . , 0);

for w = 1 : |S|

i is such thatsw ∈ TSi
;

if i = 1

if M1 < M

sw = a packet sent to node1;

M1 = M1 + 1;

else

sw = chaff;

end

else if i = n + 1

if Mn > 0

sw = a packet departing from noden;

Mn = Mn − 1;

else

sw = chaff;

end

else if Mi−1 > 0 & Mi < M

sw = a packet relayed from node (i − 1) to nodei;

Mi−1 = Mi−1 − 1;

Mi = Mi + 1;

else

sw = chaff;

end

end

end

end
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IV. D ETECTION ALGORITHMS

In this section, we present detection algorithms to solve the hypothesis testing problem

proposed in Section II. The algorithms are based on the optimal chaff-inserting algorithms.

Each detection algorithm makes detection if the minimum CTR in the measurements is bounded

by a predetermined threshold. In the following, we will present the algorithms and explain why

the CTR’s calculated by these algorithms are minimal.

A. Detecting Bounded Delay Flows

1) Pairwise Detection:Algorithm “Detect-Bounded-Delay” (DBD) is derived to detect2-hop

information flows with bounded delay. It does detection withthe help of the optimal chaff-

inserting algorithm BGM. Implementation of DBD is presented in Table V. The complexity of

DBD is O(N), whereN is the joint sample size,i.e., the total number of examined packets in

S1

⊕

S2.

SupposeH1 is true. Then the actual number of chaff packets inS1

⊕

S2 has to be no smaller

thanC because BGM is optimal, and chaff packets in[0, ∆) in S2 have been ignored (because

they may be the relay packets of packets arriving before time0). It means that the actual CTR has

to be more than1/(1 + λ′∆) to evade DBD. Therefore, DBD is robust for CTR≤ 1/(1 + λ′∆).

2) Joint Detection:Based on similar idea, the detection can be extended over multiple hops

by utilizing the multi-hop chaff-inserting algorithm MBDR. The algorithm, called “Detect-Multi-

Bounded-Delay” (DMBD), is presented in Table VI. The complexity of DMBD is O(nN).

Since MBDR inserts the minimum number of chaff packets, and chaff packets inS1 ∩

[0, (i − 1)∆), which may be the relay packets of information-carrying packets sent before the

detector starts, are ignored,C is always a lower bound on the actual number of chaff packets in

S1

⊕

· · ·
⊕

Sn+1, which means that the actual CTR has to be larger thanγn to evade DMBD.

Therefore, DMBD is robust for CTR≤ γn.

B. Detecting Bounded Memory Flows

To detect information flows with bounded memory, we develop algorithms based on the optimal

chaff-inserting algorithms BMR and MBMR.
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TABLE V

DETECT-BOUNDED-DELAY (DBD).

Detect-Bounded-Delay(S1, S2, ∆, N, λ′):

i = j = 1;

C = 0;

while i + j ≤ N

if s
(2)
j − s

(1)
i < 0

if s
(2)
j ≥ ∆

C = C + 1;

end

j = j + 1;

else if s(2)
j − s

(1)
i > ∆

C = C + 1; i = i + 1;

else

i = i + 1; j = j + 1;

end

end

end

return







H1 if C
N

≤ 1
1+λ′∆

,

H0 o.w.;

1) Pairwise Detection:Algorithm “Detect-Bounded-Memory” (DBM) detects2-hop infor-

mation flows based on the chaff-inserting algorithm BMR. Implementation of DBM is given in

Table VII. Algorithm DBM has complexityO(N).

It is shown in [2] that the actual number of chaff packets inS1

⊕

S2 is lower bounded byC.

It implies that DBM has no miss detection for information flowswith CTR up to1/(1 + M ′),

and is therefore robust for CTR≤ 1/(1 + M ′).

2) Joint Detection: Now we extend DBM to a joint detection algorithms called “Detect-

Multi-Bounded-Memory” (DMBM), which is presented in Table VIII. Algorithm DMBM has

complexityO(N).

The value ofC is actually the number of times that memory overflow or underflow would

have occurred if chaff packets had not been inserted. For an information flow with bounded
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TABLE VI

DETECT-MULTI -BOUNDED-DELAY (DMBD).

Detect-Multi-Bounded-Delay(S1, . . . , Sn+1, ∆, N, γn):

C = 0;

(J1, . . . , Jn+1) = (I1, . . . , In+1) = (0, . . . , 0);

K1 = 0;

for i = 2 : n + 1

Ki = sup{k : s
(i)
k ≤ (i − 1)∆};

end

j = 1;

while
n+1
∑

i=1

Ji < N & j ≤ |S1|

C1, j = {s
(1)
j };

for i = 1 : n

for all s ∈ Ci, j in increasing order

for all t ∈ Ti+1 ∩ [s, s + ∆], t > s
(i+1)
Ji+1

, andt 6∈ Ci+1, j

t.predecessor= s;

add t to Ci+1, j ;

end

end

end

if |Cn+1, j | 6= 0

In+1 = min{k : s
(n+1)
k ∈ Cn+1, j};

for i = n : −1 : 1

Ii is such thats(i)
Ii

= s
(i+1)
Ii+1

.predecessor;

end

C = C +
n+1
∑

i=1

(Ii − max(Ji, Ki) − 1);

(J1, . . . , Jn+1) = (I1, . . . , In+1);

end

j = j + 1;

end

C = C + max(N −
n+1
∑

i=1

max(Ji, Ki), 0);

Ñ = max(
n+1
∑

i=1

Ji, N);

return







H1 if C

Ñ
≤ γn

H0 o.w.;
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TABLE VII

DETECT-BOUNDED-MEMORY (DBM).

Detect-Bounded-Memory(S1, S2, M, N, M ′):

S = merge(S1, S2);

d = dmax = dmin = 0;

C = 0;

for w = 1 : N

if (sw ∈ TS1
, d − dmin = M ) or (sw ∈ TS2

, dmax − d = M )

C = C + 1;

else

d =







d + 1 if sw ∈ TS1
,

d − 1 if sw ∈ TS2
;

dmax = max(dmax, d);

dmin = min(dmin, d);

end

end

return







H1 if C
N

≤ 1
1+M′ ,

H0 o.w.;

memoryM , the actual number of chaff packets is at leastC, and the CTR has to be larger than

τn to evade DMBM. Therefore, DMBM is robust for CTR≤ τn.

REFERENCES

[1] A. Blum, D. Song, and S. Venkataraman, “Detection of InteractiveStepping Stones: Algorithms and Confidence Bounds,”

in Conference of Recent Advance in Intrusion Detection (RAID), (Sophia Antipolis, French Riviera, France), September

2004.

[2] T. He and L. Tong, “Detecting Encrypted Stepping-stone Connections.” accepted to IEEE Trans. on Signal Processing, 2006.

DRAFT



13

TABLE VIII

DETECT-MULTI -BOUNDED-MEMORY (DMBM).

Detect-Multi-Bounded-Memory(S1, . . . , Sn+1, M, N, τn):

S = merge(S1, . . . , Sn+1);

(M1, . . . , Mn) = (U1, . . . , Un) = (V1, . . . , Vn) = (0, . . . , 0);

C = 0;

for w = 1 : N

i is such thatsw ∈ TSi
;

if i = 1

if M1 − V1 < M

M1 = M1 + 1;

U1 = max(U1, M1);

else

C = C + 1;

end

else if i = n + 1

if Un − Mn < M

Mn = Mn − 1;

Vn = min(Vn, Mn);

else

C = C + 1;

end

else if Ui−1 − Mi−1 < M & Mi − Vi < M

Mi−1 = Mi−1 − 1;

Mi = Mi + 1;

Vi−1 = min(Vi−1, Mi−1);

Ui = max(Ui, Mi);

else

C = C + 1;

end

end

end

end

return







H1 if C
N

≤ τn,

H0 o.w.;
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