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. INTRODUCTION

In this work, we present pseudo code implementations ofraewgorithms for detecting

information flows based on quantized timing measurements.réfer to [1] for the problem

formulation and the definition of the detectors.

II. PSEUDOCODE IMPLEMENTATIONS OFALGORITHMS

A. Case |: Sotted Quantization, Full Sde-Information

Consider the detectar defined under slotted quantization and full side-infororatits pseudo

code implementation is presented in Table I. In this impletaon, 5, uses BGM with delay

boundT + A to compute the number of chaff packets(#, s;), denoted byC,. Then it makes

detection if the fraction of chaff packets is upper boundgdlihresholdr,.

TABLE |

DETECTOR FORCASE|.

0 (x", s2, A, 7):
=1,
G =0
fork=1:n
if s2(i+xp —1) < kT
C) = C + |82 N [max(s2(i + zx), A), kKT)|;
i =inf{j: s2(j) > kT};
else ifsa(i +zp — 1) > kT + A
Ci=Ci+xr — 82N [s2(3), kKT + A)J;
t=1inf{j: s2(j) > kT + A};
else

1 =14+ Tk,
end
end
end N
He ifC/(Y zk+182]) <7,
return k=1
Ho oO.w,;
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B. Case Il: Sotted Quantization, Equal Capacity Constraints

The detecto), defined under slotted quantization of equal slot lerigtfii’ > A) is imple-
mented in Table Il. This implementation can be generalizedafbitrary7. In this implemen-
tation, 9, computesC,, the number of chaff packets inserted by BGM in the batchedgases
(81, $2) constructed fromx™, y") with delay boundT" (generally, the delay bound should be
(%WT). Then it returnsH; if the fraction of chaff packets is bounded by a given thréghs.

TABLE Il

DETECTOR FORCASEII.

an(x", y", A, m):

1 =max(0, y1 — z1);
Cy = 0;
fork=1:n
if xp <yr—1
Ci =Ch +yr — % — xk;
1 =0;
else ifxr > yr — 1 + Yrt1
Ci=Ci+zr —yr + % — Yrt1,
©= Yk+1,
else

1 =1+ Tk — Yk,

end
end
end "
He  if Cu/(Y (e + k) < Ty
return k=1
Ho oW,

C. Case Ill: One-Bit Quantization, Full Sde-Information

Under one-bit quantization and full side-information, tthetectors,, is implemented in Ta-
ble Ill. Detectoré,, computes the number of chaff packéts inserted by BGM in(s;, s;) with

delay boundl’ + A. If x; = 1, then we assume that tleh slot contains the number of epochs
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that minimizes the number of chaff packets among all pasitntegers. Themn,, estimates the
total number of packets and returf§ if the estimated fraction of chaff packets is bounded by

T -

D. Case IV: One-Bit Quantization, Equal Capacity Constraints

The detector proposed for one-bit quantization with eqladllength isé,,. An implementation
of §,, for the casel’ > A is presented in Table IV. This implementation can be easigrzded
for other values off". In the implementation), uses a variabl€’,, to count the number of chaff
packets inserted by IC-1V, estimates the total traffic sizej then reportsH; if their ratio is

bounded byr, .
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TABLE 1l

DETECTOR FORCASEII.

o (Xn, S2, A, T|||)Z

v=0;
u=A;
Cn = 0;
fork=1:n
if 2 ==0
if y(u, kT) >0
Cw = Cu +y(u, kT);
end

v = max(v, kT);
u = max(u, kT);
else ify(v, kT + A) ==
Cn =Cn +1;
end
J=intlj: sa(j) > v},
if s2(3") < kT + A
v = max(s2(5' + 1), kT);

else
v =s2(j");
end
u=kT + A;
end
end
N = 83| —nlog(1—1 Xn: Tk);

k

Hi  if Ca/N
return
Ho oW,

AL

T,
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TABLE IV

DETECTOR FORCASE IV.

Sv(x™, y", A, Tv):
Cv = 0;
xo = 1;
fork=1:n

if (& > yr + Yrs1) OF (Y > Ti—1 + T)

Cv =Cv+1,;
end
end
N = —n(log (1=} 3% ) +log (1= 3 3% wi));
return H: if Cv/N < v,

Ho O.W.;
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