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Abstract

Dynamic spectrum access is a promising approach to aleetfiest spectrum scarcity wireless com-
munications faces today. In short, it aims at reusing spamseupied frequency bands while causing no
(or insignificant) interference to the actual licenseedsHuticle focuses on applying this concept in the
time domain by exploiting idle durations between burstynsraissions of multiaccess communication
channels, addressing WLAN as an example of practical irapog. A statistical model based on empirical
data is presented and it is shown how to use this model fovidgraccess strategies. The coexistence

of Bluetooth and WLAN is considered as a concrete example.

. INTRODUCTION

Most of the radio spectrum relevant to wireless commurocatihas been densely allocated by reg-
ulators, making it unlikely that the bandwidth needs of egimey technologies can be met. Actual
measurements illustrate, however, that the scarcity isanmsult of heavy usage of the spectrum; in
contrast it is merely due to the inefficiency of the statiqqfrency allocation pursued by regulators. A
typical spectrum utilization of around 5% or even less isoregd [1].

Dynamic spectrum access resolves this paradox by openisignasl but sparsely used frequency
bands to secondary users, provided that interference tadtual licensee is kept insignificant. Different
approaches to this problem have been suggested rangingefitiraly opening certain bands (in the fash-

ion of the unlicensed ISM bands) to hierarchical schemesirieg secondary users to meet interference
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constraints [2]. In this paper we restrict ourselves to shiemarchical schemes, that is, we design the
cognitive radio so that both systems are orthogonal.

Mutual interference can be avoided by exploiting differelegrees-of-freedom in the design of the
secondary system. In particular, orthogonality can beeagh by sufficient spatial separation [3], by
OFDM techniques [4], or by interleaving transmissions ia ttme domain [1], [5], [6]. The majority of
research, so far, has focused on DSA in the spatial domaianimg that if the primary user’s absence
in a certain area can be detected reliably, and if we cayefidhfine our transmissions to this area,
interference is limited by this sufficient spatial sepamatiReusing TV-bands that are allocated but not
broadcast across the entire country are a prominent exashpfes paradigm [1].

Dynamic spectrum access is, however, not limited to theiapdbmain. As in [5], [6], this paper
aims at achieving orthogonality among users in the timealorby transmitting during the idle periods
remaining between the primary user’s packet transmissiGlearly, the problem under consideration is
of practical appeal only if the idle periods between packatdmissions are long enough. Although the
amount of whitespace naturally depends on and varies adogptal the traffic characteristics, our results
illustrate that in most cases sufficient whitespace will tailable.

As a motivating example, consider a conference call usirgpbpular VoIP client “Skype” (with
three participating parties). The complex baseband sifgmahis example is shown in Fig. 1. Although
the channel is continuously used for packet transmissiohs={(g.|1(a)), there are large gaps between
consecutive packets as illustrated in Fig. 1(b). In fact, ¢hannel was idle for 89% of the time. The
situation is similar for other traffic scenarios [7], [8].

There are numerous applications that can take advantagechftsansmission opportunities. As an
example, consider building automation where sensor né&svare used to provide a central controller
with local measurements of environment parameters. Byraaifi this application such networks will
have to coexist with high-bandwidth data networks (such da$AM). Given the fact that such sensors
communicate only sporadically and at low rate, it appeassarable to assume that such systems could
efficiently reuse remaining whitespace.

The existence of sufficient whitespace raises the quesfidrow to exploit this resource in practice:
How complicated is a model that provides adequate predigiErformance? Moreover, given a model,
how do we apply it to derive practical access schemes for dw®rslary system? Finally, are such
schemes amenable to a real-time implementation possibly battery-powered device with processing
limitations?

While some of these questions have been addressed by teses[t], many issues remain to be inves-
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tigated. Optimal access strategies have been derived tvalgdd on partially observable Markov decision
processes assuming that primary and secondary users bhaganhe slotted transmission structure. This
assumption, however, is not justified in some practical ades. In fact, WLAN transmissions do not
have a slot structure but mandate the channel to be modetathgously.

Finding a realistic yet tractable model to suit such stattslé challenging. A bottom-up approach by
directly incorporating the specifications of all devicegived is intractable due to the plethora of factors
that affect the medium access (hnumber of users, traffic ctarstics, higher layer effects, and channel
conditions to name only a few). Ultimately, we need to strikdalance between statistical accuracy
on the one hand, and complexity on the other. We will see theg¢mi-Markov model is a promising
candidate to trade off both extremes [7]. Lastly, we menti@Laycock-Gott model [9] which has been
use to predict spectral occupancy in HF bands. Due to diffar@deling objectives, however, our work
requires different statistical techniques.

This paper is organized as follows. The experimental testimed to gather empirical data of the
channel’s statistics is presented in Sec. Il together witssjble sensing methods. The main contribution
is the establishment of a semi-Markov model in Sec. Ill; wevsthow to arrive at estimates for the
model parameters and discuss both stationary and nomstatitraffic scenarios. Finally, Sec. IV gives an
example of how to apply this model to derive access stragetpeusing on Bluetooth/WLAN coexistence
as an example of practical importance.

Throughout the paper we shall identify the primary user witt802.11b-based wireless LAN (WLAN).
We believe this not only is a choice of practical relevanceabso can be extended to related multiaccess

communications systems.

[l. SENSING METHODS. AN EXPERIMENTAL TESTBED

The reliable detection of primary users is the main chakeirg spatial DSA since interference is
limited only by sufficient spatial separation. Possibledsiveing effects and the hidden-node problem
can make it difficult or impossible for a single node to reakb tequired performance. Cooperative
sensing among secondary users becomes indispensablesenaghses [10].

For the temporal DSA schemes considered in this article #msisg burden is alleviated for two
reasons. First, we expect to be dealing with a different ggagion environment. Most likely we will
face an indoor propagation scenario and medium to high SNRlitons (as it is typical for WLAN
applications). Second, in temporal DSA, the attentiontshifom purely detecting the presence of a

primary system to predicting its behavior. We emphasize ithia this prediction—and not the sensing

February 8, 2007 DRAFT



alone—that guarantees orthogonality between primary andralary users.
This section briefly outlines the testbed setup used to gdtieeempirical data our model is based on.

Subsequently, two sensing strategies are outlined andphegtical relevance is addressed.

A. Testbed description

The data we used to propose and analyze our model have bemereghtoy a testbed consisting
of a wireless router and several workstations with WLAN adamards (see Fig. 2). In contrast to
measurement setups considered in other publications, aetaigector signal analyzer to capture the raw
complex baseband data. In this way, different sensingesfied can be evaluated on tsemedata, giving
valuable insights when it comes to developing a real-timplémentation. Furthermore, by comparing
the results of different sensing strategies, the validftyhe data could be confirmed.

In addition to the antenna-based setup depicted in Fig. 2Iseetasted an isolated setup, where all
devices were connected via cables to a resistive powerativid this way interference from adjacent
WLAN hotspots (unrelated to our measurement) could be aeb[d].

We employed different traffic generators to guarantee tapé&ameasurement results, namely “D-ITG”

to create synthetic, constant-payload UDP traffic [7] andriGyn” to generate realistic HTTP traffic [11].

B. Sensing strategies

The strategies for detecting busy and idle durations cardssitied according to whether the primary
user’s transmission standard is known. If not, a logicalrapph is energy-based detection. On the other
hand, if we have information about the primary system, thisvkledge can be exploited to achieve better
performance. We refer to such methods as feature-basectidate

Energy-based detection is formulated mathematically asedning the hypotheses of observing only
noise and observing a signal in noise, respectively. Wenasdhat a decision is based on a block of
complex baseband samples. Given a target value for the grobability we have to choose the number
of samples (the block length) such that the specificationas ewen for the worst-case SNR. In practice,
if we require an error probability no greater thad—>, and if we consider blocks ofus, a minimum
SNR of 4.8dB is necessary. This is a realistic value giverall8¢LAN setups.

Feature-based techniques improve the detection perfaeniay exploiting standard specifics. In par-
ticular, for the 802.11b based WLAN considered in this wavk, can find the start of packets by locking
on to the synchronization preamble of the transmitted pachkéoreover, by decoding theelNGTH field

within the preamble, we can find the exact packet duration [7]
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Although feature-based detection has the ability to ireeedetection performance, energy-detection
typically lends itself to a simpler implementation. In ptiee, additional considerations need to be taken
into account. For instance, feature-based detection leadriwback of requiring a continuous monitoring
of the channel. For this reason, energy-based detectianicsbhe preferred if the channel is only sensed

at certain time instances (for instance at the beginningvefyeslot).

[1I. M ODELING WHITESPACE A STATISTICAL APPROACH

The last section discussed two sensing strategies for tdejeihe busy and idle durations of the
channel. Based on these data we now develop a statisticadIrtiwat allows us to predict the channel's
behavior. We emphasize that since WLAN does not have a siattate, a description in continuous
time is necessary. Specifically, our model needs to incatpaiwo separate components: (i) the states
of the channel and their transition behavior, as well ash@yv long the system resides in each of the
states.

The above observation motivates the use of a semi-Markoemathich can be viewed as an extension
of a continuous-time Markov chain (CTMC). While both moddésscribe the transition behavior in the
same way, a semi-Markov model allows for specifying the panicy durations for each state arbitrarily

(they need not be exponential as in a CTMC).

A. Channel state classification

In defining the state space, consider once more the compkebhad signal shown in Fig. 1(b). The
figure motivates to extend the model's state space beyondrithi@ ‘busy’ and ‘idle’ states. In fact,
the WLAN standard specifies that every transmission of a patket must be followed by an acknowl-
edgement (after a short gap called short interframe spd€&)s Data packets and acknowledgements
serve different purposes and as a consequence it makesteeseggrate their statistical characterization;
ultimately it is very likely for an acknowledgement to folloa data packet. We thus introduce the states
DATA, SIFs, and AcK to represent the possible channel conditions describedeafsee Fig. 3).

First insights into the model can be gained by estimatindréssition probabilities. It turns out that
the sequence of statesalh —SIFs—ACK is effectively deterministic, in the sense that the proligbi
of observing this sequence is close to one. This does not esnaesurprise since this sequence of states
precisely corresponds to a successful packet transmissg@ther with the obligatory acknowledgement.
The model can thus be simplified by lumping these three statdslefining a new RANSMIT state that

corresponds to such a successful transmission (see Fig. 3).

February 8, 2007 DRAFT



This simplification also makes sense from a practical viempdJltimately, our model serves the
purpose of predicting the idle durations (the ‘whitespaoé’the channel. While the short gap between
data packets and their acknowledgements corresponds tleaghannel, it is too short to be used for
secondary transmissions.

The above paragraphs have introduced tiRaNSMIT state consisting of the transmission of a data
packet together with its acknowledgement. Successivesinasions are separated by an idle channel.
However, it is important to further differentiate betwe@mtcases. First, after a successful transmission,
a station cannot continue transmitting but has to followamdardized backoff procedure in order to give
all stations equal access to the medium. This backoff praeeid implemented by a so-called contention
period: all stations draw random numbers within a certangeaand defer access for this number of slot
durations. A station can go ahead and transmit only aftemgawaited for this time period, provided
that no other station has accessed the medium beforehaadlylthis means that the station which draws
the smallest number gets to access the medium first.

Not all idle periods are due to the contention window, thauffe channel can also be idle because
none of the stations has any packets to transmit. In fad,ishprecisely the situation we aim to exploit

in dynamic spectrum access. We shall refer to such a chasrigtiag “free”.

B. Occupancy durations

The simplified model shown in Fig. 3 guides us to the secondpuorant of our model: the occupancy
duration or sojourn time in each state. To specify this conepmbd we need to find (a parametric)
distribution that captures this statistical behavior.

The sojourn time in the RANSMIT state is primarily affected by the traffic characteristicsl dhe
scheduler employed in the adapter cards and the wirelessrrduansfer of large files generally leads to
rather long packets, while streaming traffic such as Vollddda shorter packets. From our measurement
results for different traffic scenarios we infer that, in geal, several discrete components are observed.

The statistical characterization of theLE channel is more challenging since, as mentioned before, the
channel can be idle either due to the contention window aulg tfree” channel. This suggests a mixture
distribution, incorporating the effects from both statiesleed, it will turn out that the contention period
has an almost uniform sojourn time (ranging from 0 to 0.7 md)ile a free state shows heavy-tailed
behavior and is well approximated by a generalized Parestilalition.

The empirical distribution function for the idle duratiori the channel is shown in Fig|4 for the

case of constant payload UDP traffic. The effects of the mextlistribution—uniformly distributed body
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but heavy-tail—are clearly visible. Note the bend in thetrihsition at approximatel.7 ms. We can
also see that the contention window's influence becomes marmeounced as the channel gets busier
(upper curve). This is intuitive, since the contention gare will be applied more often as traffic load
increases.

In addition to this mixture fit, we have used phase-type ithistions to capture the data statistically.
Such distributions have the advantage that they can be diawe¢he time-to-absorption of a continuous-
time Markov chain with multiple states, generally allowifog some simplification in applying the model.
A hyper-Erlang distribution turned out to lead to a good fitrtRermore, an efficient EM type method
exists to estimate the parameters of this model [12]. Thes figain shown in Fig. 4.

We have also fitted an exponential distribution to the dathil®\it does not approximate the empir-
ical data as well as the distributions discussed above, kemahe model easier to apply in practice.

Statistically, such an approach is not entirely justifiedt, Wworthwhile to identify heuristic algorithms.

C. Goodness-of-fit analysis

The accuracy of the above fitting methods can intuitively \@duated by looking at the plots in Fig. 4.
Beyond this intuitive assessment an analytical analysisbeabased on the Kolmogorov-Smirnov (K-S)
test, which is a well-established technique in statistic3.[

The K-S test examines whether the empirical data is drawapeddently from a distributiod (),
namely the one we want to postulate in our model. Intuitivélthis were the case we would expect the
empirical CDF F,(t), based on the data alone, to resemblg) closely. Indeed, the K-S test is based
on the maximum aberration betweéh(¢) and F'(¢); a small aberration suggests that the samples come
from the proposed distribution.

Although this maximum aberration, also referred to as K&igic, reflects the goodness-of-fit quan-
titatively, it is not normalized by the sample si2é Ultimately, if F¢.(¢) is constructed from a large set
of observations, we expect a better fit than from a small sanfpiis is accounted for by the significance
level o, which specifies the maximum tolerable aberration in retato NV [13]. Usually, a significance
level of approximatelyx = 0.1 is deemed appropriate.

1) Stationary UDP traffic scenarioWe first consider the stationary UDP traffic scenario mermtibn
previously. The sojourn time in theRRNSMIT state is deterministic due to the constant payload. The
statistical distribution for thedLE state is shown in Fig.|4 for the rates= 25 pkts/s and\ = 100 pkts/s,
respectively. The fact that the traffic is stationary enshle to accurately evaluate the goodness-of-fit

based on long trace data.
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We can see that both the mixture and the hyper-Erlang digimio show an excellent fit with the
empirical cumulative distribution function (E-CDF). TheXtest confirms our model’'s accuracy for both
distributions. Although Fig. 4 suggests a decent fit for tkpomential distribution also, this hypothesis
is rejected by the test. Nevertheless, an exponentialildistvtn might still be interesting in practice,
because it simplifies the derivation of access schemes.

2) Nonstationary HTTP trafficin the stationary traffic scenario above we could evaluaetiodness-
of-fit without having to account for time variations. In ptige, however, most traffic scenarios are
nonstationary. Therefore, we consider more realistic HTEic generated by “GenSyn”. This traffic
generator accesses a list of specified webpages, but in ahaaynimics the behavior of a real user and
thus accounts for HTTP’s nonstationary behavior [11].

We again consider a hyper-Erlang distribution and appratenthe nonstationary traffic with blocks
of length L. Within a block the traffic parameters are assumed condtachoosingl we have to strike
a balance between approximating the time variations andgbable to estimate the model parameters
accurately. A good tradeoff was obtained o= 100.

This approach is illustrated 5 for a hyper-Erlang andexponential fit, respectively. The figure
shows how the goodness-of-fit evolves with the time vanietiof the traffic. Similar to the stationary
scenario, the hyper-Erlang distribution shows a satisfgagoodness-of-fit over the entire sample, while

the exponential distribution is clearly rejected by the KeSt.

IV. DERIVING ACCESSSCHEMES. A PRACTICAL EXAMPLE

In the last section we have proposed a statistical modelrferprimary user’'s channel access and
verified its goodness-of-fit. We are now giving a concretengxa on how to apply this model in practice.
Specifically, we show how to enhance the coexistence of Batetand WLAN in the unlicensed ISM

band, identifying the primary user with WLAN and the secandsystem with Bluetooth.

A. Bluetooth/WLAN coexistence

The coexistence between Bluetooth and WLAN in the unlicéniS8 band is of significant practical
concern because mutual interference can severely limitpgréormance of both systems [14]. The
interference arises from the fact that both standards tpérahe ISM band around 2.4 GHz, spanning
about80 MHz of bandwidth. The 802.11 based WLAN systems employedyadilize 11 to 13 channels

(depending on national standardization), each having eveiith of 22 MHz. We stress that most of these
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channels are overlapping and that there is, in fact, only amdiguration of three orthogonal channels
(cf.|Fig. 6). We shall focus on this configuration in the faliag.

Bluetooth employs frequency hopping transmissions in 1 Mktle channels across the same frequency
band. In basic operation, the Bluetooth's hopping patterpseudo random throughout the entire band
and completely oblivious of the WLAN's transmissions. Cemsently, collisions between WLAN packets
and Bluetooth transmissions occur frequently, degradiegperformance of both systems.

Given the practical importance of this problem, severalppsitions on how to mitigate the mutual
interference have been made. One way of reducing intederén to adapt the Bluetooth's hopping
sequence such that it avoids channels with large interéereBuch methods are referred to as adaptive
frequency hopping [14] and consist of two main componerdamely (i) the sensing and classification of
channels according to their interference and (ii) the aatapt of the hopping sequence such that ‘bad’
channels are avoided whenever possible.

Adaptive frequency hopping has been considered previdaslgd on classifying the Bluetooth channels
according to their long-term behavior (for instance, byrdmg the number of bit errors for each channel).
While such an approach is able to mitigate interference fetatic sourcese(g. microwave ovens), it is
not well suited to capture the time-varying behavior of WLAMNerferers. In contrast, by incorporating
the statistical model proposed in this paper, it is posdiblpredict the WLAN's behavior and thus to
improve the performance significantly.

Our analysis focuses on the representative configuratiowrstin|Fig. 6. There are three orthogonal
WLAN channels, each overlapping in frequency with 22 Blegtochannels. We shall refer to the WLAN
channels as “bands” to avoid confusion with the Bluetoothnetels. Fig. 6 illustrates that the Bluetooth’s
transmissions are slotted while WLAN stations can stamdmatting at any time. Furthermore, we
emphasize that all Bluetooth channels within the same WLANKdshow the same access behavior
due to the larger bandwidth of the WLAN. It thus suffices to mlostatistically the behavior of the
three WLAN bands rather than each of the 80 Bluetooth chanrfidle computational burden is thus

significantly reduced.

B. Enhanced hopping scheme

We propose the following adaptive frequency hopping ojp@nafor the Bluetooth transmitter. At the
beginning of each slot, the current channel is sensed. Ipthsence of a WLAN packet is detected, no
transmission takes place since this would inevitably lead tcollision. On the other hand, even if no

WLAN packet is detected, a collision can still occur if the YW becomes active during the subsequent
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slot, see slot 6 in Fig. 6(a). The probability of this evenn dz kept small, however, by initiating a
transmission only with a certain probability< 1, even if the channel is sensed idle.

The probability of collision (and thus the designgf depends on the WLAN's traffic characteristics.
In particular, we employ our model to find the probability ttitanditioned on the channel having been
idle for k£ slots, no WLAN packet will be transmitted during the subsaguslot. By obtaining this
probability we can desigr such that collisions with the WLAN occur with probability siter than
some constraint.

The approach described above constrains the collisiorapitity for each band in Fig. 6. At the same
time, however, we desire to maximize the Bluetooth’s thiqug. This maximization is tightly linked with
the optimal hopping across the WLAN bands since each bandda®a parallel transmission opportunity.
Hardware limitations make it unrealistic, however, that Bluetooth transmitter can observe the state
of all bands at the same time. The problem is thastially-observedmaking the optimal design of the
system a challenging problem that needs to be addresseid wittecision-theoretic framework [5], [15].
While finding the optimal solution to this problem goes beyadme scope of this paper, we illustrate the
possible performance gain along the lines of a heuristieseh

Consider a scheme that deterministically switches to thdé hand, whenever the current channel
becomes busy. The performance of such a scheme for the UBie seenario considered previously is
shown in Fig| 6(b). Its performance is compared to a scheatetin observe all WLAN bands at the same
time. While this assumption is not necessarily practicagdrésents an upper bound on the performance
of any partially observed scheme. The figure shows that fgnthe optimal switching between bands is
a worthwhile problem. Ultimately, a possible performanegiovement of up to a factor of two can be
expected. We also obtained the collision probability ardtkimtoughput of a regular (completely oblivious)
Bluetooth transmitter. It achieved a (relative) throughpii70% while showing a collision probability
of 35%. By looking at the performance evaluation in Fig. 6@® can see that the regular Bluetooth

operation is clearly outperformed.

V. CONCLUSIONS

In conclusion we have addressed the problem of dynamicattgssing spectrum in the time-domain
by taking advantage of whitespace that remains betweenybpasket transmissions of a WLAN. The
proposed model captures the WLAN’s medium access statiigtibut remains tractable enough to be
used for deriving practical access schemes for the secpundar. As an example, we have illustrated how

our model could be used to enhance the coexistence betwed&iNVdind Bluetooth in the unlicensed
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ISM band. We emphasize that our model is based on empiri¢algithered from snapshots of the raw

complex baseband signal of the WLAN. This enables us to tasisg algorithms on the same data and

hence to gain insight into challenges that arise when it otoe real-time implementation.
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Fig. 1. Complex baseband signal of an 802.11b-WLAN suppgréi Skype conference call.
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Fig. 2. Testbed configuration.
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Fig. 3. The proposed semi-Markov model.
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Fig. 6. Adaptive frequency hopping. The Bluetooth trangenipreferably hops to bands currently not occupied by theAWL
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