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~ Abstract—The detection of encrypted stepping-stone attack  In this paper, we consider the problem of detecting en-
is considered. Besides encryption and padding, the attacker is crypted stepping-stone connections in the presence of.chaf
capable of inserting chaff packets and perturbing packet iming \ye gjlow the attacker to use various evasion strategiesdacl

and transmission order. Based on the assumption that packet . fi ddi h ina th ket ord htimi
arrivals form renewal processes, and a pair of such renewal Ing encryption, padding, changing the packet order anchgmi

processes is also renewal, a nonparametric detector is proposed@nd mixing attacking packets with chaff. Our goal is to depel
to detect attacking traffic by testing the correlation between techniques that are robust against the presence of chatfiindp

interarrival times in the incoming process and the outgoing the attacker to spend a substantial amount of time trariagitt
process. The detector requires no knowledge of the interarrivia chaff. Such robust techniques coupled with constrains sra

distributions, and it is shown to have exponentially decaying b ¢ inimize the effecti f the attack
detection error probabilities for all distributions. The error expo- may be one way 1o minimize the efiectiveness ot the atlacker.

nents are characterized using the Vapnik-Chervonenkis Theory.
An efficient algorithm is proposed based on the detector structue

to detect renewal processes with linearly correlated interarriva A. Related Work
times. It is shown that the proposed algorithm is robust against an
amount of chaff arbitrarily close to the amount of chaff needed

to mimic independent processes. Ever since Staniford and Heberlein [1] first consider the

problem of detecting stepping-stone connections, these ha
Keywords: Intrusion detection, Stepping-stone attacks, Statisti- Peen a continuous evolution of detection techniques as well
cal Learning Theory, Nonparametric detection. as evasion strategies. Early content-based detectionitpes
such as [1], [2] are easily defeated by encryption and paddin
Timing-based detection considered in [3]-[5] is not akéelct
by encryption or padding, but is vulnerable to active timing
perturbation introduced by the attacker.
Stepping-stone attack is a common way of launching anony-
mous attacks [1]. In such an attack, the attacker routeskatta Donoho et al. [6] first consider the randomly delayed
ing packets to the victim through a chain of compromisestepping-stone connections, and since then a number of ad-
hosts called “stepping stones”. The victim only sees thée lasmnces have been made in detecting encrypted, transformed
stepping stone, and thus the attacker’s identity is coedealstepping-stone connections; see [6]—[8]. The key assompti
The difficulty in defending against such attacks lies in laet of these methods is that there is a limit on the attacker’s
ing of the attacking path, and the tracing can be decompossillity to alter the traffic. For example, Donokobal. [6] show
into detecting every pair of stepping-stone connectionshen that in principle it is possible to detect transformed Paiss
intrusion path. processes if the transformation satisfies a bounded delay.
Wang and Reeves in [7] propose to correlate relayed streams
A sophisticated attacker can modify the attacking traffic twith independent and identically distributed, order-presg
thwart detection. In particular, he can encrypt and pad tiperturbation by introducing watermarks into packet intera
packets so that no information is revealed by the bit padterrival times. Blumet al. [8] present an algorithm “DETECT-
or the lengths of packets; the only information availabl¢hie® ATTACKS” (DA), the first passive detection algorithm with
detector is the timing of the traffic. The timing, however, iguaranteed performance based on the assumption of bounded
subject to changes introduced by the attacker such as randidetay and bounded peak rate.
delay and packet reshuffling. Furthermore, the attackendan
attacking traffic with chaff—dummy traffic generated purely When chaff can be inserted to evade detection, many
for the purpose of evading detection. Chaff traffic can bgrevious algorithms fail. Blunet al. [8] propose an algorithm
generated arbitrarily, and it does not need to reach théwict called “DETECT-ATTACKS-CHAFF” (DAC) modified from
_ _ _ _ _ _ their algorithm DA to deal with limited chaff. Algorithm DAC
e SHEPere P b e Nl Scence Faundalon urdersecee, tolerates a fixed number of chaff packets by sacrificing the
liance Program DAAD19-01-2-0011, and TRUST (The Team for Research in Ubiquitof@lse alarm probability, but a pair of arbitrarily long sires
e e e e et oneet, °Eain siill evade detection by adding a constant number of chaf
Government purposes notwithstanding any copyright notation thereon. packets. Penget al. [9] and Zhanget al. [10] separately
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propose packet-matching schemes for robust detection; siatisfy the bounded memory or bounded delay constraint, the
however, turns out that these schemes can not deal with chthf amount of chaff needed to evade detection is propoitiona
packets in the incoming process at all. to the traffic size, and the proportion can be arbitrarilyselo
to what is needed to mimic truly independent processes.

All of the schemes in [8]-[10] can be defeated by a constaAnh algorithm is proposed to efficiently implement the de-
number of chaff packets. As the traffic size increases, thector; it reduces the computation complexity franin®) to
fraction of chaff will go to zero. In terms of rate, zero ratef  O(n?logn) wheren is the sample size.
traffic suffices to evade their detection. The only algorghm
that are known to handle chaff traffic of non-zero rate are The rest of the paper is organized as follows. Section Il
algorithms “DETECT-BOUNDED-DELAY-CHAFF” (DBDC) defines the problem. Section Il presents a nonparametric
and “DETECT-BOUNDED-MEMORY-CHAFF” (DBMC) in detector to deal with chaff, and analyzes its performante. T
[11]. Algorithm DBDC can detect traffic flows with up tosection also presents an efficient algorithm to implemeat th
1/(1+ AA) fraction of chaff (where\ is a design parameter) detector. Section IV compares the robustness of the prdpose
if packet delays are bounded h¥. Algorithm DBMC is detector with that of existing stepping-stone detectoex-S
designed for detecting traffic flows through a host which caon V simulates the proposed detector for pairs of renewal
hold at most)M packets, and is robust against upli§1+ M) processes with bivariate exponential interarrival disttions.
fraction of chaff. The drawback of DBDC and DBMC is thafThen Section VI concludes the paper with comments on some
the false alarm probabilities, although shown to go to zemractical issues about the application of such a detector.
eventually, can be large for finite sample size. In this paper
we want to answer the question whether it is possible to rduc
the false alarm probability by allowing certain miss ddtatt [I. PROBLEM DEFINITION

B. Summary of Results and Organization Denote the packet arrivals on streams a point process

(B G ) L
We consider robust detection of stepping-stone connextion Si=(s17, 8% s57,.0), i=1,2,...
in the presence of chaff. To the best of our knowledge NS, () : . . .
_ . 2 r > 1) is thekth arrival hin str Let7; =
existing detector has provable decay rate in the probigsilit <S es{C (k= 1)is thekth arrival epoch in stream Let

1)
of both false alarm and miss detection. The main contributig*1 > 52 - f} be the set ?jf th? el'emer:ts . Le; (.Stl’ 521 t
of this paper is a quantitive characterization of both fal © a pair of incoming and outgoing streams of interest at a

alarm and miss probabilities by imposing the assumpti ricular gateyvay node. Normallg; ands; are inde_pend_ent.
that pairs of interarrival times in the incoming and outgpin however.S; is a relayed stream dy, then they will satisty

processes are independent and identically distribuited. (). certain relations.
Thei.i.d. assumption is a limiting assumption in the sense that
even ifi.i.d. perturbation is applied to a renewal process, th?
generated pair of processes may not hawvd. interarrivals; : . . L
it is, however, general enough to include a wide range fone pairif there exists a bijectiory : 7 o i such
relayed processes because we do not assume the procet (3)._ 5 2 0 fqr any s € 7,, and g satisfies certain
to satisfy any other statistical property. The steppiranpst communication requirements.

detector should therefore be nonparametric.

Definition 2.1: A pair of streamq S, S2) is anormal pair
S1 and S, are independent point processes. It stepping-

The bijection g, unknown to the detector, is a mapping

We propose a nonparametric detector to detect renevibetween the arrival and the departure epochs of the same
processes with correlated interarrival times based on thackets, allowing permutation of packets during the reldg
assumption that the pair formed by these renewal processesadition thatg is a bijection imposes packet conservation
is also renewalj.e., the pairs of interarrival times from the constraint,.e., no attacking packets are generated or dropped
incoming and outgoing processes aigl. ; the detector does at the stepping stones. The conditigia) —s > 0 is thecausal-
not assume the knowledge of the interarrival distributidiiss ity constraint, which means that an attacking packet cannot
detector applies to general attacking traffic with or withodeave a host before it arrives. Communication requirements
memory or delay constraints. We show that the probabilitiese due to the need of the attacker’'s application, the palysic
of miss detection and false alarm both decay exponentiattgnstraints of the relay host, or the communication channel
with the number of packets used in the detection. Explidixamples include, but are not limited to, bounded memory
expressions of the error exponents are given using the kKaprionstraint and bounded delay constraint; see [11].
Chervonenkis (VC) Theory. Such expressions allow us to
design the detector threshold to satisfy prescribed pedace If S; (i =1, 2) is the mixture of attacking packets and chaff,
specifications. The proposed detector is optimal under ttieen the requirements are relaxed, as stated in the folgpwin
renewal assumption in the sense that if the attacking psckdefinition.



Definition 2.2: A pair of streams(S;, S2) is a stepping- In this section, we present a nonparametric detector based
stone pair with chaffif it is the superposition of a stepping-on the statistical learning theory for the hypothesis mesti
stone pair(S;, S) and a pair of arbitrary strean€’;, Cy)t. problem defined in (1). In Section IlI-A, we introduce a

distance measure, called-distance, between probability dis-

StreamC; (i = 1, 2) consists of dummy packets callebaff tributions, and define a detector based#1listance. We then
which do not need to arrive at the destination. Chaff packedgldress the computation issues in Section IlI-B, where an
can be generated or dropped at any stepping stones withefficient algorithm is proposed to reduce the complexity in

affecting the attack. implementing the4-distance detector.
Let the interarrival times ofS; be X;, X,,..., where )
X, = Sgl), andX; = 81(1)_81(1_)1 (i > 1). Similarly, denote the A. Distance Measure and Detector

interarrival times ofS; by Y7, Ys, .. .. If all the transmissions

in the network follow renewal processes, th€yis andY;’s are To test’H, againstH;, we need to measure the distance
i.i.d. , respectively. The problem is that without any constraiftetween probability distributions. In a parametric frardwy

on stepping-stone pairgX;);—1,2,.. and (Y;);=1,2,.. may the conventional distance measure is the Kullback-Leibler
correlate arbitrarily; in general, samples of the piks, ;) distance [12]. Under the nonparametric framework, however
(: = 1, 2,...) are not sufficient for detection because ththe Kullback-Leibler distance cannot be easily replaceddy
order in which these samples are taken are also relevant. Tinie sample counterpdriVe solve this problem by using the

hypothesis testing will have the form of following pseudo distance measure from [13]:
Ho:  P(X", Y")=PX")P(Y"), Definition 3.1 (4-distance and empiricald-distance):
Hy : P(X™, Y™") £ P(X")P(Y"), Given probability spacés(X,F,P) (i = 1, 2) and a

collection of sets4 C F, the A-distancebetweenP; and P,
for any X", Y™ € R*". For arbitrary stepping-stone pairsjs defined as

the worst case complexity grows exponentially with the samp
size. If, however, the stepping-stone pairs are renewaledls w da(Pr, ) = sup [P1(A) — P>(A)].
i.e., the pairs(X;, Y;) (¢ = 1, 2,...) arei.id. , then the Aed
detection is reduced to a testing of the following singlgeleed Given two collections of samples;, Sz drawn independently
hypotheses and i.i.d. from Py, P, respectively, theempirical A-distance
d4(S1,S2) is similarly defined by replacing;(A) with the
Ho: Pxy =PxoPy, Hi: Pxy # PxoPy, (1) empirical probability

given realizations of((Xy, V1), (X3, Y2),...). This is a Si(A)é‘Simf”
nonparametric hypothesis testing problem; no specificrapsu ISi|
tions on the distributionPyxy are imposed.

where|S; N A] is the number of samples frot$}; that are in
the setA.
[11. N ONPARAMETRIC DETECTION OFRENEWAL TRAFFIC We see thatlu(Sy, S») € [0, 1]. By Vapnik-Chervonenkis
Inequality [14], it is shown [15] thatl4(S;, S2) can be

Donohoet al.in [6] have noticed that for renewal processesyrbitrarily close tod 4(P1, P») as sample size goes to infinity.
local timing perturbation or reshuffling will not destroyeth
correlation between processes. Furthermore, they shotv thaGiven samplesS = {(z;, v;)},, let Sx = {=z;}!,, and
nonzero correlation can be obtained even if the attackertms Sy = {y;}7_ ;. With the distance measure defined, we now
chaff independent of the attacking traffic. Although Donohspecify the detector as follows:
et al. do not derive specific stepping-stone detectors in [6],
their work shows that, in principle, effective detectionnca Definition 3.2: Let A be a collection of measurable subsets
be achieved in the presence of chaff. Inspired by Donolod [0, o) x [0, o0). Givene € (0, 1), the detector usingd-
et al. [6], we propose an alternative to existing algorithmigistance measure to test the hypotheses in (1) is defirfed as
approaches that check strict memory or delay constraings. W .
aim at deriving a detector to test the statistical corretatie- 044 (S, €) = { (1) g\;‘\lIA(SX oSy, Sxv) >
tween processes. It is desirable that the detector hasrgeach o
performance for a wide range of traffic. 3For example, it can be shown that for continuous distribytioe empirical
Kullback-Leibler distance is infinite almost surely.

INote thatC; andC2 may not have equal length, and either of them can “We use the convention th& is the sample spacé the o-field, and P;
be empty. the probability measure.

2We usePyx o Py to denote the joint probability distribution farx, Y 5We use the convention that the detector gives the valéer 7;, and0
in which X andY are independent with marginal3x and Py, respectively. for Hg.



whered 4(Sx oSy, Sxy) is the empirical4-distance between

Sx o Sy and Sxy, defined as ’ \ .
§ gBRO
da(Sx o Sy, Sxy) = sup [Sx o Sy (A) — Sxy (A4)], s P N
AeA ,/ /y,,

’ Sl //’/ ’ : /'/ i
with Sy o Sy(A)2|(Sx x Sy) n A|/|S]?, and E L sl .,
Sxy(A)2|S N A]/|S]. S

The definition involves calculating the supremum over a %ﬁ; S’z : ng‘
possibly infinite collection of sets. The computation of the AT
statistics will be addressed in Section III-B. S

0 X

Fig. 1. Examplen = 3. e: sample;o: “product sample”;B(2, 6): the 45°
band between’, and sg.

B. Efficient Computation of Test Statistics

Here we address the issue of computing the test statistics

da(Sx o Sy, Sxy) defined in Definition 3.2. We give an 1) SEARCH-TILTED-BANDS (STBAIgorithm STB im-

algorithm to computel 4 (Sx o Sy, Sxy) efficiently for the plements theA-distance detector for the class ¢5° bands
class of bands tilted to a certain angle. efficiently. Define

ConsiderA as the class of bands tilted 46° with respect to a|(5x x Sy) 23(1’ Kl _ 150 BQ, k)|7
the z-axis, i.e., A € A is of the form{(z, y) : y—x € [a, b]} 5] 5]
for somea < b. The rationale for this ch(%ice oflis that in for k =1,..., n?, and F(0) = 0. Then we have that

F(k)

stepping-stone connections, thtéh arrival > X; and thenth
PP . ; da(Sx oSy, Sxy) = o X |F(l) — F(k)|
departurez Y; will not diverge unboundedly, so we expect = nax, F(k) — oginnzF(k)'(z)

X, ~Y,. 'Il'ﬁhs the samples of interarrival pairs from stepping- .
stone traffic often cluster around the unit line= y with Algorithm STB computesl(Sx o Sy, Sxy) by computing
some noise; bands around the unit line can reveal significdnt®) efficiently. The algorithm is shown in Table I.
difference between normal traffic and stepping-stone traffi

TABLE |

Given a set of sample§S = {(x;, v;)}",, the “product SEARCH-TILTED-BANDS (STB)

samples”Sx x Sy are the set of the* points{(z;, y;)}7 ;-

Sort the “product samples” intes’, s5, ..., s/ ), wheres) =

(x;,_y;), such thatt) —y] < xh—yh <.... Geometriqally, this
sorting allows us to scan the “product samples” in the ord

SEARCH-TILTED-BANDS(S, e¢):
fori, j=1:n

Br  D((j—Dn+i) =z —y;;

they cross the5° line as it moves from northwest to southeast, end; .

as illustrated in Fig. 1. LeB(k, 1) (k < I) be the45° band [1?-’ I]::FsoriDF)'(O) e

with boundaries passing through and s; respectively €.g., fork —1:n2 ' L.

B(2, 6) in Fig. 1),i.e., [ Fk—1)+ % -+ ifI(k)mod(n+1)==1,
(2, 6) 9-1 F(k)f{F(k—l)—&-E—z 0.W. '

Foin = min(Fmin, F(k)),

Frax = max(Fmax, F(k));
end
if Frnax — Fmin > € return ATTACK;
else return NORMAL;

B(k, )2{(z, y):  —y € [t} — v}, =) — Y]]}

We have that

da(Sx o Sy, Sxv)
|(Sx x Sy)NB(k, )| |[SNB(k, )|| In STB, I is an index array wheré (k) is the index of

}he kth smallest entry inD. If s}, is the “product sample

= max ”
1<k<I<n? |52 |S]
corresponding td(I(k)), we have that
For |S| = n, an exhaustive search to compuig(Sx o 1 L
. . . Flk-1)+—5—- ifs €S
6 4 _ n2 n k )
Sy, Sxy) will take O(n°) time, since there are)(n®) F(k) _{ Flk—1)+ & o

B(k, 1)'s, and the computation for eadB(k, ) takesO(n?)
time. By proper updating, however, we can reduce the comete thats), € S if and only if I(k) = (i — 1)n +1i =

plexity to O(n?logn) as shown in the algorithm below.

(t—1)(n+1)+1for somei € {1, ..., n}; therefores) € S is



equivalent tal (k) mod (n+1) == 1. Thus, STB can compute B. Robustness Against Chaff
F(k) (k=1,..., n?) by anO(n?) updating. The sorting of
D is the most time-consuming step, and it tak&:? log n).
Therefore, STB implements thd-distance detector for the
class of45° bands inO(n?logn) time.

It is shown in [16] that it is possible for the attacker to
evade any detector by inserting sufficient chaff. There is,
however, a limit on the minimum amount of chaff needed

We point out that STB can be easily modified to detect othteor do so. Specifically, it is shown in [16] that the minimum

. . : : . asymptotic fraction of chaff needed to mimic independent
forms of linear correlation by changing the order in scagnin.™ .

" " oisson processes of rates no more thais 1/(1 + AA)
the “product samples”.

for attacking traffic with bounded delag, and1/(1 + M)
for attacking traffic through a host with bounded memaiy
IV. PERFORMANCE OF A-DISTANCE DETECTOR This minimum fraction gives fundamental limit on the amount
of chaff that any detector can handle.

We now analyze the performance &f,. We show that In this section, we will show that thel-distance detector
it has exponentially decaying error probabilities on bailsé can achieve robustness arbitrarily close to the fundarhenta
alarm and miss detection. We derive uniform upper bounds bimit for a class of joint distributions called the bivarat
the error probabilities by applying the Vapnik-Chervonisnk exponential distribution, derived by Marshall and Olkin in
Theory. It is desirable that the detector is robust agaimst t[17]. A pair of nonnegative random variableX, V) satisfies
insertion of chaff. We characterize the robustnesg$.of by the bivariate exponential distribution BVE;, A2, A12) if its
deriving the minimum chaff required to have nonzero migdistribution function is given by
probability.
Pr{X > 5,V >t} = e M52t max(s,t) g ¢ > 0. (3)

A. Error Probabilities The importance of this definition of bivariate exponential
distribution is that it preserves the memoryless propefty o

In this section, we characterize the error probabilitiethef the univariate exponential distribution.

detectord, , as a function of the sample sizg the threshold o e .
da P e For the bivariate exponential distribution defined above, w

value ¢, and the searching clasd. It is known that each h terize th t of chaff ired t de th
class of measurable sets is associated with a positiveeinteg_ aracterize the amount ot chafl required o evade e

called Vapnik-Chervonenkis dimension (VC-dimensiahjch istance detector in the following theorem.
measures the complexity of the class [14]. For a collectibn
with finite VC-dimension, we derive the following exponeaiti
upper bounds on the error probabilities &f, .

Theorem 4.2:Suppose we use thé-distance detector with
thresholde € (0, 1) and .A being the class of5° bands. If
(51, S2) is a stepping-stone pair in which the pairs of interar-
rival times (X;, ;) (i = 1, 2,...) havei.i.d. bivariate expo-
nential distribution, and the rates 8f and.S; are bounded by
A, then the minimum fraction of chaff to have nonzero miss
probability is lower bounded bl —¢)/(1+ M) for stepping-
Pr(d.,) < 8(2n + 1)defn62/32' stone pairs with bounded memofy, and(1 — €)/(1+ M\A)

- for stepping-stone pairs with bounded delay

Moreover, ifd 4(PxoPy, Pxy) > ¢, then the miss probability
satisfies Proof: See Appendix. [ ]

Theorem 4.1:Let S = {(x;, v;)}}, be drawn i.i.d. from
Pxy, and A have finite VC-dimensiornl. Then for arbitrary
distribution Pxy, the false alarm probability of;, satisfies

d_—n(da(PxoPy, Pxy)—e)?/32
Prr(0a,) < 8(2n+1)% AT : Remark:Theorem 4.2 says that thé-distance detector can

detect any correlation in bivariate exponential distriitnoit
By Theorem 4.1, we see that by increasing sample size,
can be made arbitrarily close t® while keeping the false
Remark: Theorem 4.1 provides uniform upper bounds oalarm probability bounded by certain level. Therefore,|émgy
the error probabilities ob,,. It guarantees that under anyconnections, the robustness of tHedistance detector can be
distribution,é,,, can perform arbitrarily well with sufficiently arbitrarily close to the optimal.
large samples (note that a condition needs to be satisfied
for diminishing miss probability). The error exponent for For the attacker, the actual value efmay be unknown.
false alarm probability increases with whereas that for Then the attacker is faced with a tradeoff between the amount
miss probability decreases with Therefore, the threshold of chaff and the level of protection; he can saM@e% of
represents a tradeoff between false alarm and miss datectichaff by taking the risk of having correlation.

Proof: See Appendix.



V. SIMULATION probability quickly drops from to close to0, and this critical
sample size decreases as the correlation value increases. F
We implement thed-distance detector using STB to verify?1 = 0-85, p2 = 0.90, p3 = 0.95, andp, = 0.99, our estimates
the performance. We lePxy be the bivariate exponential©f the minimum sample sizes arg = 854, ny = 752, n3 =
distribution defined in Section IV-B. It is shown in [17] thhe 666, andn, = 607 respectively (see Fig. 2). We see that our
correlation coefficienp between bivariate exponential randonfStimates agree with the simulation curves very well.
variablesX andY is

Miss Detection vs. Sample Size a=01

p=A12/(M1 + A2 + A2), R B R

p, = 0.85

p,=095
p, =099

where \; (i = 1, 2, 12) are parameters in the definition (3) ’ n
We will test the performance of thg-distance detector on os}
processes with bivariate exponentially distributed iataval ‘ ‘

times of various correlation levels. In practice, this esponds ™| l “ i
to the case when attacking packets arrive according tc o ‘ \
Poisson process of ratd;», and are relayed immediately-. | \
without delay, but the attacker inserts chaff packets atingr 5=°°[ | \ | 1

o

to independent Poisson processes of ratesand X\, in the  o,| : Jf @
incoming and outgoing streams, respectively. 1 “ \

0.3r | \
Before starting the simulation, we have to solve a couple ,| } @
implementation problems. The first problem is how to decit 1 1
the detection threshold In the Neyman-Pearson framework ©°f | 8 )
we want to set the threshold to the smallest possible value ‘ at AW S R
long as the false alarm probability is bounded by a presdrib ~ “® 500 000 o 80 %00 1000
value @« € (0, 1). A common way of setting threshold
in nonparametric detection is to use training. Training fgg. 2. Simulated miss detection probabilities of STd:= 0.1; 10000
. . . . . Monte Carlo runsyp; (i = 1,..., 4): the correlation betweerX; andY;;
computation intensive. Furthermore, the training datads n, -'ine estimated minimum sample size for.
guaranteed to represent all the normal traffic in a netwotk wi
many different traffic types. We propose to set the threshold
by making the false alarm upper bound in Theorem 4.1 equal
to a. Then we can write the threshold as VI. CoNcLUsIoN

b

€(n)

\/g log ﬁ, In this paper, we have developed a nonparametric method to
" (2n +1) detect stepping-stone traffic by correlating the time waby

whered is the VC-dimension ofd. Theorem 4.1 guaranteesbetween packet arrivals. We point out that the. assumption

that the false alarm probability will be bounded hyunder ©On pairs of interarrival times is crucial for the proposed

arbitrary interarrival distributions. For the class43 bands, detector to work. It means that not only do the processes in

it is easy to show by the method of Wenocur and Dudley [18Pnsideration need to be renewal marginally, but their pair

thatd = 2. has to be renewal as well. In practice, this detector should

be combined with a preprocessor to filter out the non-renewal

Next, we need to choose the sample size. Since the thresH¥l@CESSES.

e(n) is conservative, the detector often needs a large number

of samples to have reasonably small miss probability. We

need a guideline on approximately how many samples are VII. APPENDIX

needed to have reasonable detection performance. We use the

results in Theorem 4.1 to estimate the minimum sample size.

In Theorem 4.1, it is proved that the miss probability decays Proof of Theorem 4.1

exponentially fast il 4 (Px o Py, Pxy) > €. Thus we estimate

the minimum sample size as the smallest integtirat satisfies  The proof uses

results derived from the Vapnik-
e(n) < dA(PX o Py, ny).

Chervonenkis Theory. In [15], we have proved that for ar-
bitrary distribution P, if S is a collection ofn i.i.d. samples

In our simulation, we letx = 0.1, and vary the correlation drawn from P, and A is a class of measurable sets with VC-
p among 0.85, 0.90, 0.95, and 0.99. The simulated miss dimensiond, then

detection probabilities of STB are plotted in Fig. 2. We see ,
that there is a critical sample size beyond which the miss Pr{da(S, P) > ¢} < 4(2n +1)%e /8, 4)



where d4(S, P) is the A-distance between the empiricalThus to evade thed-distance detector, the attacker needs to
distribution according t& and P. Applying (4), we have mimic Poisson processes with correlatior< e.

2

Pr{da(Sxy, Pxy) >e < 4@2n+1)%e /5, In [8], Blum et al. present an optimal algorithm called

(50 “BOUNDED-GREEDY-MATCH” (BGM) to embed traffic
Pr{d4(Sx oSy, PxoPy)>e} < 4(2n+ 1)d€fn62/8. with bounded delay into a pair of arbitrary processes; they
©) show that BGM is optimal in that it always inserts the
minimum number of chaff packets. In [16], we propose another

algorithm called “BOUNDED-MEMORY-RELAY” (BMR),
Now we are ready to bound the error probabilities. Sindhich inserts the minimum number of chaff packets in embed-

d4(-,-) satisfies triangle inequality, we have ding traffic through a host with bounded memory into arbitrar
processes. Therefore, the best way of making attackinfictraf
da(Sx oSy, Sxy) < da(PxoPy, Pxy) with bounded delay or memory mimic givei®;, Ss) is to
+dA(Sx oSy, Px o Py) embed packet transmissions by BGM or BMR, respectively.
+da(Sxy, Pxy), (7)

da(Pvo Py P The rest of the proof directly follows from the performance
a(Px o Py, Pxy) of BGM and BMR. It is shown in [16] that the minimum
—da(Sx oSy, PxoPy) fractions of chaff inserted by BGM and BMR into a pair
—da(Sxy, Pxy). (8) of independent Poisson processes of rate bounded hye
1/(1 + AA) and 1/(1 + M), respectively. Furthermore, for
BVE distributions, it is shown in [17] that; (i = 1, 2) can
be written as a superposition of Poisson procegseand Ps,

Y

dA(SX o Sy, SXY)

UnderHy, d4(Px o Py, Pxy) = 0. Thus, by (7),

Pr(6s,) = Pr{da(Sx oSy, Sxy)> €} where P, PQ_, and P; are independent, Wlth ratés, Ao, and
A12, respectively. If we embed packets intB,, P») by BGM
< Pr{da(Sx oSy, PxoPy) or BMR (assumeP; does not contain any chaff), we obtain a
+da(Sxy, Pxy) > €} (9) lower bound on the fraction of chaff &% — p)/(1+AA) and
< Pr{da(Sx oSy, PxoPy) > E} (1—p)/(14 M). Combining these results with the constraint
) 2 p < e completes the proof.
—l—PI‘{d_A(SXY7 PXy) > 5}
d, —ne?/32 ]
< 8(2n+1)% , (10)
where (10) is obtained by plugging in (5,6).
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