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Finite capacity
channels

Abstract— Distributed detection of information flows is con-
sidered. The detector detects the presence of information flows
by collecting timing information from nodes of interest through
channels of finite capacity. The information flows are assumed to
be perturbed up to a bounded delay and interleaved with chaff. .
Joint compression and detection schemes are proposed to achievégl'
reliable detection with inaccurate measurements. Detection per-
formance is analytically evaluated by robustness against chaff
as functions of the capacity constraints in the data collection.
The proposed detectors are proved to be optimal for their
corresponding quantizers. A comparison of their performance
gives guidelines on quantizer design.

Index Terms— Information flow detection, Robust detection
algorithms, Quantizer design, Distributed detection.
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Fig. 1. Detecting information flows alond; — B — ... — C (j =
1, 2) by distributing eavesdropperdj to collect timing measurements of

I. INTRODUCTION
. . . . . he incoming traffic toB andC and report to a detector through channels of
Consider the wireless ad hoc network illustrated in Fig. yite Capacigt’y_ P 9

where nodesB andC are connected by a subnetwork. Eaves-
droppers are deployed to record the timing of transmissions
intended forB and C respectively. Let S; denote the timing means that a packet cannot arriveabefore it reache&. The
measurements foB, and S, for C. ThenS; (: = 1, 2) is a conditiong(s) —s < A imposes aounded delayonstraint
point process defined as that the maximum delay fron® to C' is bounded byA.
In practice, nodes multiplex their transmissions, or theym
Si = (8i(1), Si(2), Si(3),--), introduce dummy packets deliberately. Transmissionsahat
Wheresi(k) is the transmission epoch of tht¢h packet ons;. not part of the information flow are callechaff A pair of
We want to detect whether there are information flows usifjocessesS:, Sa) contains an information flovif for every
B as a relay node to readfi by collecting measurements offéalizatiort, S; = F; @ C; (i = 1, 2), where(Fy, F3) is an
Sl and S2 through channels of finite Capacity_ information ﬂOW, andC’z- is the Subsequence 6@ Consisting
We assume that the transmission of information flow@f chaff packets.
satisfies the following definition. We are interested in testing the following hypotheses:
Definition 1.1: A pair of processes(F;, Fy) forms an Hy
information flowif for every realization off; (i = 1, 2), there _
exists a bijectioh g : F; — F» such thatg(s) — s € [0, A] H:
for all s € F;. by the distributed detection system illustrated in Fig. 2.
The bijectiong is a mapping between the arrival epochs of

S1 and S, are independent
(S1, S2) contains an information flow

the same packets d and C' respectively, allowing pertur- Sy o U

bations and permutations during the relay. The conditiat th L] 5 o or H
g is a bijection imposes packet-conservationonstraint,.e., v 0 1
every packet af3 generates one and only one relay packet at S, (t)

C'. The conditiong(s) — s > 0 is acausalityconstraint, which
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1We assume receiver code, and the eavesdroppers know the fcétiara
C. The same formulation applies to transmitter code.

2Given a realization of a point proce$s, F; denotes the set of elements (a;)52, @(bi)filé(ci)fil, wherec; < cg <

in this realization.

part of S; (i = 1, 2) that falls into the observation window

SFor increasing sequenceéai, az,...) and (b1, be,...), define
. and {a;}52, U
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[to, to + t] (to is the starting time and is the duration of the broadest class of information flows under given capacity
the observation) and compress the measurements by mapptasstraints.
fi(t) to indicesU and V in finite sets of sizq|fi(t)|\. Under We divide the detection scheme into three stages: com-

capacity constraintéR,, R»), the sets have to satisfy pression, data transmission, and detection. The compressi
1 stage compresses timing measurements to satisfy the tapaci
: (t) . . .. .
lim sup n log||f;"I| < Ri, i=1,2. (1) constraints; the data transmission stage transmits the com
oo o pressed measurements to the detector; the detection stage
Then the detector makes a decision based@nV’). makes decisions based on the received measurements.
Assume that the detector knows but nott, or traffic be- For compression, we propose a slotted quantizer which

forety, andsS; (i = 1, 2) have the same marginal distributiongy,antizes epochs to multiples of a slot length and a one-
under both hypothesesFor detailed analysis, we assume thafit quantizer which further compresses the slotted epochs t
Si (1= 1, 2) are marginally Poisson processes. Note that Wggicators of nonempty slots. For each quantizer, we develo
do not impose parametric models for the joint distributidn Q; threshold detector based on the minimum number of chaff
S and Sy underH;. packets required to embed information flows. Detectiongrerf

A. Related Work mance is evaluated by the maximum amount of chaff such that
.the detector is Chernoff-consistent. The proposed detecto

The detection of information flows is a timing analysis re optimal for their corresponding quantizers in that they

problem, which is a special case of traffic analysis U‘Echieve Chernoff-consistent detection against the maximu
Centralized detection of information flow detection hasrbee g

. : amount of chaff. Analytical comparison of their performanc

studied as a countermeasure to stepping-stone attackse Sin . .
) . suggests a correlation between traffic rate and the perfurena

Zhang and Paxson [2] first studied the problem from th(aT :

. o . . S : of detection schemes.

perspective of timing analysis, various timing-based cieia

schemes have been proposed to deal with perturbations suchhe rest of the paper is organized as follows. Section Il

as random delays and reordering; see [3]-[5]. The resuflsfines the quantizers, based on which Section Ill presents

of [5]-[7] show that reliable detection can be achieved evetetection algorithms and consistency analysis. Optisnaift

with actively injected chaff packets, although they all wsp the algorithms is proved in Section IV, followed by an analyt

constraints on how chaff packets can be insértedr arbitrary ical comparison of the algorithms. Then Section V concludes

chaff insertion, we proposed the first timing-based algani¢ the paper with remarks on its contributions.

that achieve consistent detection in the presence of a nrumbe

of chaff packets increasing proportionally to the totaffica Il. QUANTIZER DESIGN

In this section, we decompose the mappj»fjé) (i=1,2)

Distributed detection of information flows belongs to statio a quantizer and a lossless encoder and introduce two

tIStI.Cal inference under multiterminal Qata compressia [h ﬁimple quantizers invariant with
their survey paper [9], Han and Amari presented results en t

performance of distributed detection based on the assampti .I?]ef:nltllon 2;11: Ql\;er;'a F;Omt proiess, aslotted quhant|ze7r
that measurements aig.d. over time, and hypotheses argVith slot lengthT' is define QSV(S):,(Zl’ Zg,...),w_erer
s the number of points ir¥' in the jth slot .e., the interval

parametric. Our problem is fundamental different in tha t

timing measurements are generally nod. over time, and (7~ 1_)T’_jT))‘ . )
the hypotheses are not parametric. Quantization by a slotted quantizer is callgdtted quantiza-

The subproblem of compressing timing measurements mdign. It_is easy tp see tha}t ttme above definition is equivalent to
elled as Poisson processes has been studied previousiy RHRE POINt-by-point quantize(t) = [¢/T |, wheret € R™.
in [10] and Verds in [11] derived the rate-distortion functions The quantization results' ofa slottgd quantizer can bedurth
for absolute-error distortion and an asymmetric distortic®ompressed by the following quantizer. _ _
measure, respectively. One of our quantization scheméwmis t Definition 2.2: Given a point progesg, aone-bit quantizer
same as that of Rubin, but our quantizers are evaluated Wijh slot lengthT is defined a%/(S)=(Z1, Z», .. .), whereZ;
the overall detection performance rather than the fidefity is the indicator that thgth slot is nonempty.
reconstructing the processes. Quantization by a one-bit quantizer is callede-bit quanti-
o zation
B. Summary of Results and Organization Let XV = (X1,..., Xn) be the result of slotted or one-bit
This paper addresses the distributed detection of inféamat quantization ofS; in [to, to + NT]. By the source coding

flows by timing analysis. Our goal is to develop joint compresheory [12], the condition in (1) is achievable if
sion and detection schemes to achieve consistent detdotion

N
4All the logarithm in this paper is natural log. lim sup ](\7 ) < Ri. 2
5This is to avoid the case that a single eavesdropper can maksices NT—oo T
based only on its measurements.
5For example, in [6], [7], chaff is only inserted #, and in [5], the number ~ "The same quantizer was used in [10] and was shown to approxiimate
of chaff packets in every predefined number of packets is bedind optimal compression performance under the absolute-errdityideitetion.



If S, is a Poisson process, thel;'s arei.i.d. , and the point in [s, s + A] in Sy. Then the matched pairs form an

condition in (2) is simplified to information flow, and the unmatched points become chaff. It
H(X)) is shown in [5] that BGM inserts the minimum number of
lim sup —7 < R;. (3) chaff packets for any realization ¢57, Ss).
Teo Given quantized measuremenfX”, Y?), we need to
The same holds folvV, the quantization result of.. reconstruct the processes of transmission epochs sucthéat
required CTR is minimized. The detector, denoted byorks

IIl. CONSISTENTDETECTIONALGORITHMS as follows:

Inh thf|shsect|on,.we v(\jnllf_pr((ejsgntsdet_ectlﬁn a(;gorltr;ms fﬁr.l) construct point processe% (i = 1, 2) as bursts ofX;;
each of the quantizers defined in Section Il and analyze their (or Y;) simultaneous points atj — 1)T for j > 1 (as

performance. . . . illustrated in Fig. 3);
Due to the nonparametricness of information flows, Wes run BGM 0n(5‘1 S})with delay bound 217 let Cy be
) T !

D][ODhOS; ?/vperforrrcliance rTe?SIlIJre 'basgdf.or) the allowable amount e \ymper of unmatched points, excludthgnmatched
of chaff. We introduce the following definition. points in the first[ 2 | slots in Ss:

Definition 3.1: Given a realization of an information flow : -
. . X . . 3) if Cn/N < 7 —¢, return’H;; otherwise, returng.
(51, S2), its chaff-to-traffic ratio(CTR) in an intervalty, to+t] ) N/NST—e ! 0

is defined a% X.
2 ~
> |€into, to +1]| V V ! 51
CTR( t0) = 5 ~ b
> 18: N [to, to + ] s .
. 1=1 . rA\lkjn A A Q/ SQ
Using CTR to measure the amount of chaff, we introduce [F11

the fO!lQWIﬂg pe.rformance measure' . Fig. 3. 4;: construct batched point procesié:s, S‘g) from (X, Y); compute
Definition 3.2: The r-consistencyof a detection system ihe minimum number of chaff packets i1, S2) by greedy matching;

(fl(t)7 Q(t)7 ;) is the supremum ofy (y € [(), 1]) such that make decisions by comparing the calculated number of chaffgtackith a

1) tlim Pr(5;) = 0; threshold.
2) sup _ lim Py(8,) =0, wheré Under H;, the actual number of chaff packets is lower
(S0P bounded byCy. This is because that a packet in sjotan

P ={(S)%, : (S;)%, contains an information flow, ~Only be matched to packets in slofs..., j + [2], which
and lim sup CTR(%: #o) < v a.8) corresponds to a delay bourﬁ@}T, and BGM computes the
) ) _t_,oop = 7_ A minimum chaff for given delay bound. Therefor&, has no
That is, the r-consistency is the maximum fraction of chaffjss detection for any realization of information flow witp u
such thatd, is always Chernoff-consistent no matter how thgy 7, — ¢ chaff packets per slot.
chaff is inserted. Our goal is to design a system with the ynger 7, the performance of, is characterized by the
maximum r-consistency under given capacity constraints. following theorem.
The idea behind the notion of r-consistency is that since thetneorem 3.3:1f S, and S, are independent Poisson pro-

detector does not know how information flows are perturbgsses of equal rate, T is large, andr, = c1VANTe /6

and chaff packets are inserted, it tries to make sure thaiyjfere ¢, = 0.0014, then for anye > 0, the false alarm

requires a sufficiently large amount of chaff to evade deBct opapility of 5, decays exponentially wittV.

In the sequel, symmetric capacity constraifes.(R; = Ry = .

R) will be considered for simplicity. Proof: See Appendix. u
Remark:The theorem gives a sufficient condition ento

i i guarantee vanishing false alarm probability. Combininig th

Suppose that slotted quantizers with slot lengthare req it with the arguments on miss detection yields that the

used to compressS; (i = 1, 2). The idea of detection . . A B
is to compute the minimum CTR required to generate tr{i?o(g?}s;}_%‘?;;% is lower bounded by (T)=7/(2)\T) =
Bin

A. Detection under Slotted Quantization

. . C
guantized measurements, and make a decision by compari

the computed CTR with a threshold. der Poisson assumption, it is know that the rate to rgliabl

. . A .
To compute the minimum CTR, we borrow the idea of affeliver XY gnd YIY for large NV is R (T):H(FO'Q‘T,))/T’.
algorithm called “Bounded-Greedy-Match” (BGM) propose(\jvhereH(Pm()\T)) is the entropy of Poisson distribution with
by Blum et al. in [5]. Given a delay bound\, BGM sequen- mean \T. Therefore,d, achieves the rate-consistency pair

tially matches every point in S, with the first unmatched (/i(1), 7:(1)); since they are both de_creasing_;lfunctions of
T, they define a consistency-rate function hyR, ' (R)).

8We useC; and$; to denote the sets of elements in the realization€'of
and S;, respectively. 10This adjustment is needed because these packets may be theofela
%Here “a.s.” means almost surely. packets inS; sent before the detector starts.



B. Detection under One-Bit Quantization Remark: The theorem says that the proposed detectors

Suppose thatS; (i = 1, 2) are compressed by one-bitachieve the maximum r-consistency under the corresponding
quantizers with slot lengttl’. The detection algorithm in quantization schemes. The valuesrp{i = |, Il) in Theorem
Section lI-A is still applicable, but the threshold will be3-3 and 3.4 are lower bounds on the optimal thresholds.
different. Specifically, the detector under one-bit queatton, B. Comparison of Quantizers

denoted by, is defined the same a& except that the Having established the optimality of the detectors, we can

threshold is changed tg — . (,Eompare the proposed quantizers by the corresponding-detec

Under,, it is easy to see that it minimizes the nee.d'ohon performance. Specifically, we compare their consisten
chaff to put only one packet in a nonempty slot. Combmm&lte functions (R 1(R)) (i = I, II) for different traffic rates?

this observation with the arguments in Section IlI-A yield - : .
: h thatR, > 2A Fig. 4-6.
that Cy is a lower bound on the actual number of chaig)ver arange of such thatf?, () = 24; see Fig. 4-6

; . .__.~ The plots provide the following observations: i) for light
packets, and thug, has no miss detection for any re"’Il'z""t'or{raffic (Fig. 4), slotted quantization is better than oneejian-

of information flow with the average number of chaff paCketﬁ’zation, whereas for traffic not too light (Fig. 5-6), orie-b

pebii;)tr?_?uweﬂ t\)/y” tﬁ e'f llowing theorem on the fal lar uantization performs better; ii) the performance detat&s
€0, We have the foflowing theorem on the faise aia Iﬂuickly as traffic rate increase®.¢., when \ increasesl0

probability. K : . 4
Theorem 3.4:f 5, and S, are independzeAnTt PoissoAr} prog;nle(?,f;;m Fig. 4 to Fig. 5, the vertical scale drops by a facto
chessefs of equal rat>ehT |fs llargel, and; :be bil ((l)(f_z ), These observations yield several insights into the problem
then for anye > 0, the false alarm probability od, decays Observations (i) suggest that heavy traffic requires sicanifi
exponentially withV. compression to efficiently utilize the capacity, whereahtli
Proof: See Appendix. m traffic should be reported to more detail. Furthermore, if we
Remark: By Theorem 3.4 and the arguments on misgormalize the maximum delay by the average interarrivaétim

detection, we see that the r-consistency ofis at least '€ normalized maximum delay isA, which suggests that
. (T)éT J(2AT) higher traffic rate relaxes the delay constraint and theeefo
Il - .

Since it is known that the rate needed to transkif and makes the detection more difficult, as is confirmed by obser-

Y reliably istt R, (T)2h(e=*T)/T, we can obtain a lower vation (i)
bound on the consistency-rate functiondgfby r, (R, *(R)). V. CONCLUSION

Note that for the saméd’, r,(T) decaysl12 times faster  Thjs paper proves that consistent detection of information
than r(T), reflecting the information loss due to furthefiows is achievable even if the information flows are pertdrbe
compression. It is, however, not clear that slotted quatiin  and mixed with chaff, and the measurements are limited in
is better than one-bit quantization because one-bit qzetidn  accuracy. Analysis of the proposed detection schemes shows
can afford to use a much smallgr under the same capacitythat detectors are consistent against chaff processessiivpo
constraints. rate under arbitrarily small capacities. Although Poisssa

IV. OPTIMALITY AND COMPARISON sumption has been made for traffic under the null hypothesis,

We have divided the entire detection scheme into thr«.lat can be shown that it requires more chaff noise to embed

stages—compression. data transmission. and detectionisin fformation flows into real-world traffic, and thus the resuh
9 b ' ' khis paper serve as lower bounds on the detection perfomnanc
section, we will show that the proposed detectors are opi

i- .
mal for their corresponding quantizers and then discuss tnepracnce [13]

heuristics on quantizer design. V1. APPENDIX
A. Optimality of Detectors A. Proof of Theorem 3.3

In [13], we show that the proposed detectors are optimal€t C2i (i =1, 2,...) be the number of chaff packets in
for their corresponding quantizers in terms of r-consisgen the (27)th slot if Step 2) ofé, is only performed on even slots.

N/2
as stated in the following theorem. _ Obviously, Cy > LZ/:J Cyi, and the false alarm probability
Theorem 4.1:Assume thatS; and S, are independent o i=1
Poisson processes undaf,. For any detector under slottedSalisfies
guantization, there exists and e such that the r-consistency Lv/2)
of 4 is no smaller than the r-consistency of that detéétor ~ Pr(d) =Pr{Cn/N =7} < Pr{ > Co <27},
Similar result holds fow, and one-bit quantization. i=1

Mrunction h(s] is the bi ooy function defined b wherer = 7, — e. It is easy to see thaf,, Cy, Cg,... are

nction i inary entr nction in = .. ,

,plogpcfo(l f];,)) losg(lef p).ay entropy function defined b(p) i.i.d. . By Cramer's Theorem [14], we can prove th@t(d,)
2\ote that by the definition of r-consistency, we require tisedtor to  decays exponentially if we show thB{C>] > 27,.

have vanishing miss probability for all the chaff insertionthwels. This is

different from other related work which only addresses aaterinsertion 13The traffic rate) is the rate ofS; (i = 1, 2), whereasR is the capacity

method. of the uplink channels.



The robustness-rate functions &f (i = I,
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I1) under different traffic rates
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one-bit
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slotted
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l
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Fig.4. A=01,A=1 Fig.5. A=1,A=1.
Since E[C,] = E[max(Ys — X; — X», 0) + max(Xs —

Y> — Y3, 0)], and by Gaussian approximatioiz — X1 — g
Xs), (X9 — Y —Y3) ~ N(=AT, 3\T) for largeT', we have
[2

—(2+AT)?/(6AT)
dz [3]

1~ z
Lpie / 2
ZElCE] o VorAT
IVa

[BAT 16

el —\T il
2w € @ 3
clv)\Te_AT/6 =7 4)

where (4) is obtained by the approximation @f-) in [15].
[ |

(4]

~
~

(5]

B. Proof of Theorem 3.4

Let 7; (¢ > 1) denote the number of slots between theg)
(i — 1)th and theith chaff packets (including the slot with the
ith chaff packet) found by,. Then the false alarm probability

can be written as [7]

1 N1+1
Pr(5,) = Pr{—< T} = Pr{—ZT> }
[8l
wherer = 7, — e. Now letT; be the number of slots between

chaff packets if Step 2) of, is only performed on even slots. [€]
- N7+1 _

ThenT; < T;, and we havePp(5,) < Pr{z= > T; > 1} 20

i=1 10

SinceT;’s arei.i.d. , by Cramer's Theorem, we can prove the
exponential decay oPp(6,) if E[Ty] < 1/7. [11]
Note that if Step 2) ob, is only applied to even slots, the

event{3 chaff in slot2j} is equivalent to [12]

A
AQJZ{ijA + Xo; <Y, or Xoj > Yo + Y2j+1}, [13]

which has probabilityy = 2e=2*7(1 — ¢=*T), and isi.i.d. for [14]
j=1,2,....LetZ =inf{j > 1: Ay; occurg. ThenZ is the
number of slot pairs until the first chaff packet, afiid= 2Z.
It is easy to see thaf has the geometric distribution

Pr{Z =n} = (1-p)"""p,
Therefore,E[T)] = 2E[Z] = 2/p = 1/7,.

[15]

yn—t n>1.

R x10°

Fig. 6. A =10, A =1.
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