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ABSTRACT

We consider scheduling packet transmissions in a network so that
the efficiency of stepping-stone attacks can be severely restrained
with the help of stepping-stone monitors. We allow the attacker
to encrypt and pad the packets, perturb the timing of packets, and
insert chaff packets, but the timing perturbation is subject to a
maximum delay constraint. We show that ifwe randomize packet
transmissions, then the attacker has to insert a large amount of
chaff to evade detection completely. In particular, if all trans-
missions are scheduled as Poisson processes, then the fraction of
attacking packets in the attacker's traffic decreases exponentially
with the length of the intrusion path.

Index Terms - Stepping-stone attack, Network defense, Schedul-
ing.

1. INTRODUCTION

Stepping-stone attacks are indirect network attacks in which
attacking commands are relayed through compromised hosts
called "stepping stones" [1]. Since each stepping stone host
only sees its immediate predecessor and the victim only sees
the last host, it is difficult to find the origin of such attacks.
The key to defending against stepping-stone attacks is to
find the intrusion path.

Although numerous detection schemes have been devel-
oped to detect stepping-stone connections, a sophisticated
attacker can modify his traffic to evade detection. In partic-
ular, he can encrypt and pad the packets so that no informa-
tion is revealed by the bit patterns or the lengths of packets;
he can also perturb the timing of packets by adding ran-
dom delay or packet reshuffling. Furthermore, the attacker
can repacketize the commands, or mix attacking traffic with
other traffic or dummy traffic called "chaff'. The insertion
of chaff makes the detection of stepping-stone traffic espe-
cially challenging. We refer to the traffic of attacking pack-
ets as attacking traffic, and the mixture of attacking traffic
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and chaff stepping-stone traffic.

1.1. Related Work

Staniford and Heberlein [1] were the first to consider the
problem ofdetecting stepping-stone connections. Early tech-
niques are based on the content ofthe traffic; see, e.g., [1,2].
These techniques, however, are not applicable to detecting
encrypted connections. An alternative is to exploit timing
characteristics of the traffic; examples include [3-5]. The
drawback of these schemes is that they are vulnerable to
active timing perturbation by the attacker.

There are a few results on detecting encrypted, timing
perturbed stepping-stone connections; see [6-9]. The key
assumption of these methods is that the attacker is able to
perform a packet-conserving transformation subject to cer-
tain constraints.

Packet conservation is too restrictive without consider-
ing the presence of chaff. We are only aware of a few re-
sults dealing with the attacker's insertion of chaff packets.
Peng et al. in [10] proposed an active detection scheme
which combines watermarking with packet matching to de-
tect stepping-stone traffic with chaff. They assumed that
packets have bounded delays, and chaff only appears in
the outgoing stream. Their scheme injects watermarks in
the incoming stream, and finds a subsequence in the out-
going stream, whose watermark is closest to the injected
one. Such a scheme, however, requires the active manipu-
lation of traffic. Donoho et al. [6] pointed out that in prin-
ciple it is possible to correlate stepping-stone traffic even
if both (bounded) delay and independent chaff are intro-
duced during the relay. Blum et al. [8] proposed an algo-
rithm called "DETECT-ATTACKS-CHAFF" (DAC) to de-
tect stepping-stone traffic with limited chaff when attacking
traffic has bounded delay and bounded peak rate. Algorithm
DAC monitors the difference in the number of packets in
the incoming and the outgoing streams, and makes detec-
tion if the difference exceeds a certain threshold. The algo-
rithm achieves robustness against a limited number of chaff
packets by choosing a threshold larger than necessary. The
drawback is that the increase of threshold causes increased
false alarm probability, and the attacker can still evade de-
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