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Abstract—A dynamic data attack on a power system aimed at
making the real time economic dispatch infeasible is considered.
As a man-in-the-middle attack, the attack modifies part of sensor
measurements such that the control center is misled with an
incorrect system state estimate, which affects the computation
of real time economic dispatch. Two attack mechanisms are
considered. The first is an opportunistic approach where the
attacker waits for a chance of a successful attack and launches
an attack in a single state estimation period. The second is a
dynamic attack strategy where the attacker gradually drifts the
system state toward the infeasible region for real time economic
dispatch. The efficacy of the proposed attacks is demonstrated
by numerical experiments with the IEEE 14-bus network.

Index Terms—Power systems economic dispatch, dynamic data
attack, denial-of-service attack, cyber security of smart grid.

I. I NTRODUCTION

Incorporating real-time data processing and control, a future
smart grid is expected to operate in a more efficient and reli-
able manner. However, heavy reliance on data communications
exposes grids to possible cyber attacks that may disrupt grid
operations. This paper focuses on a man-in-the-middledata
attack in which an adversary is capable of replacing part of
sensor data with “malicious data.”

It was shown in [1] that an adversary controlling a small
subset of sensor data may perturb the state estimate by an
arbitrary degree without being detected. This result revealed
the potential vulnerability of power systems operations that
use the state estimate as an input.

Power systemeconomic dispatch is one of the most im-
portant functions that rely on the state estimate. Economic
dispatch determines real-timegeneration adjustments to meet
the future demand, subject to operational constraints, such that
the generation-load balance can be maintained in a reliableand
economic way. A data attack on state estimation may disrupt
the dispatch operation that controls the system state trajectory.

In this paper, we study how a data attack may affect the
system state trajectory by perturbing the economic dispatch
solution throughout multiple state estimation periods. Inpar-
ticular, we present data attack mechanisms that drive the state
estimate into the region where economic dispatch has no
solution. This is adenial-of-service (DoS) attack on economic
dispatch. If such an attack succeeds, the control center will
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mistakenly believe that the system is not capable of meeting
the future demand. The most intuitive action that the control
center may take is to introduce additional fast-ramping units
to make economic dispatch feasible. However, such a decision
will result in a considerably higher cost of generation.

A. Summary of contributions

We demonstrate that by exploiting the role of state estimate
in economic dispatch, a multi-period data attack can drift
the system state toward a certain direction to achieve its
objective. In particular, we exploit the geometric structure
of the economic dispatch problem to design concrete attack
mechanisms. While this paper focuses on the attack objective
of making economic dispatch infeasible, the main ideas are
general enough to be applicable to a broader range of objec-
tives (e.g., see [2] for an attack aiming to cause a certain type
of contingency.)

Two types of strategies are presented for DoS attack: an
opportunistic attack and a dynamic attack. Theopportunistic
attack waits for the best timing and launches an attack in a
single state-estimation period. In contrast, thedynamic attack
perturbs the economic dispatch solution persistently in consec-
utive periods such that the state estimate will quickly enter the
infeasibility region for economic dispatch. We present a greedy
approach of dynamic attack based on convex optimization.

The proposed attacks were tested on the IEEE 14-bus
network, and they demonstrated high success rates even when
the compromised sensor data are modified by a small degree.

B. Related works and organization

Following [1], several works studied feasibility of an un-
observable attack on state estimation and cost-effective at-
tacks. Unobservable attacks with small attack resources were
studied under various scenarios in [1], [3], [4]. In [3], [4],
based on a linearized model, feasibility of an unobservable
attack is characterized as a classical network observability
condition. To take into account the nonlinearity of power
systems, unobservable attacks on nonlinear state estimation
were studied in [5]. The idea of data framing was exploited
in [6] to enable a successful attack on state estimation witha
half number of the adversary-controlled sensors required for
an unobservable attack. Adversarial effects of data attackon
economic dispatch and electricity pricing were also studied in



[7]–[9]. The majority of works on data attack, including the
aforementioned papers, focused on single-period attacks.

Some research works considered an attack on a cyber
physical system that spans multiple state-estimation periods.
Mo and Sinopoli in [10] studied a multi-period data attack that
aims to destabilize a linear control system. Pasqualettiet al. in
[11] studied identifiability and detectability of a multi-period
attack. While the linear control system models used in [10],
[11] are generic, the power system control based on economic
dispatch cannot be modeled as a simple linear model.

The rest of the paper is organized as follows. Section II
introduces the mathematical models of power system state
estimation and economic dispatch. The data attack model and
its effect on economic dispatch are described in Section III.
Section IV presents an opportunistic approach of DoS attack
on economic dispatch. A dynamic approach of DoS attack is
presented in Section V. Section VI demonstrates the simulation
performance of the proposed attacks, and Section VII provides
concluding remarks.

II. M ATHEMATICAL MODELS

Throughout the paper, we use a boldface lowercase letter
(e.g., x) to denote a vector, andxi denotes theith entry of
x. A boldface uppercase letter (e.g., H) denotes a matrix, and
Hij denotes the entry ofH at theith row and thejth column.
A superscript(·)(t) (e.g., x(t)) is used to denote a vector or a
matrix defined for thetth period. Them-dimensional vector
having all entries equal to 1 is denoted by1m.

A. Power systems measurement model

For real-time state estimation at thetth period, the control
center of a power grid collects real-time measurementsz(t)

from sensors deployed throughout the grid. The measurements
are related to the system statex(t) by the nonlinear AC
measurement functionh(·) as follows [12]:

z(t) = h(x(t)) + ẽ(t), (1)

whereẽ(t) is a Gaussian measurement noise with a covariance
matrix Σ0.

In analyzing the impact of data attack on state estimation,
we adopt the DC model obtained by linearizing the AC model
at the nominal operating point [1], [4], [12]:

z(t) = Hx(t) + e(t), (2)

wherez(t) ∈ R
m is the vector consisting of real parts of line

flow and bus injection measurements1, the statex(t) ∈ R
n

is the vector of the voltage phase angles at all buses except
the reference bus,H ∈ R

m×n is the proper submatrix of the
Jacobian ofh, ande(t) is a Gaussian measurement noise with a
covariance matrixΣ. A power network is said to beobservable
if a statex can be uniquely identified fromHx, i.e., H has
full column rank. Practical power networks are equipped with
a sufficient number of sensors such that observability can be
guaranteed.

1This model can easily incorporate other types of measurements,e.g.,
synchrophasor measurements. To make the presentation concise, we focus
on line flow and bus injection measurements.

B. Power systems state estimation

Once the sensor measurementsz(t) are collected, nonlinear
weighted least squares (WLS) estimation is typically employed
to obtain the state estimatêx(t):

x̂(t) = argmin
x

[z(t) − h(x)]TΣ−1
0 [z(t) − h(x)]. (3)

In practice, the above minimization can be conducted numer-
ically by the Newton-Raphson method or the quasi-Newton
method [12].

Based onx̂(t), a bad data detector checks whetherz(t)

contains any biased measurement. A popular bad data detector
is a threshold rule based on the residue magnitude [13]:
{

bad data if[z(t) − h(x̂(t))]TΣ−1
0 [z(t) − h(x̂(t))] > τ ;

good data otherwise
,

(4)
whereτ is a threshold predetermined to satisfy the false alarm
constraint. If the detector declares the presence of bad data,
a bad data filtering mechanism is invoked to identify and
remove the bad data entries fromz(t). Then, state estimation
is conducted with the updated measurements (see [12] for the
details.)

In analyzing the impact of data attack on state estimation,
we assume that state estimation is conducted based on the DC
model (2):

x̂(t) = argmin
x

[z(t) −Hx]TΣ−1[z(t) −Hx]

= (HTΣ−1H)−1HTΣ−1z(t).
(5)

The attack analysis based on the DC model is more tractable,
and it provides a useful insight into how practical power
systems will react to the attacks. Nevertheless, to verify the
efficacy of the attacks, we need to test them using the nonlinear
AC model (1) and nonlinear state estimation (3). To this end,
section VI will demonstrate the performance of the proposed
attacks on nonlinear power systems.

C. Power systems economic dispatch

In the tth period, economic dispatch receives the vector of
generation estimates, denoted byĝ(t) and calculated based
on x̂(t), and the load forecast for the(t + 1)st period as
inputs. Based on the inputs, economic dispatch solves the
following optimization to determine the lowest-cost generation
schedule that can meet the demand in the(t+1)st period while
satisfying operational constraints.
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(6)
The variableg is a vector consisting of the generation levels
for the (t + 1)st period. The objective is to minimize the
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Fig. 1. The feasible set of economic dispatch: the thick red line segment,
which is the intersection of all constraints, is the feasible set.

incremental cost of generation. The vectorc consists of the
marginal costs of generation atĝ(t). The incremental cost is
cT (g − ĝ(t)), and minimizing it is equivalent to minimizing
cTg as the second term is fixed. In the following, the four
types of constraints are explained in order.

1) Balance constraint: the setG is the set of the bus indices
for generator buses, andgi (i ∈ G) is an entry ofg
corresponding to the generation level at busi. The set
D is the set of bus indices for the load buses, andd

(t+1)
j

(j ∈ D) is the load forecast at busj for the (t + 1)st
period. The balance constraint requires that the total
generation has to match the total load.

2) Capacity constraints represent the minimum and the
maximum generation output of each generator.

3) Thermal constraint:L is the set of transmission line
indices, andSki denotes the shift factor2, which is
the increase in the line flow through linek when the
power injection at busi increases by 1 p.u. The thermal
constraint implies that the line flow through linek cannot
be larger than its thermal limit, denoted byLmax

k .
4) Ramping constraint: the ramping constraints imply that

for each generator, there exist upper and lower bounds
on generation adjustment within a single period.

The feasible set is described in Fig. 1 for the example of
a power network with two generators. The balance constraint
is a hyperplane, the capacity constraints are represented as a
box, and the thermal constraints give a polytope. The ramping
constraints form a box centered atĝ(t), which we refer to
as theramping box. Note that the ramping constraints are the
only constraints that depend on the state estimate becauseĝ(t)

is calculated from̂x(t).
Real-time electricity prices are set in a way that generators

have financial incentives to adjust their generation following
the economic dispatch solution (e.g., see [14] for PJM case.)
Therefore, we assume that the generation in the(t + 1)st

2Shift factors are calculated typically based on the DC model (2) [14].

period will be equal to the solutiong∗ of (6). Under this
assumption, the economic dispatch solution serves as a control
signal that, together with the load profile, will determine the
state trajectory.

III. A DVERSARY MODEL

A data attack in thetth period is modeled as follows.

z̄(t) = z(t) + a(t), a(t) ∈ A, ‖a(t)‖1 ≤ P (7)

where a(t) represents the data modification introduced by
the attack. The subspaceA ⊂ R

m consists of vectors that
have nonzero entries only at the rows corresponding to the
adversary-compromised sensors. Thel1-norm constraint is
there to prevent an attack that will obviously raise suspicion.

A. Unobservable attack and network observability

Using the DC model, it was shown in [1] that if the attack
vector lies inR(H), the column space ofH, then the attack is
unobservable. To see this, suppose thata(t) = Hy for some
nonzero statey. Then,

z̄(t) = (Hx(t) + e(t)) + a(t) = H(x(t) + y) + e(t). (8)

Therefore, the resultinḡz(t) appears to be a normal measure-
ment vector with the statex(t) + y. Hence, the attack can
perturb the state estimate byy without being detected.

It was shown in [4] that an unobservable attack exists if and
only if after removing the adversary-controlled sensors, the
power network becomes unobservable. Throughout the paper,
we assume that the attacker controls a proper subset of sensors
such that an unobservable attack is feasible. This assumption
means that the dimension of the subspace of unobservable
attack vectors, which isA ∩ R(H), is nonzero.

B. Attack impact on economic dispatch

Recall that among the operational constraints of economic
dispatch (6), only the ramping constraints depend onx̂(t)

through ĝ(t). This implies that a data attack can affect the
economic dispatch solution only through changing the ramping
constraints by perturbinĝg(t).

If a data attack perturbs the generation estimate fromĝ(t)

to ĝ
(t)
a , then the ramping box is translated by the vectorĝ

(t)
a −

ĝ(t). If the perturbation is significant, the economic dispatch
solution will change due to the change in the feasible set.
Therefore, our assumption that generators follow the dispatch
solution implies that the system state in the(t + 1)st period
will be affected by the attack. If such an attack persists for
multiple state-estimation periods, the state trajectory will be
affected.

C. Denial-of-service attack on economic dispatch

We consider a DoS attack on economic dispatch, which
aims to make economic dispatch have no solution. This attack
objective is equivalent to making the feasible set of economic
dispatchempty, i.e., making the intersection of all constraints
empty. The attacker is allowed to inject false data at any time
and as many times as he or she wants. Nevertheless, it is



desirable that the attack can succeed within a small number
of periods. Because, the longer the attack lasts, the largerthe
probability that the attack will be detected. In the following
sections, we introduce two types of DoS attack mechanisms.

IV. OPPORTUNISTICDOS ATTACK

In the opportunistic attack, an attacker waits for a chance of
successfullymaking the ramping constraints disjoint with the
balance constraint and launches a single-period data attack.

From Fig. 1, one can see that the furtherĝ(t) is from the
balance hyperplane, the easier it is to make the ramping box
disjoint with the balance hyperplane by perturbingĝ(t). Note
that the Euclidean distance from̂g(t) to the balance hyper-
plane is proportional to the difference between

∑

j∈D
d
(t)
j

and
∑

j∈D
d
(t+1)
j . Because,

∑

i∈G
ĝ
(t)
i has to be equal to

∑

j∈D
d
(t)
j (if we ignore the estimation and forecasting errors.)

Therefore, the best timing for the opportunistic attack is the
time t̄ at which

∣

∣

∣

∑

j∈D
d
(t̄)
j −

∑

j∈D
d
(t̄+1)
j

∣

∣

∣
is maximized. In

practice, the attacker can infer the best timing based on the
day-ahead forecast of the aggregate load.

Once the attacker decides to launch an attack at thetth
period, the attack vector can be decided by solving the follow-
ing convex optimization to maximize the distance from̂g(t)

a

to the balance hyperplane, whereĝ(t)
a denotes the perturbed

generation estimate:

maxa∈A∩R(H) uTGa

subj. ‖a‖1 ≤ P
(9)

whereu is 1√
|G|

1|G| if
∑

i∈G
ĝ
(t)
i ≤ ∑

j∈D
d
(t+1)
j ; otherwise,

u is − 1√
|G|

1|G|. Note thatu is orthogonal to the balance

hyperplane and is the direction to movêg(t) toward if we
want to increase the distance from̂g(t) to the hyperplane.
The |G|-by-m matrix G is such that for any statex, GHx

is the generation level corresponding to the statex under the
DC model. Then, fora ∈ A ∩ R(H), Ga corresponds to
the perturbation introduced to the generation estimate by the
unobservable attacka3. Therefore,uTGa corresponds to the
increase in the distance from̂g(t) to the hyperplane due to the
unobservable attacka.

V. DYNAMIC DOS ATTACK

The first step of the dynamic attack is to select a certain
target constraint, saywTg ≤ w0. It can be a half space that
represents a thermal constraint of a transmission line or an
upper or lower capacity constraint of a generator. LetT denote
{g : wTg ≤ w0} and F the intersection of the ramping
box and the balance hyperplane. Then, the dynamic attack
perturbs the generation estimate in every state estimation
period (thereby perturbing the ramping box andF) such that
F will gradually move into Tc. Because the feasible set of

3Recall that ifa ∈ A ∩ R(H), thena = Hy wherey is the perturbation
introduced to the state estimate by the attacka. Then, Ga = GHy =
GH(x̂(t) + y) − GHx̂(t). Hence,Ga corresponds to the perturbation of
the generation estimate caused by the attacka.

economic dispatch is a subset ofF ∩ T, F ⊂ Tc means that
the feasible set is empty.

We propose a greedy approach to designing attack vectors.
In every attack period, the greedy approach aims tominimize
maxg∈F∩T d(g) whered(g) , w0 −wTg. Note that forg ∈
T, d(g) is non-negative, and it is proportional to the Euclidean
distance fromg to the target hyperplane (wTg = w0.) The
closerF is to the hyperplane, the smallermaxg∈F∩T d(g) is.

The attack affectsmaxg∈F∩T d(g) by perturbingF through
moving the ramping box. In each attack period, the dynamic
attack findsa that minimizesmaxg∈F∩T d(g) by solving the
following convex optimization:

maxa∈A∩R(H) α · sTGa+wT (I− ssT )Ga

subj. ‖a‖1 ≤ P
(10)

where G was defined in (9). The unit vectors is chosen
between 1√

|G|
1|G| and − 1√

|G|
1|G| such that movinĝg(t) by

s will reduce maxg∈F∩T d(g). The real constantα is the
decrease inmaxg∈F∩T d(g) when ĝ(t) is perturbed bys. In
the second term of the objective function,(I− ssT )Ga is the
component ofGa that is parallel to the balance hyperplane.

The intuition is as follows. We can decomposeGa (the
perturbation of the generation estimate due to the unobservable
attack a) into the orthogonal and parallel components with
respect to the balance hyperplane. The orthogonal component
changes the shape ofF. The parallel component translates
F within the balance hyperplane without affecting the shape.
Hence, we can understand the effect ofGa onF as a two-step
procedure: the orthogonal component first changes the shape
of F, and then the parallel component translatesF within the
balance hyperplane without affecting the shape. The first term
and the second term of the objective function characterize the
decrease inmaxg∈F∩T d(g) due to the orthogonal component
and the parallel component respectively.

VI. SIMULATION RESULTS

We tested the proposed attacks on the IEEE 14-bus network
using the AC model (1) and the nonlinear state estimator
(3). As described in Fig. 2, the network was assumed to
have three generators with quadratic cost functions, and the
attacker controlled the sensors associated with the two cuts
of the network (denoted by the blue dashed lines.) Under this
setting,A∩R(H) has dimension2 (see [4] for details), so the
perturbation that an unobservable attack can introduce toĝ(t)

has two degrees of freedom. In each Monte Carlo simulation,
we generated a random load profile for 100 periods, the mean
of which is linearly increasing until the 50th period and then
linearly decreasing. A random load profile was generated by
adding an AR(1) noise process to the mean profile. Once the
load profile was generated, we conducted state estimation and
economic dispatch for each period and let the system state
change according to the economic dispatch solutions.

Tabel. I shows the probability of attack success versus
the amplitude constraint, when we restricted the attack to
happen within a fixed window of 100 state estimation periods.
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Fig. 2. IEEE 14-bus network with three generators: rectangles denote the
locations of bus injection and line flow sensors. Especially, the red empty
rectangles represent the sensors that are assumed to be controlled by the
attacker.

TABLE I
PROBABILITY OF ATTACK SUCCESS WITHIN100 ATTACK PERIODS: 200

MONTE CARLO RUNS WERE USED.

Attack magnitude 7% 9% 11% 13% 15% 17%

Opportunistic attack 0 0.01 0.07 0.12 0.34 0.40

Dynamic attack 0 0.03 0.44 0.86 1 1

The dynamic attack began its attack from the first period
and continued until economic dispatch becomes infeasible.In
contrast, the opportunistic attack selected the best attack timing
based on the aggregate load profile and launched a data attack
only in the selected period. The attack magnitude in the table
denotes the ratio P

E‖za‖1
whereP is the upper bound on‖a‖1

in (9) and (10), andza is the subvector ofz(t) that consists
of the measurements from the adversary-controlled sensors
(before adversarial modification);9% means that the attack can
modify the adversary-controlled sensor data at most by9% of
E‖za‖1, in l1-norm. The results show that the dynamic attack
has much higher probability of success than the opportunistic
attack. In addition, the higher the attack magnitude is, the
higher the success rate is.

Fig. 3 demonstrates the empirical cumulative distribution
functions of the attack duration (until economic dispatch
becomes infeasible) for dynamic attacks with different am-
plitude constraints. The plots imply that the larger the attack
magnitude is, the earlier the dynamic attack can succeed.

VII. C ONCLUSIONS

DoS data attacks on power systems economic dispatch were
presented. The opportunistic attack and the dynamic attack
were proposed to reveal vulnerability of economic dispatch
to DoS attacks. The simulation results demonstrated that the
proposed attacks can succeed with high probability even when
the magnitudes of the injected false data are small.

Besides the DoS attacks, our results demonstrate that a
dynamic data attack can possibly drift the system state toward
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Fig. 3. The empirical CDFs of the attack duration for dynamic attacks with
different attack magnitudes: 200 Monte Carlo runs were used

a certain point of the attacker’s interest by exploiting the
role of state estimate in economic dispatch. Potential damages
from such attacks are more diverse and detrimental than
single-period attacks. Therefore, further study on dynamic data
attacks is of immediate importance.
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