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Abstract— The CEO Problem is considered when a subset of
the agents are under Byzantine attack; that is, they have been
taken over and reprogrammed by a malicious intruder. Inner
and outer bounds are given for the error exponent with respect
to the sum rate, as a function of the fraction of reprogrammed,
or traitor, agents. The inner bound is proved by introducing a
coding scheme that takes advantage of the fact that the set of
honest (non-traitor) agents will report jointly typical in formation.
The CEO looks for a group with the same size as the set of honest
agents that appear to do so. Even if not all the agents in this group
are honest, the fact that they all agree keeps the probability of
error in check. The outer bound is given in two parts, based on
two different possible attacks by the traitors. The first is ablack
hole attack, in which the traitors simply transmit no inform ation
at all. The second is one in which they fabricate false data such
that the CEO cannot determine which of two possibilities is the
truth.

Index Terms—Distributed Source Coding. Byzantine Attack.
Sensor Fusion. Network Security.

I. I NTRODUCTION

Distributed systems are more likely to be vulnerable to
physical assault. In particular, a malicious intruder could seize
a set of nodes, then reprogram them to cooperatively obstruct
the goal of the network, launching a so-called Byzantine attack
[1], [2]. A useful application which could come under threat
of Byzantine attack is distributed source coding. The simplest
form of this is the problem of Slepian-Wolf [3], in which a
common decoder attempts to reconstruct all the source values
from a number of encoders. The Slepian-Wolf problem under
Byzantine attack is studied in [4]. The main drawback to this
problem, however, is that we cannot expect a reprogrammed
node to transmit any useful information about its measurement.
Thus it is unreasonable to expect to recover all the data, as
can be done in the non-Byzantine problem.

However, this is not as catastrophic as it might first appear.
One application, for instance, is a sensor network, in whicha
fusion center receives data from a large number of sensors to
gain some knowledge about the environment. In this case, the
multitude and noisiness of the sensors makes the measure-
ments taken by any individual sensor essentially irrelevant.
What the fusion center is really interested in recovering isnot
sensor measurements themselves, but rather some underlying
phenomenon that controls the distribution of these measure-
ments. Hence, the fact that a Byzantine attack removes the
fusion center’s access to certain sensors’ measurements isnot
so damaging.

One approach to solving this problem would be to use
the techniques of [4] to decode the sensors’ measurements,
even though some of them might by incorrect, then post-
process these measurements using the methods of [5], which
studies distributed detection under Byzantine attack but with-
out coding. However, this strategy is not rate optimal, since
perfectly reconstructing all the measurements as in [4] is
hardly necessary. It is our goal in this paper to combine these
two steps into one, thereby reducing the rate.

The problem we wish to solve is the CEO Problem [6],
which makes the additional assumption that measurements are
conditionally independent given the underlying phenomenon.
We also assume that conditional distributions are identical
across sensors, an assumption that was relaxed in [6], but we
have not done so here for simplicity. To be precise, we assume
there areL agents, where agenti has access to the sequence
{Yi(t)}

∞
t=1, and the CEO (common decoder or fusion center)

is interested in recovering the sequence{X(t)}∞t=1. These
random variables compose a temporally memoryless source
with distribution

p(x)

L∏

i=1

W (yi|x).

We assume that a fractionβ of theL agents are reprogrammed.
These we calltraitors, and the rest we callhonest. The
quantity β is assumed to be known prior to design of the
code, though the exact identity of the traitors is unknown to
the CEO. It is shown in [6] that even without traitors, the
probability of error cannot be arbitrarily reduced for any finite
total communication rate even when the number of agents and
the block length go to infinity. As in [6], we are interested in
the error exponent associated with the sum rate given a large
number of agents, but now as a function ofβ.

The main results of this paper give inner and outer bounds
on the error exponent. The specification of the model is
completed, and the bounds are stated, in Section II. The inner
bound is proved in Section III using a coding scheme that
takes advantage of the fact that the honest agents are expected
to transmit jointly typical codewords to the CEO. The outer
bound, proved in Section IV, has two parts, based on two
different potential attacks by the traitors. The first results from
the traitors performing a black hole attack; that is, they send
no information at all to the CEO, unveiling their identitiesbut
forcing the CEO to use only the honest sensors’ transmissions
to estimateXn. The second part results from the traitors



producing fraudulent transmissions such that the CEO cannot
determine which of two possibilities is the truth. Section V
gives some concluding thoughts.

II. M ODEL AND RESULTS

Any code is associated with a block lengthn and a set of
ratesRi for i = 1, · · · , L. Each agent has a (possibly random)
encoding function

fi : Yn → {1, · · · , 2nRi}.

Let Ci ∈ {1, · · · , 2nRi} be the codeword sent from agenti to
the CEO. Obviously the selection of the transmitted codeword
depends on whether agenti is a traitor or not. We assume that
the identity of the traitors is fixed before coding begins, but it
is unknown to the CEO and the code must accommodate any
possible group of traitors and any actions they take. If agent
i is honest, thenCi = fi(Y

n
i ). The traitors may cooperatively

choose the codewords they transmit in any manner they like
based on all the sourcesXn, Y n

1 , · · · , Y n
L . That is, we assume

that the traitors have access not only to all the measurements
but also the underlying sourceX . This assumption is perhaps
overly pessimistic, but to ensure robust performance we erron
the side of giving traitors more power rather than less.

The CEO then has a decoding function

g :

L∏

i=1

{1, · · · , 2nRi} → Xn

and it produces its estimate bŷXn = g(C1, · · · , CL). We
define the probability of error as

Pe =
1

n
EdH(Xn, X̂n) (1)

wheredH is the Hamming distance. Of course, the probability
of error depends on the actions of the traitors, so letP ∗

e be
the probability of error as defined in (1), maximized over all
possible groups ofβL traitors, and all possible actions taken
by those traitors. Hence if for a certain code,P ∗

e ≤ ǫ, we can
guarantee that no matter what the traitors do, the probability
of error will not exceedǫ.

We define the minimum probability of error over all codes
with any number of agents and sum rate less thanR as

Pe(R) = lim
L→∞

min
∑

L
i=1

Ri≤R
P ∗

e .

Finally, the quantity of interest is the error exponent with
respect to the sum rateR, defined as

E(p, W, β) = lim
R→∞

− logPe(R)

R
.

Note again that the error exponent is a function of the fraction
of traitorsβ.

Following are the main theorems of this paper, giving inner
and outer bounds onE(p, W, β). Like the result of [6], our
results involve two auxiliary random variablesU andJ , where
the distribution ofX , Y , U , andJ is given by

p(x)W (y|x)PJ (j)Q(u|y, J = j)

for distributionsPJ andQ. We also define for convenience

Q̃(u|x, J = j) =
∑

y

W (y|x)Q(u|y, J = j).

In the interest of space, we have chosen not to exhibit
cardinality bounds on these variables in our theorems, but they
do exist, ensuring computability.

In addition to these variables, the bounds involve the values
γj for all j ∈ J . The constraints put onγj vary somewhat
among the bounds, and are always listed. The intuition behind
γj is that it represents how the traitors choose to devote their
resources. The variableJ can be thought of as splitting the
agents into separate groups, with aboutPJ (j)L in the jth
group. As the constraint thatγj ≤ PJ(j) for all j ∈ J is
always in place,γj represents a part of thejth group of agents
of sizeγjL.

Theorem 1 (Inner Bound): Given p, W , andβ

E(p, W, β) ≥ max
PJ ,Q

min
γj ,x1,x2:∑

j γj≥1−2β

γj≤PJ (j)

∑

j

γjD(Q̃λ,j‖Q̃(u|x1, j))

I(Y ; U |X, J)
(2)

where

Q̃λ,j =
Q̃(1−λ)(u|x1, j)Q̃

λ(u|x2, j)
∑

u

Q̃(1−λ)(u|x1, j)Q̃
λ(u|x2, j)

(3)

andλ is chosen so that
∑

j

γjD(Q̃λ,j‖Q̃(u|x1, j)) =
∑

j

γjD(Q̃λ,j‖Q̃(u|x2, j)).

(4)

Theorem 2 (Outer Bound): Firstly,

E(p, W, β) ≤ max
PJ ,Q

min
γj ,x1,x2:∑

j γj≥1−β

γj≤PJ (j)

∑

j

γjD(Q̃λ,j‖Q̃(u|x1, j))

I(Y ; U |X, J)
(5)

whereQ̃λ,J is defined by (3) and (4). Secondly,

E(p, W, β) ≤ max
PJ ,Q

min
x1,x2

(1 − 2β)D(Wλ‖W (y|x1))

I(Y ; U |X, J)
(6)

where we consider only thosePJ andQ such that

min
x1,x2

∑

j

PJ (j)D(Q̃λ,j‖Q̃(u|x1, j))

≤ min
x1,x2

(1 − β)D(Wλ‖W (y|x1)) (7)

and where

Wλ(y) =
W (y|x1)

1−λW (y|x2)
λ

∑

y

W (y|x1)
1−λW (y|x2)

λ
(8)

andλ is such thatD(Wλ‖W (y|x1)) = D(Wλ‖W (y|x2)).



The inner and outer bounds meet atβ = 0, where they
match the result of [6], and atβ = 1/2, where the error
exponent is 0. Observe that (2) and (5) only differ in that
1 − 2β is replaced by1 − β. The result from [7] giving the
capacity of a channel composed of many parallel links, some
controlled by an adversary, has a similar two part form to that
of our outer bound, in that as the number of adversarial links
increases, the capacity drops as would result from a black hole
attack. Then the capacity breaks to 0 when half the links are
adversarial.

III. I NNER BOUND

As in [6], we present our inner bound proof in two steps,
the second a generalization of the first. In addition, our coding
scheme will be identical to that of [6] in many respects, so we
endeavor to summarize the method given there when necessary
and focus on the differences. First we state Lemma 1, the
looser inner bound constituting the first step of our proof.
Section III-A contains some notations that we will use in
our proof. To prove Lemma 1, Section III-B introduces the
proposed coding scheme, then Section III-C evaluates its
probability of error. Finally, Section III-D tightens the bound
to conclude the proof of Theorem 1.

Lemma 1: Let U be a random variable such thatX → Y →
U is a Markov Chain and the distribution ofU is given by
Q(u|y). Let

Q̃(u|x) =
∑

y

W (y|x)Q(u|y).

Given p, W , andβ,

E(p, W, β) ≥ max
Q

min
x1,x2

(1 − 2β)D(Q̃λ‖Q̃(u|x1))

I(Y ; U |X)

where

Q̃λ(u) =
Q̃(u|x1)

1−λQ̃(u|x2)
λ

∑

u

Q̃(u|x1)
1−λQ̃(u|x2)

λ
(9)

andλ is such thatD(Q̃λ‖Q̃(u|x1)) = D(Q̃λ‖Q̃(u|x2)).

A. Preliminaries

Given a setS ⊂ {1, · · · , L}, yS denotes the set ofyi with
i ∈ S. The same foruS , YS , etc. Observe that when referring
to the complete set, we use the superscript, e.g.yL.

Let T n
ǫ (X) be the strongly typical set defined byǫ of

sequences with lengthn.
Given a sequencexn, let t(xn) be the type ofxn. Given

a typet, let Λn
t (X) be the set of sequencesXn with type t.

Note that there are two “directions” of sequences that we will
discuss: temporal sequences, such asxn, denoting the values
of a single variable across time, and spatial sequences, such as
yL, denoting the values of a group of variables at a single time.
We will use types in both these directions, and the meaning
should be clear from context.

B. Coding Scheme

No positive error exponent can be achieved ifβ ≥ 1/2, so
we assume thatβ < 1/2.

1) Random Code Structure: The codebook construction
is exactly the same as in [6]. GivenQ(u|y), we randomly
construct a codebookC(n)

i = {ci(1), · · · , ci(M)} of M =
⌈2n(I(Y ;U)+δ)⌉ codewords from the distribution

Qn(un) =
∑

xn,yn

pn(xn)Wn(yn|xn)Qn(un|yn).

These codewords are then randomly placed intoN =
⌈2n(I(Y ;U|X)+2δ)⌉ bins denoted byBi = {bi(1), · · · , bi(N)}.
This procedure is done independently for each of theL agents.

2) Encoding Rule: Encoding is also done identically to [6].
If agent i observes sequenceyn

i , a codeword̃un
i is randomly

selected from the setC(n)
i ∩ Λn

s[t(yn
i )](U |yn

i ) according to the
uniform distribution, wheres(t) is a function that takes a type
on Y and gives a conditionally typical joint type onY and
U . The agent then transmits to the CEO the index of the bin
bi that contains̃un

i . If the above set is empty, then the agent
transmits the symbol 0.

This is of course only performed by honest agents. Traitors
can choose their transmission any way they like.

3) Decoding and Estimation Rules: This step constitutes the
major difference from [6]. The key observation is that since
there are(1−β)L honest agents, the CEO should expect to find
a set of(1−β)L agents whose transmitted bin indices appear
to agree (that is, they represent jointly typical codewords). The
CEO looks for such a group of(1−β)L agents, then estimates
Xn based on only the transmissions from these agents. Even
if the traitors have engineered their transmissions so thatthere
is more than one such group, any group of(1 − β)L agents
must contain at least(1−2β)L honest agents, which is enough
to guarantee some accuracy.

The exact estimation procedure is as follows. Letb1, · · · , bL

be the bins whose indices were transmitted to the CEO from
the agents. For all sets of agentsS ⊂ {1, · · · , L}, define

BS =
∏

i∈S

bi

the Cartesian product of the bins sent by the agents inS. The
CEO finds a setS with |S| = (1−β)L such thatBS∩T n

ǫ (US)
is not empty. It setŝun

S to be an element of this set and sets
x̂n to be element randomly selected from the setT n

ǫ (X |ûn
S)

according to the uniform distribution. Both these typical sets
are with respect to the distribution

p(x)
∏

i∈S

Q̃(ui|x).

C. Probability of Error

Let S be the set of size(1− β)L chosen by the CEO from
which to estimateXn, andH be the true set of honest sensors.
Let X̃n be a random sequence constructed by choosing
an element fromT n

ǫ (X |Ûn
S∩H) with respect to the uniform

distribution. Of course, the CEO itself does not have access



to this sequence, since it does not knowH , but it exists in
principle. Note that

Pe =
1

n
EdH(Xn, X̂n)≤

1

n
EdH(Xn, X̃n)

︸ ︷︷ ︸

Pe(1)

+
1

n
EdH(X̃n, X̂n)

︸ ︷︷ ︸

Pe(2)

.

It will be enough to bound each ofPe(1) andPe(2).
Consider the distribution onX, X̃, X̂, US given by

q(·) = p(x)Q̃(uS∩H |x)
p(x̃)Q̃(uS∩H |x̃)

Pr(uS∩H)

p(x̂)Q̃(uS |x̂)

Pr(uS)

where
Pr(uS) =

∑

x

p(x)Q̃(uS |x).

We claim that with high probability(Xn, X̃n) and(X̃n, X̂n)
are each jointly typical with respect toq. Therefore in the limit
asn → ∞,

Pe(1) = Pe(2)

=
∑

x1,x2:x1 6=x2

∑

uS∩H

p(x1)Q̃(uS∩H |x1)p(x2)Q̃(uS∩H |x2)

Pr(uS∩H)
.

(10)

First we show the joint typicality properties with respect to
q. By the same arguments given in [6],

Pr(Ûn
S∩H 6= Ũn

S∩H) ≤ 2−nσ (11)

for sufficiently largeL, whereσ is positive and goes to 0 asǫ
does. This applies because|S ∩H | ≥ (1− 2β)L which grows
with L sinceβ < 1/2. Theq marginal ofX andUS∩H is just
p(x)Q̃(uS∩H |x), so by the encoding method,(Xn, Ũn

S∩H) is
jointly typical with respect toq with high probability. By (11),
the same holds for(Xn, Ûn

S∩H). Applying the Markov Lemma
to X → US∩H → X̃ in q and using the definition of̃Xn

yields that the pair(Xn, X̃n) is jointly typical with respect to
q with high probability. Further applying the Markov Lemma
to bothX̃ → US∩H → US\H andX̃ → US → X̂ yields that
(X̃n, X̂n) is also jointly typical with respect toq.

All that remains is to evaluate the error exponent of (10).
Let γ = |S ∩ H |/L. Certainly γ ≥ 1 − 2β. Note that if
t(uS∩H) = t, then

p(x1)Q̃(uS∩H |x1)

Pr(uS∩H)
=

p(x1)2
−γL[D(t‖Q̃(u|x1))+H(t)]

∑

x

p(x)2−γL[D(t‖Q̃(u|x))+H(t)]

≤ 2−γL[D(t‖Q̃(u|x1))−minx D(t‖Q̃(u|x))−δ]

for any δ > 0 and sufficiently largeL. Therefore

∑

uS∩H∈ΛγL
t (U)

p(x1)Q̃(uS∩H |x1)p(x2)Q̃(uS∩H |x2)

Pr(uS∩H)

≤ 2γLH(t)2−γL[D(t‖Q̃(u|x1))−minx D(t‖Q̃(u|x))−δ]

· p(x2)2
−γL[D(t‖Q̃(u|x2))+H(t)]

≤ 2−γL[D(t‖Q̃(u|x1))+D(t‖Q̃(u|x2))−minx D(t‖Q̃(u|x))−δ]

for sufficiently largeL. Therefore, using the fact that the
number of typest is polynomial inL,

− logPe(1)

L
≥ min

x1,x2:x1 6=x2

min
t

γ
[
D(t‖Q̃(u|x1))

+ D(t‖Q̃(u|x2)) − min
x

D(t‖Q̃(u|x)) − δ
]

= min
t

min2
x

γD(t‖Q̃(u|x)) − δ (12)

wheremin2 takes the second smallest value. It can be shown
that this term involving the second smallest value ofx is the
minimum Chernoff Information. That is,

− logPe(1)

L
≥ min

x1,x2

γD(Q̃λ‖Q̃(u|x1)) − δ

whereQ̃λ andλ are defined by (9). Recalling thatγ ≥ 1−2β
and taking the limit asδ → 0 gives

lim
L→∞

− logPe(1)

L
≥ min

x1,x2

(1 − 2β)D(Q̃λ‖Q̃(u|x1)).

This proves Lemma 1 sinceR/L ≈ I(Y ; U |X).

D. Tighter Bound

Now we improve this bound by introducing the additional
auxiliary random variableJ . As in [6], we alter the coding
scheme described in Section III-B so that the agents are split
into groups, each with a different method of quantization.
Partition {1, · · · , L} into disjoint setsRj such that

∣
∣|Rj | −

PJ(j)L
∣
∣ ≤ 1 for all j. For all i ∈ Rj , the encoder for agent

i follows the procedure described in Section III-B whereU is
distributed byQ(u|y, J = j). Observe that the rate for agent
i ∈ Rj becomesI(Y ; U |X, J = j), so

R

L
=

1

L

∑

j

|Rj |I(Y ; U |X, J = j) ≤ I(Y ; U |X, J) + O( 1
L

).

(13)
The decoder and estimation rules are the same, except the
CEO now looks for a setS of size (1 − β)L such thatun

S is
typical with respect to the distribution

∑

x

p(x)
∏

j∈J

∏

i∈S∩Rj

Q̃(ui|x, J = j).

Let γj = |Rj ∩ S ∩ H |/L. Then
∑

j

γj ≥ 1 − 2β andγj ≤ PJ(j) ∀j ∈ J . (14)

Observe that ift(uRj∩S∩H) = tj for all j, then

Q̃(uS∩H |x) =
∏

j

2−Lγj[D(tj‖Q̃(u|x,j))+H(tj)].

Applying this to (10) yields

− logPe

L
≥ min

x1,x2

∑

j

γjD(Q̃λ,j‖Q̃(u|x1, j)) (15)

whereQ̃λ,j is given by (3) and (4). Extending (15) to minimize
over allγj satisfying (14), then combining the result with (13)
completes the proof of Theorem 1.



IV. OUTER BOUND

The two parts of the outer bounds result from two different
actions the traitors can take. First, the traitors may perform a
black hole attack. Evaluating the probability of error of such
a strategy is complicated by the fact that the traitors may
intelligently choose which agents to remove from the useful
pool. Therefore this decision is made “after” the choice of
the code. By an argument similar to that used in the converse
proof of [6], E(p, W, β) can be upper bounded by

max
Ui:X→Yi→Ui

min
H,x1,x2:

|H|=(1−β)L

1

L

∑

i∈H

D(Q̃λ,i‖Q̃i(u|x1))

1

L

L∑

i=1

I(Yi; Ui|X)

(16)

whereH represents the set of honest sensors left over after the
traitors prevent agentsHC from transmitting. The numerator
of (16) can be rewritten to

min
γi,x1,x2

L∑

i=1

γiD(Q̃λ,i‖Q̃i(u|x1)) (17)

under the condition that
L∑

i=1

γi = 1 − β andγi ∈ {0, 1
L
} ∀i ∈ {1, · · · , L}. (18)

We claim that the value of (17) does not change if we relax
the condition to

L∑

i=1

γi ≥ 1 − β and0 ≤ γi ≤
1
L

∀i ∈ {1, · · · , L}. (19)

This is because we may useL arbitrarily large, so anyγi

satisfying the conditions of (19) can be approximated arbitrar-
ily closely by one satisfying (18). Replacing the numeratorof
(16) with (17) under the conditions of (19), then continuing
the argument from [6] yields (5).

The traitors may also perform the following more com-
plicated attack. The idea is to produce a fraudulentX ′ that
agrees with some honest measurements but not others. If
they do this properly, they CEO will be unable to tell which
of X and X ′ is the truth. In particular, if the traitors are
HC , they choose another setS with |S| = (1 − β)L and
|H ∩ S| = (1 − 2β)L. Then they take the valueY n

H∩S and
use it simulate the conditional distribution on variablesX ′ and
YS\H given by

p(x′)W (yS\H |x′)W (yH∩S |x
′)

Pr(yH∩S)

for each timet. Finally, they take the resultingY n
S\H

and report
this as the truth, using the encoding rule—no matter what it
is—just as an honest agent would. Thus for anyt, X(t), X ′(t),
andY L(t) are distributed according to

p(x)W (yH\S |x)W (yH∩S |x)p(x′)W (yS\H |x′)W (yH∩S |x
′)

Pr(yH∩S)
.

This distribution is symmetrical inX and X ′, so the CEO
cannot know which ofXn and X ′n is the truth, meaning
Pe ≥ 1

n
EdH(Xn, X ′n). An argument along the lines of that

evaluating (10) shows that

− logPe

L
≤ min

x1,x2

(1 − 2β)D(Wλ‖W (y|x1)) (20)

whereWλ is given by (8). Observe that the error exponent
given by the right-hand side of (20) is completely indepen-
dent from the code. Hence, if the optimum error exponent
without traitors is less than this quantity, then the traitors,
by employing this attack, have no effect at all on the over-
all error exponent, meaning thatE(p, W, β) = E(p, W, 0).
However, we have already shown in our proof of (5) that
E(p, W, β) < E(p, W, 0) for any positiveβ. Therefore, we
need only consider values ofPJ and Q for which the error
exponent without traitors is greater than the right-hand side of
(20), i.e. those for which (7) holds. Further applying arguments
from the converse of [6] proves (6).

V. CONCLUSION

It is yet unclear which, if either, of our inner and outer
bounds is tight. The inner bound fails to take into account the
fact that the traitors do not have access to the codewords trans-
mitted by honest agents; they must choose their transmissions
based only on measurementsY . If this constraint were relaxed,
then the inner bound would be tight, but taking advantage of it
ought to increase the achievable error exponent. On the other
hand, the outer bound perhaps takes too much into account that
the traitors must base their transmissions on the measurements
Y . They should be able to do something somewhat more
insidious than the attacks described in Section IV by using
their knowledge of how the honest codewords are generated.
However, these arguments are entirely intuitional, and attempts
to find better computable bounds formally have failed. Indeed,
demonstrating that one of our bounds is tight would be a
surprising and interesting result.
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