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Abstract— The CEO Problem is considered when a subset of One approach to solving this problem would be to use
the agents are under Byzantine attack; that is, they have bee the techniques of [4] to decode the sensors’ measurements,
taken over and reprogrammed by a malicious intruder. Inner even though some of them might by incorrect, then post-
and outer bounds are given for the error exponent with respet . ' .
to the sum rate, as a function of the fraction of reprogrammed procgss t.hese measurements using the m_ethOdS of [.5]' which
or traitor, agents. The inner bound is proved by introducing a studies distributed detection under Byzantlne attack bth-w
coding scheme that takes advantage of the fact that the set of out coding. However, this strategy is not rate optimal, sinc
honest (non-traitor) agents will report jointly typical in formation.  perfectly reconstructing all the measurements as in [4] is

The CEO looks for a group with the same size as the set of honest 5.y necessary. It is our goal in this paper to combineethes
agents that appear to do so. Even if not all the agents in thisrgup ¢ t int thereb ducina th ¢

are honest, the fact that they all agree keeps the probabilt of WO Steps Into one, fare yre ucmg € rate.

error in check. The outer bound is given in two parts, based on ~ The problem we wish to solve is the CEO Problem [6],

two different possible attacks by the traitors. The first is ablack which makes the additional assumption that measuremests ar
hole attack, in which the traitors simply transmit no inform ation  conditionally independent given the underlying phenonmeno
at all. The second is one in which they fabricate false data s\ 5150 assume that conditional distributions are idehtica
that the CEO cannot determine which of two possibilities is he . .
truth. across sensors, an assumption that was relaxed in [6], but we
have not done so here for simplicity. To be precise, we assume
Index Terms—Distributed Source Coding. Byzantine Attack. there arel. agents, where agenthas access to the sequence
Sensor Fusion. Network Security. {Y;(t)}22,, and the CEO (common decoder or fusion center)
is interested in recovering the sequentcE(¢)}:°,. These
random variables compose a temporally memoryless source
Distributed systems are more likely to be vulnerable twith distribution
physical assault. In particular, a malicious intruder doggize L
a set of nodes, then reprogram them to cooperatively oltstruc p(z) H W (yil).
the goal of the network, launching a so-called Byzantinacktt =1
[1], [2]. A useful application which could come under threatVe assume that a fractighof the L agents are reprogrammed.
of Byzantine attack is distributed source coding. The saapl These we calltraitors, and the rest we calhonest. The
form of this is the problem of Slepian-Wolf [3], in which aquantity 5 is assumed to be known prior to design of the
common decoder attempts to reconstruct all the source valagede, though the exact identity of the traitors is unknown to
from a number of encoders. The Slepian-Wolf problem undtdre CEO. It is shown in [6] that even without traitors, the
Byzantine attack is studied in [4]. The main drawback to thigrobability of error cannot be arbitrarily reduced for amyjte
problem, however, is that we cannot expect a reprogramntethl communication rate even when the number of agents and
node to transmit any useful information about its measuredmethe block length go to infinity. As in [6], we are interested in
Thus it is unreasonable to expect to recover all the data, the error exponent associated with the sum rate given a large
can be done in the non-Byzantine problem. number of agents, but now as a function®f
However, this is not as catastrophic as it might first appear.The main results of this paper give inner and outer bounds
One application, for instance, is a sensor network, in wlaichon the error exponent. The specification of the model is
fusion center receives data from a large number of sensorsctimpleted, and the bounds are stated, in Section Il. The inne
gain some knowledge about the environment. In this case, thmund is proved in Section Ill using a coding scheme that
multitude and noisiness of the sensors makes the measua&es advantage of the fact that the honest agents are egpect
ments taken by any individual sensor essentially irrelevamo transmit jointly typical codewords to the CEO. The outer
What the fusion center is really interested in recoveringds bound, proved in Section IV, has two parts, based on two
sensor measurements themselves, but rather some underlglifferent potential attacks by the traitors. The first réstom
phenomenon that controls the distribution of these measutiee traitors performing a black hole attack; that is, thegdse
ments. Hence, the fact that a Byzantine attack removes teinformation at all to the CEO, unveiling their identitilest
fusion center’s access to certain sensors’ measurements isforcing the CEO to use only the honest sensors’ transmission
so damaging. to estimate X™. The second part results from the traitors
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producing fraudulent transmissions such that the CEO danifiar distributionsP; and Q. We also define for convenience
determine which of two possibilities is the truth. Section V )

gives some concluding thoughts. (ulz, J = j) Z W (ylz)Q(uly, J = j).

_ . M_ODEL A_ND RESULTS In the interest of space, we have chosen not to exhibit
Any code is associated with a block lengthand a set of cardinality bounds on these variables in our theorems Hayt t

ratesk; fori =1,---, L. Each agent has a (possibly randomyg exist, ensuring computability.
encoding function In addition to these variables, the bounds involve the \&lue
fioyn o {1, 2nRa ~; for all j € J. The constraints pqt ony; vary som_ewhat .
among the bounds, and are always listed. The intuition lgehin
LetC; € {1,---,2"%} be the codeword sent from agenb -, is that it represents how the traitors choose to devote their

the CEO. Obviously the selection of the transmitted codeworesources. The variablg can be thought of as splitting the
depends on whether agen a traitor or not. We assume thatagents into separate groups, with abdtt(;)L in the jth
the identity of the traitors is fixed before coding beging, ibu group. As the constraint that; < P;(j) for all j € J is
is unknown to the CEO and the code must accommodate ajiways in placey; represents a part of thigh group of agents
possible group of traitors and any actions they take. If agesf size~, L.

i is honest, ther@; = f;(Y;"). The traitors may cooperatively Theorem 1 (Inner Bound): Givenp, W, and 3
choose the codewords they transmit in any manner they like

based on all the sourceé™, Y;",--- , Y. That is, we assume i > D@5 11Q(ulzy, 5))
that the traitors have access not only to all the measurement Y jviz1-28 J
but also the underlying sourc€. This assumption is perhaps g, W, 5) > max 15 <P ()
overly pessimistic, but to ensure robust performance wererr P.Q I(Y;U|X,J)
the side of giving traitors more power rather than less. @
The CEO then has a decoding function where R y
L ~>\ — Q(liA)(u|I17])Q (U|CC2, ) (3)
g;H{l’... ’2nRi}_)xn »J ) (u|:102,j)
=1

Z QUM (ulzy, j
and it produces its estimate hy™ = ¢(Cy,---,CL). We and\ is chosen so that
define the probability of error as ~ ~ _ ~ ~ .
Y u D@ 1Rl 1) =D 7 D(@x ;11 Qulws, 5)).
J J

1 n o vn
P, = ﬁEdH(X 7X ) (1) (4)
wheredy is the Hamming distance. Of course, the probability )
of error depends on the actions of the traitors, softetbe ~ Theorem 2 (Quter Bound): Firstly,
the probability of error as defined in (1), maximized over all . .
possible groups oBL traitors, and all possible actions taken B > D@ ;11Qu]e, 7))
by those traitors. Hence if for a certain cod&; < ¢, we can 27? ZjPzztj)B '
' ili E(p,W,3) < —
guarantee that no matter what the traitors do, the probabili E(p, W, 3) < Ilp,&_tQ IV-UIX, J)

of error will not exceed. o (5)

We define the minimum probability of error over all codeghere(), ; is defined by (3) and (4). Secondly,
with any number of agents and sum rate less tRaas
min (1 —25) DWW (y|z1))

T1,T2
IYV;U|X,J)

Finally, the quantity of interest is the error exponent witiyhere we consider only those; and @ such that
respect to the sum ratR, defined as

—log P.(R) gl}gZPJ D(Q.1Q(ula1, 7))

E(p, W, ) = lim —==
Note again that the error exponent is a function of the foacti < mnll,imr;(l — B)DWAIW (yler))  (7)

of traitors S.

P.(R)= lim min P E(p,W,3) < glJag (6)

L—oo 25:1 R:<R

and where
Following are the main theorems of this paper, giving |nner
and outer bounds oi(p, W, 3). Like the result of [6], our Way) = W (ylz1) 1AW (y|z2)? (®)
results involve two auxiliary random variabl&sandJ, where Z W(y|x1)1—AW(y|x2)k
the distribution ofX, Y, U, andJ is given by "

p(@)W(ylz)Ps(5)Quly, J = j) and A is such thatD(Wx[|W (y|z1)) = D(Wx[[W (ylz2))-



The inner and outer bounds meet @&t= 0, where they B. Coding Scheme

match the result of [6], and af = 1/2, where the error N positive error exponent can be achievedif 1/2, so
exponent is 0. Observe that (2) and (5) only differ in thate sssume that < 1/2.

1 — 20 is replaced byl — 3. The result from [7] giving the 1) Random Code Sructure: The codebook construction
capacity of a channel composed of many parallel links, SOME exactly the same as in [6]. Give@(uly), we randomly

controlled by an adversary, has a similar two part form ta th@onstruct a codebook™ — {es(1), -+ ,ci(M)} of M =
of our outer bound, in that as the number of adversarial Iiniﬁ"(I(Y%U)H)] codewords frofm ;he 7distrib:1tion
increases, the capacity drops as would result from a blakk h

attack. Then the capacity breaks to 0 when half the links are Q" (u") = Z p" (M)W (y" 2™ Q™ (u™y™).
adversarial. oy

These codewords are then randomly placed iMoo =
[2nU(Y;UIX)+20)7 bins denoted byB; = {b;(1),--- ,b;(N)}.
As in [6], we present our inner bound proof in two stepsThis procedure is done independently for each offiregents.
the second a generalization of the first. In addition, ouirepd  2) Encoding Rule: Encoding is also done identically to [6].
scheme will be identical to that of [6] in many respects, so wé agent: observes sequengé, a codeword:} is randomly
endeavor to summarize the method given there when necessaigcted from the Sfﬁi(n) N Ay (Ulyi') according to the
and focus on the differences. First we state Lemma 1, thaiform distribution, where(¢) is ‘a function that takes a type
looser inner bound constituting the first step of our proojn v and gives a conditionally typical joint type oy and
Section Ill-A contains some notations that we will use i/, The agent then transmits to the CEO the index of the bin
our proof. To prove Lemma 1, Section IlI-B introduces thg; that containsi?. If the above set is empty, then the agent
proposed coding scheme, then Section llI-C evaluates {f&nsmits the symbol 0.
probability of error. Finally, Section 1I-D tightens theobnd  This is of course only performed by honest agents. Traitors
to conclude the proof of Theorem 1. can choose their transmission any way they like.
Lemma 1: LetU be a random variable such th&t— Y — 3) Decoding and Estimation Rules: This step constitutes the
U is a Markov Chain and the distribution &f is given by major difference from [6]. The key observation is that since
Q(uly). Let there arg1—3) L honest agents, the CEO should expect to find
- a set of(1 — 8)L agents whose transmitted bin indices appear
Qulz) = Z W (ylz)Q(uly). to agree (that is, they represent jointly typical codewprike
v CEO looks for such a group @1 — 3) L agents, then estimates
Givenp, W, and 3, X" based on only the transmissions from these agents. Even
L if the traitors have engineered their transmissions sothieae
min (1 —26)D(Qx[|Q(ulz1)) is more than one such group, any group(df— 3)L agents
- must contain at leagi —23) L honest agents, which is enough

IIl. I NNER BOUND

E(p,W,3) > max

I(Y;U|X)
to guarantee some accuracy.
where R R The exact estimation procedure is as follows. &gt - - , b,
~  Qulz) 1 Q(ulz2)? ©) be the bins whose indices were transmitted to the CEO from
Qau) = ZQ(u|x1)1_’\Q(u|x2)’\ the agents. For all sets of ageris- {1,---, L}, define
“ Bs =[] b
and X is such thatD(Q.||Q(ulx1)) = D(Qx]|Q(u|z2)). i€s
o the Cartesian product of the bins sent by the agents ifihe
A. Preliminaries CEO finds a sef with |S| = (1— )L such thatBs N7 (Us)
Given a setS C {1,---, L}, ys denotes the set af; with IS not empty. It setdi to be an element of this set and sets
i € S. The same foug, Y, etc. Observe that when referringt” to be element randomly selected from the Bg{(X|a5)
to the complete set, we use the superscript, g-g. according to the uniform distribution. Both these typicetss
Let T"(X) be the strongly typical set defined hyof are with respect to the distribution
sequences with length. Y
Given a sequence”, let t(z") be the type ofz™. Given p(x)gQ(qu).

a typet, let A7(X) be the set of sequences” with type . .

Note that there are two “directions” of sequences that we wft- Probability of Error

discuss: temporal sequences, such:'asdenoting the values Let S be the set of siz¢l — 3) L chosen by the CEO from

of a single variable across time, and spatial sequencels,asicwhich to estimateX™, andH be the true set of honest sensors.
yE, denoting the values of a group of variables at a single timeet X” be a random sequence constructed by choosing
We will use types in both these directions, and the meaniag element frorriFj(X|U§mH) with respect to the uniform
should be clear from context. distribution. Of course, the CEO itself does not have access



to this sequence, since it does not kndily but it exists in for sufficiently large L.. Therefore, using the fact that the

principle. Note that number of typeg is polynomial inL,
1 n vn 1 n wvn 1 v wvn — ~
P.=~Edy (X", X") < ~Bdp (X", X")+Ed (X", X"). %@e(l) > minming[D() Qula))
Pe(1) Pe(2) + D(t]|Q(ulr2)) — min D(t[|Q(ulz)) — 4]
It will be enough to bound each df.(1) and P.(2). . ~
Consider the distribution oX, X, X, Ug given by -mn mgﬁ vD(t[Q(ulw)) =0 (12)
. p(j;)Q(usmHm p(j;)Q(uS|j;) wheremin2 takes the second smallest value. It can be shown
q(-) = p(x)Q(usnm|z) Pr(usnn) Pr(us) that this term involving the second smallest valuerd the
minimum Chernoff Information. That is,
where
—log P.(1 . ~ o~
= 2_p(@)Quso) “8 LD > min D@ Q) o

We claim that with high probability X", X™) and (X", X") whereQ, and\ are defined by (9). Recalling that> 1 — 23
are each jointly typical with respect to Therefore in the limit and taking the limit a$ — 0 gives
asn — oo,

— 10g Pe(l)

lim > min (1 — 28)D(Q.]|Q(u|z1)).

Pe(l) = Pe(2) L—oo L T1,T2
B Z Z p(z1) usmH|x1) (x Q)Q(USmleg) This proves Lemma 1 sincB/L ~ I(Y; U|X).
T1,T2:T1F T2 USNH Pr(uSmH) D. Tighter Bound

(10) Now we improve this bound by introducing the additional
First we show the joint typicality properties with respeet tauxiliary random variable/. As in [6], we alter the coding
q. By the same arguments given in [6], scheme described in Section IlI-B so that the agents are spli
Pr(0 g # U y) <2770 (11) into groups, each with a different method of quantization.

Partition {1,--- , L} into disjoint setsR; such that“R | —
for sufficiently largeL, whereo is positive and goes to 0 as P;(j L} <1 for all j. For alli € R;, the encoder for agent
does. This applies becaug®n H| > (1 —23)L which grows ; follows the procedure described in Section 1lI-B whéfes
with L since < 1/2. Theg marginal of X andUsq is just  distributed byQ(uly, J = j). Observe that the rate for agent
p(x)Q(usnm|x), so by the encoding methodX ™, Us ;) is i e R, becomed (Y;U|X,J = j), so
jointly typical with respect ta; with high probability. By (11), ro1
the same holds forX ™", Uz ;). Applying the Markov Lemma == = — Z |R;|I(Y;U|X,J =j) <I(Y;U|X,J)+ O(1).
to X — Usny — X in ¢ and using the definition ofX™ L L j
yields that the paifX™, X") is jointly typical with respect to (13)
g with high probability. Further applying the Markov Lemmal he decoder and estimation rules are the same, except the
to both X — Ugsny — Us\ir and X — Ug — X yields that CEO now looks for a se§ of size (1 — §)L such thatu is
(X", X™) is also jointly typical with respect tg. typical with respect to the distribution
All that remains is to evaluate the error exponent of (10). . iy
Let v = |S N H|/L. Certainlyy > 1 — 23. Note that if Zp(x) H H Quile, J = j).
t(usnm) = t, then

Prlusnm) Y p(a)2  HPEIQuI)+H) d yi=1-28andy; <Ps(j)VieJ.  (14)

J

< 9~ VLID(IQ(ulz1))—min, D(¢[Q(ul2)~0]  Observe that ift(ur,nsnu) = t; for all 4, then

JET i€SNR;

Let~,; = |R;NSNH|/L. Then

for any § > 0 and sufficiently largel.. Therefore Q(usnu|z) = H 9—L; [D(t;|Q(ula,5))+H(t;)]

Z p(Il)Q(USmH|$1)p($2)Q(USmH|$2)
Pr(usnm) Applying this to (10) ylelds
usnm €AY (U)

< 9 LH(8)g—vLID(H|Q(ulz1)) ~ming D(H|Q(ulz)) 3] % > min Z% (Qx;1Q

T1,T2

. p(xg)27wL[D(tH@(ulzz)HH(t)]
< 9= VLID(Q(ulz1))+D(#|Q(ulz2)) —min, D(t]Q(ulz))—3] whereQA,j is given by (3) and (4). Extending (15) to minimize
- over allvy; satisfying (14), then combining the result with (13)
completes the proof of Theorem 1.



IV. OUTER BOUND This distribution is symmetrical inX and X’, so the CEO

JHannot know which ofX™ and X’* is the truth, meaning

P, > %EdH(X",X’"). An argument along the lines of that
evaluating (10) shows that

The two parts of the outer bounds result from two differe
actions the traitors can take. First, the traitors may perfa
black hole attack. Evaluating the probability of error otku
a strategy is complicated by the fact that the traitors may —log P, ) B
intelligently choose which agents to remove from the useful L = sgl}zri(l 2B) DWW (yl1)) (20)

pool. Therefore this decisiqn _is made “after” _the choice Qfpeore W, is given by (8). Observe that the error exponent
the code. By an argument similar to that used in the CONVergGen by the right-hand side of (20) is completely indepen-
proof of [6], E(p, W, §) can be upper bounded by dent from the code. Hence, if the optimum error exponent

) 1 ~ ~ without traitors is less than this quantity, then the tnafo
e L ZD(QMHQi(“|xl)) by employing this attack, have no effect at all on the over-
s |H|=(1-8)L €H (16) all error exponent, meaning thd(p, W, 3) = E(p, W,0).
Ui X—Y;—U; 1 & However, we have already shown in our proof of (5) that
7 > IV Ui|X) E(p,W,3) < E(p,W,0) for any positive3. Therefore, we
i=1 need only consider values @f; and @@ for which the error

whereH represents the set of honest sensors left over after #xponent without traitors is greater than the right-hade sif
traitors prevent agentd© from transmitting. The numerator (20), i.e. those for which (7) holds. Further applying argums

of (16) can be rewritten to from the converse of [6] proves (6).
& . . V. CONCLUSION
%1,2?,1952;%D(QMH@(UM)) (17) It is yet unclear which, if either, of our inner and outer

bounds is tight. The inner bound fails to take into accouat th

under the condition that fact that the traitors do not have access to the codewonds-tra
L mitted by honest agents; they must choose their transmissio
Z% =1- 4 and~; € {0, %} Vie{l,---,L}. (18) based only on measuremeiislf this constraint were relaxed,

i=1 then the inner bound would be tight, but taking advantagé of i
We claim that the value of (17) does not change if we relught to increase the achievable error exponent. On the othe
the condition to hand, the outer bound perhaps takes too much into account tha

the traitors must base their transmissions on the measonteme
(19) Y. They should be able to do something somewhat more

insidious than the attacks described in Section IV by using
o o their knowledge of how the honest codewords are generated.
This is because we may use arbitrarily large, so anyy;  However, these arguments are entirely intuitional, arehapts
satisfying the conditions of (19) can be approximated eabit 15 fing petter computable bounds formally have failed. Inijee

ily closely by one satisfying (18). Replacing the numerabr jemonstrating that one of our bounds is tight would be a
(16) with (17) under the conditions of (19), then continuingyrprising and interesting result.
the argument from [6] yields (5).
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