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Online Data Integrity Attacks Against Real-Time
Electrical Market in Smart Grid

Song Tan, Wen-Zhan Song, Senior Member, IEEE, Michael Stewart, Junjie Yang, and Lang Tong, Fellow, IEEE

Abstract—The real-time electrical market operations in smart
grid require reliable and accurate data from state estimation.
However, state estimation is vulnerable to data integrity attacks,
in which strategically manipulated meter measurements can
bypass the conventional bad data detection and introduce errors.
As a result, it becomes more likely for the attackers to control
real-time electrical market through manipulations of meter mea-
surements. In this paper, we first reveal the intrinsic relations
between data integrity attacks and real-time electrical market
operations, and explicitly characterize their complex interactions
as a process simulator. Then a simulation-based global optimiza-
tion problem is formulated from which attackers could maximize
financial incentives through constructed data integrity attacks.
More importantly, a novel systematic online attack construction
strategy is proposed, such that attackers can launch the desired
attacks only by the real-time data streams of meter measurements
and no power network topology or parameter information is
needed. A corresponding online defense strategy is also presented
to detect and identify the malicious measurements without extra
meter hardware investments. Finally, we evaluate the perfor-
mance of the proposed attacking strategies and countermeasure
through numerical simulations in IEEE test systems with both
synthetic and real data from the New York Independent System
Operator.

Index Terms—Power system security, data attack, real-time
electrical market.

I. INTRODUCTION

HE BALANCE between supply and demand is the foun-

dation of power system operations. In traditional power
system, governments regulate all aspects market value chain
(power generation, selling, transmission and distribution), in
order to meet residential and business consumption [1]. With
the challenge of integrating large scale intermittent renewable
resources and promoting economic efficiency in Smart Grid,
the electric power industry is gradually deregulated from
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governments, and real-time electrical market mechanisms are
widely adopted by major U.S. independent system opera-
tors (ISOs) to balance supply and load, clearing market prices,
and maintaining grid stability [2]. In real-time electrical mar-
ket, the electricity price in the wholesale market is updated
periodically (e.g., every 5 minutes) with end customers based
on the real-time power generation and consumption status,
which significant reduces over-provisioning and improves sys-
tem efficiency. The operations of real-time electrical market
are built upon data and results from state estimation. However,
recent research shows that the state estimation process is
vulnerable to data integrity attacks, in which the strategi-
cally manipulated meter measurements can easily bypass the
conventional bad data detection and introduce errors [3].
As a result, it becomes more and more likely for attack-
ers to control real-time electrical markets through malicious
meter measurements. Therefore, investigating and systematic
understanding the construction and impacts of data integrity
attacks against real-time electrical market is crucial for sys-
tem designers and operators to truly assess how these attacks
may undermine the system’s ability to provide mission-critical
services.

Several existing related works have been conducted to
address this issue. Xie et al. in [4] firstly investigate the impact
of integrity attacks on power market through virtual bidding.
In [5], Kosut et al. evaluate the proposed data attacks by
their generated market revenues and the work is further stud-
ied by Jia et al. in pursuit of maximizing the revenues [6].
Yuan et al. in [7] show that the data integrity attacks can lead to
increased system operating costs due to inordinate generation
dispatch or energy routing. With the objective of controlling
real-time Locational Marginal Prices (LMP) directly through
data attacks, Tan et al. in [8] employ a control theory based
approach to analyze the attack effect on pricing stability.
Esmalifalak et al. in [9] novelly adopt a two-person zero-sum
game approach to characterize the relations between attackers
and defenders within electricity pricing. More recently, the
authors in [10] and [11] have respectively proposed formal
analytic frameworks to quantify the impact of data qualities
on real-time LMP. However, all the above related works are
based on the assumption that the attacker has full knowl-
edge about the network information of targeted power systems,
which includes network topologies and branch parameters,
etc. In fact, in any given power system, the network informa-
tion is huge and highly secured, and more importantly, these
information are dynamic since the network topology could
be reconfigured in both normal situations and contingencies.
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Therefore, it is rather difficult for attackers to achieve com-
plete awareness of network information in practice. A most
recent work in [12] firstly addresses this challenge by mak-
ing inference through phasor observations, such that the linear
structure of the power flow measurements can be acquired
from independent component analysis.

In light of the above related works, through this paper,
we present an online data integrity attacks against real-
time electrical market in Smart Grid. Specifically, our key
contributions are:

o We reveal the intrinsic relations between data integrity
attacks and real-time electrical market, and explicitly
characterize their complex interactions as a process
simulator. Then a simulation-based global optimization
problem is formulated, from which an attacker could
maximize financial incentives through constructed data
integrity attacks.

o« We propose a novel systematic online attack construc-
tion strategy, such that attackers can launch the desired
attacks only by the real-time data streams of meter mea-
surements and no power network topology or parameter
information is needed. As far as we know, our paper is the
first attempt to attack real-time electrical market without
network information.

o« We also present a corresponding online defense strat-
egy to detect and identify the malicious measurements.
Without extra meter hardware investment, the system
operator can directly employ the current collected data
streams of meter measurements to detect the occurrences
of attacks and identify the set of attacked measurements
afterwards.

o« We evaluate the performance of the proposed attack-
ing strategies and countermeasure through numerical
simulations in IEEE test systems with both synthetic
and real data from the New York Independent System
Operator.

II. PRELIMINARIES AND SYSTEM MODEL
A. State Estimation and Bad Data Detection

In state estimation process, the control center collects real
time measurements z from the deployed sensors and com-
bines the network topology and parameter information to
calculate the real time estimates of the unknown system vari-
ables x. Mathematically [13], let x = (x1,x2, . ..,x,,)T and
z = (21,20, ..., zm)T denote state variables and meter mea-
surements, respectively, where n is the number of unknown
state variables, m is the number of meters, and m > n.
The state variables are related to the measurements by
z = h(x) + e, where e is the Gaussian measurement noise
with zero mean and a covariance matrix o2/. Under DC
power flow model [13], the measurement model can be
represented as:

z=Hx+e (D

where z is the bus power injection (power generation or load)
and branch power flow measurements, H is an m x n full
rank Jacobian matrix of the measurement model and x is the
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voltage phases at all buses. Then the estimated system states
X and branch power flows f are given by:

i=(H"H) 'H"z, f=F# )

where F is the sensitivity matrix of branch flows with respect
to the voltage phases. With DC power flow model, since there
also exists a linear bijection between nodal power injections
and voltage phases [14], then given a reference bus, we would
have a [-by-n injection shift factor matrix S to denote the sen-
sitivities of branch power flows with respect to the bus power
injections [15], where [ is the number of branches. Assume
z contains the injection measurements at all buses and flow
measurements across all the branches, denoted by z;, and zr
respectively, then we have:

=S -znte f=S-zn ?3)

Bad data detector employs residual to detect the abnormal-
ities in measurement data. From (2),

2=H% =Kz, where K =H(H'H) 'H' )
Then the measurement residual can be written as:
r=z—2=U—-K)z 5)

The detector fires an alarm when || r ||p> threshold.

B. Real-Time Electrical Market

A combined two-stage (day-ahead and real-time) market is
widely adopted by major U.S. Independent System Operators
(ISO) to stabilize the power system and calculate Locational
Marginal Prices (LMP) [2]. In the day-ahead market, given the
projected system load levels L, the ISO obtains the optimal
generation dispatch P*, the vector of predicted power gen-
eration at each bus. Then P* are sent to all generators as
generation reference, and day-ahead payments are collected
from customers at all buses.

In the real-time stage, the ISO obtains the actual system
response through state estimation, including the estimated
power injections P, L and branch flows f . Then the following
linear program [2] is solved to find the associated real-time
LMP A, a vector whose ith element A; is the LMP at bus i:

minimize > cfari=Y chal

st (1) 1) AP;=) AL

AP < AP; < AP

(p) 1ZSbiAP,' - ZS;,,'AL/ <0,forbeC
i J

(6)

where AP and AL are the vectors of incremental generation
dispatch and load dispatch at buses, with fixed cost CG, ct
respectively. AP;."i", AP!"™ are predefined lower and upper
bounds, usually chosen as -2MW and 0.1MW in practice [2].
Spi 1s element at bth row, ith column of matrix S in (3). Note
that C is called congestion pattern [11], which denote the
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sets of branches whose estimated power flow exceeds the flow

limit £,

C={b s>} 0

Then by solving (6), the real-time LMP atbusi=1,2,...,n,
is calculated:

Mi=T—=) Spitt @®)
beC
where 7, wu; are the corresponding dual variables in (6).

To clear the real-time market, the generator at bus i receives
revenue A,-(ﬁ,- —P7), and the customer at bus j pays Aj(l:j —Ly),
where P; and LAj are the estimated power generation and load
at bus i and j from state estimation, respectively [2].

III. PROBLEM FORMULATION

Suppose a malicious party wants to generate revenues from
the real-time electrical market by compromising a subset of
meters {4, such that only measurements from meters in {4
can be modified. Note that the following strategies can also
be applied to reducing customers’ payments.

A. Constraints of Attacks

Firstly, since the attacker can only modify the measurements
from meters in ¢4, then the perturbed measurements has to be
in the form:

Z=z+a, aclaeR"|a=Vc, VceR"} )
where a is the attack vector, and W is the diagonal matrix:

» Ym) (10)

where v; is a binary variable and y; = 1 iff meter i € ¢y4.

Secondly, the attack should not be detected by the bad data
detector. Based on (5), the new residual becomes 7 = r+ (I —
K)a. Based on triangular inequality,

Vv = diag(Yy, ...

7l rl2+ 1 I =Ka 2 (1)

Here we introduce a parameter ¢, such that || (I — K)a ||% <e.
The smaller ¢ is chosen, the less likely the attack will be
detected. In the extreme case when ¢ = 0, the attack becomes
unobservable [5].

B. Objective of Attacks

The objective of the attack is to maximize revenues from the
real-time electrical market. From the end of Section II-B, we
can see that the generator at bus i receives revenue ki(lsi —P7)
in normal situation. We analyze X; and P — P} separately.

First, from (6) and (8), it suggests that given a shift factor
matrix §, the real-time LMP A depends only on the ISO’s
congestion pattern observation [11], i.e., C. Meanwhile, since
the ISO determines C through the estimated branch flows f
as in (7), and f are solely determined by the power injection
measurements within Z as in (3), therefore, we can see that
Z, f R C and real-time LMP A form a Markov chain, such that
given a tuple of (a, z, §), there is a single corresponding A. In
other words, the LMP X is essentially a function of (a, z, S).

Locational Marginal Price Simulator

a,z,S| Acquire flow estimate by (3), li Determine congestion
i tess g E by (7)
f=8Znj=S(zin*+ain) pattern y
Dual L c
A Fori=1,2,...,n, variables . A

<—r Acquire LMP %; by (8) Solve (6), using S, C
Fig. 1. Locational Marginal Price Simulator A(a, z, S).

So from now on, we denote LMP as A(a, z, S). We abstract
the complex routine of A(a, z, S) as a simulator, and the flow
chart of the simulator is shown in Figure 1.

Second, since the estimated power generation in real-time
stage should match the optimal dispatch in day-ahead stage
under normal situations [5], [6], then according to equation (4),
for each bus i,

Pi— P} =Ki(z+a) — Pf =Kia (12)

where K; is the corresponding row in matrix K to generation at
bus i. Therefore, assume the attacker wants to make revenues
from generations at buses within a target set B. Then the total
revenue from attack vector a is:

V(a) = Z Ai(a, z, S)Ka.

i€B

13)

C. Construct Attacks Against Real-Time Electrical Market

From all the above, the problem of constructing data
integrity attacks against real-time electrical market can be for-
mulated as a simulation-based global optimization problem P1:

(P1): max V(a) =Y _ Ai(a.z S)Kia (14)
“ ieB

st. a=We, VceR" (15)

I (I —K)a|3<e. (16)

D. Remarks

To solve P1, several facts are worth pointing out.

First, the objective function of P1 is based on complex
simulator process in Figure 1. Only function values are
available and there is no algebraic model to analyze differ-
entiability and Lipschitz condition. Therefore, derivative-free
optimization methods have to be employed [16]. The selec-
tion of optimization solvers is out of the scope of this
paper.

Second, as in (3), (4), (6), (11), (13), the attacker will need
the following knowledge to solve P1 accurately:

e 1) The meter measurement z.

e 2) The elements of matrix H, S and K.

The elements of matrix H, S and K depends on the
detailed knowledge of network information, including net-
work topology and branch parameters, such as the exact
position of circuit breaker switches, transformer tap chang-
ers and power line admittances, etc. In fact, in any given
power network, the network information is huge and highly
secured, and these information could be dynamic since the
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topology can be reconfigured in both normal situations and
contingencies. Therefore, it is rather difficult for the attack-
ers to achieve complete awareness of network information in
practice.

IV. ONLINE CONSTRUCTION OF DATA INTEGRITY
ATTACKS WITHOUT NETWORK INFORMATION

In this section, we consider the strategy to construct data
integrity attacks without network information, in other words,
when matrix H, S and K are unknown to the attacker. Only
real-time measurement data stream z are known to the attacker.
By examining P1, we can see that the attacker need to specif-
ically deal with | (I — K)a ||%§ & in the constraint, and
Ai(a, z, S) and K;a in the objective.

A. Constraint || (I — K)a ||§§ 3

The constraint || (I — K)a ||% < & determines whether or not
the attack can be detected by the bad data detector. Since K is
unknown, to safely launch an attack, the attacker would need
to consider the extreme case of constraint || (I — K)a ||%§ g,
which is when ¢ = 0. In other words, if we could construct a
vector a which has || (I — K)a ||%= 0, then such an a would
always satisfy the constraint and the bad data detector can
never detect it. Note from (4) that when @ = Hv, Vv € R",
we always have | (I — K)a ||%: 0. This is the so called
unobservable attack [5]. Therefore, to satisfy the constraint,
we just need to construct a vector a, which always lies in
R(H), the column space of matrix H. The last question would
be how to determine RR(H) when H is unknown and even
dynamic?

Inspired by [17], we can directly estimate and track the
subspace R(H) using the measurement z. Let z; denote the

measurement vector at each time ¢, from (1):
2t :th+et (17)

To estimate R(H), at each time 7, we aim at minimizing the
following loss function,

t
J; = arg min Z o i (J),
JGRmXVl [:1

(18)

where forgetting factor 0 < p < 1 controls the memory and
tracking ability, J is the estimated subspace with rank n since
H is always full rank, and

ui(J) = min|| @ — I3, i=1.....1 (19)
Note for all row h =1, 2, ..., m, the objective function can
be rowwise decomposed [18] as J; = [J], /5, ... LI
t
J! = arg min Z p’_i(zi(h) — xiTJh)2
I =
= I+ (2 =77 () (20)
where W' = pwi—! 4 x,x,T and § means pseudoinverse.

Equation (20) is the classical formulation of Recursive Least
Square (RLS) estimation with forgetting [19]. The subspace
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Algorithm 1 Subspace Estimation and Tracking for R(H)
1: Input: A sequence of real-time measurements z;,t =
1,2,....
2: Initialize: An m x n random matrix Jy, and a diagonal
matrix (W0)" =681,8 >0
for t=1,2,... do
Xy = (J,T_lft—l)_l-],T_IZt
B =14 p~ '/ (W hTx,
of = pfl(Wlfl)fx[
WHT = p=tw=hHT — (gH 1! ("
for h=1,2,... ,m, in parallel do
Ty =T+ @) — X T HW
10:  end for
11:  Form J; as J, = [J}, J5, ..
12: end for

R A A

LI

Algorithm 2 Estimation for Shift Factor Matrix S
1: Input: Attack vector a, A sequence of real-time measure-
ments z;, t = 1,2, ....
2. Initialize: A diagonal matrix (W°)" = 61,8 > 0
3. for t=1,2,... do
4 B=1+p @) TWhHTZ

in®

5: ol = pfl(Wtfl)fzgn

6: (Wt)'i‘ — p—l(Wt—l)T _ (ﬂ’)_lat(a’)T

7. for j=1,2,....1, in parallel do

8: Si =871+ (&) — @TSTHWwHTe,
9: end for

10:  Form S, as S; =[S, 85, ..., $1";

11: end for

estimation and tracking process for R(H) is solved in
Algorithm 1.

B. Objective Aa, z,S)

To calculate A(a,z,S), the attacker should figure out the
unknown matrix S. Assume z contains all the branch flow
measurements and power injection measurements at all buses.
Based on (3), let [/ denote the number of branches, for a par-
ticular branch flow measurement z¢(j),j = 1,2, ..., in z7, at
each time ¢, we have:

. T
() = (2,)" Sj + e 21
where S]’- is the jth row of matrix S at time t. Therefore, we
can also estimate SJ’- through RLS with forgetting:

t
. . . . . T 2
= argmin 3 (400 - (4)'S)
i =1
_ . T ot
— s 4 (z}( D) 1)(W’)Tzfn 22)
where W' = pWw'~! +Z§n (zﬁn)T. The process of estimating S is
summarized in Algorithm 2. Sy is initialized as a random [ x n
matrix. Therefore, to calculate A(a, z, S), at each time ¢, the
attacker first get S; from Algorithm 2, then invoke simulator
Aa, zs, Sy) as in Figure 1.
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C. Objective K;a

From (4), when H is unknown, K is unknown, so we cannot
calculate Kja directly. However, the following Lemma 1 shed
some light on the method to tackle this problem.

Lemma 1: K in (4) is an orthogonal projector onto R(H).

Proof: Suppose b € R", and let b = H} be the orthogonal
projection of b onto R(H). Then the residual r = b b=
b — Hx is orthogonal to R(H), hence, it is orthogonal to each
of the columns of H. As a result, we have:

H'(b—HX)=0 = H'Hi¥=H"b
— x=H'H)'H"b — Hi=HH"H)'Hb
— b=HH"H) 'H'b = Kb (23)

Therefore, K is an orthogonal projector onto R(H). |

Based on Lemma 1, we present the following theorem to
calculate K;a when K is unknown.

Theorem 1: Let matrix K = HHTH) 'HT, where H €
R™" with full rank n. Suppose there is another matrix J €
R™™ also with full rank n, and R(J) = R(H). Define matrix
K’ as:

K =", 24)
then K = K'.
Proof: Since R(J) = R(H), then:
VxeR", dyeR", st Hx=Jy. (25)

Based on Lemma 1, matrix K’ is also an orthogonal projector
onto R(H). Therefore, for any u € R™, we can have:

u=Ku+r, u=Ku+7r (26)
where Ku, K'u € R(H), and residual r, r’ are orthogonal to
R(H). So,

(r—r)" (Ku - K'u) =0 27)
Since r = u — Ku, ¥ = u — K'u, we further have:
(K'u — Ku)" (Ku— K'u) =0 (28)

which means for any u € R™, we have Ku = K'u. Then the
orthogonal projector must be unique and K = K. |

Therefore, at each time ¢, the attacker can construct K’ =
J:(JTJ)~1JT using J, generated from Algorithm 1, then use
Kla to replace Kja in the objective.

D. Summary

Based on Theorem 1, we can replace constraint || (I —
K)a |3< & with || (I — K')a ||3< &. Therefore, the problem of
attack construction without network information is formulated
as P2:

(P2): max V(a) =Y Aila.z S)Kja; (29)
“ ieB

st. a=Wce, VYceR" (30)

I (I-Kal3<e 31)

Algorithm 3 Online Construction of Data Integrity Attacks

Against Real-Time Electrical Market
1: Input: A sequence of real-time measurements z;,! =

1,2,....

2: Initialize: Launch Algorithm 1 and Algorithm 2;

3. for t=1,2,... do

4:  Get J; from Algorithm 1 and S; from Algorithm 2;

it | Ji—Ji1 lIF<vand || S;— S [[F< v then
Construct K" = J,(JIJ;)~'JT, update P2 objective;
Update the constraint || (I — K)a [|3< & in P2;
Solving P2 using derivative-free  optimization
method. (In search process, evaluations of objective
function invoke simulator routine A(a, z;, Sy));

9: Based on solved vector a, modify the measurements

of corresponding meters in 4;
10:  end if
11: end for

5
6:
7:
8

The attack construction process at each time ¢ is summarized
in Algorithm 3, where v is a small constant.

V. COUNTERMEASURE

In this section, we present the online defense strategy
against the previously proposed attack. The defense strategy
consists of two components: the attack detection component
and the attack identification component. The detection compo-
nent is responsible for indicating the existence of the attacks,
and the identification component will be invoked afterwards to
further identify the set of malicious meters. Only the real-time
data streams of meter measurements are needed and no extra
meter hardware investment is required.

A. Attack Detection

From the perspective of system operators, since the network
topology and parameter information are highly secure in con-
trol center [13], they are the trustworthy baseline that can be
employed to detect attacks. Note the shift factor matrix only
depends on the network topology and parameter info, such that
the matrix known to the system operator should be accurate
at all times. We denote the true shift factor matrix as Sye.
Meanwhile, as shown in Algorithm 2, the shift matrix can
also be derived from the power flow measurements. Therefore,
to detect the attack, the system operator could derive a cor-
responding shift factor matrix S from a series of collected
measurements z, then a discrepancy between the derived shift
factor matrix S and the Sirue at hand will trigger an alarm to
indicate the attack.

Specifically, suppose the control center collects a series of
real time measurements z, which could be the manipulated
measurements. Similarly as in (21), let / denote the number of
branches, for a particular branch flow measurement z¢(j),j =
1,2,...,1in Z, at each time ¢, we have:

2 = (2,) S+ e (32)
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where 5’; is the jth row of matrix S at time 7. As a result, we
can also estimate S’j’ iteratively through RLS with forgetting:

t
~ . —if =i/ =i VT 2
S]t_ — arg~m1n Z pt l(Z}(J) - (Z;‘n) Sj)
S i=1

=5+ (B0 - @)W, 6

r __ 1—1 =t (st \T : :
Note W = pW"™ +Z,Z,)", and its pseudoinverse can be
recursively updated as:

(WZ)T _ p—l(Wt—l)T . (ﬂ[)—lat(at)T (34)
where

1yt T (oi—1\ T~ _ 1\ e
B=1407 @) (W) Fet =7 (W)
Then derived shift factor matrix at time 7 can be formed as:
S =18, 85, ....80".

After S is derived, the discrepancy can be calculated as:
 ISiue = SlF
”Slrue”F

(35)

(36)

Then if the discrepancy y is greater than a tuned threshold
k, an alarm would be triggered and the attack identification
process will be invoked.

B. Attack Identification

To further identify which measurements have been manipu-
lated, suppose the control center collects a series of N real time
measurements at continuous time stamps zZ;,t = 1,2,3..., N
and construct a m-by-N matrix Z by columnwise stacking these
measurement vectors together. From (9), we have:

Z=7Z+A (37)
where Z = [z1,22,...,2n] 1s the matrix containing nor-
mal measurements and A = [aj,ds, ..., an] is the matrix

containing all the attack vectors. It is known that power
system measurements change gradually in continuous time
interval [20], rendering Z typically low rank. Meanwhile, since
the attacker usually can only modify a limited number of meter
measurements, such that matrix A tends to be sparse [21].
Therefore, the normal measurements and attack vectors can
be recovered from:

(P3): 1}11/? I Z s+ llAlll st. Z=Z+A (38)

where || - ||« denotes the nuclear norm, w is a regulariza-
tion parameter. The problem P3 is the well known sparse and
low-rank matrix decomposition problem [22]. As long as we
can recover sparse matrix A, then based on its rows that con-
tain nonzero elements, we can identify which measurements
have been attacked. As suggested by [23], P3 can be solved
by employing Alternating Direction Method of Multipliers
(ADMM) algorithm. The Lagrangian function of P3 is:

L(Z,A Q) =Z s+l Al HQ.Z—Z—A)

122 ~
+S I Z-Z-Al; (39)
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where p is positive number, Q is the Lagrangian multi-
pliers, and (-) denotes the Frobenius matrix product. For
each iteration k = 1,2,3,... until convergence, Z is firstly
updated as:

Zip1 = UP L {D}VT (40)
i

where U, D, VT are the singular value decomposition of matrix

(Z — A + LQp). and the operator P,{b} is an elementwise

applied soft thresholding function defined as:

P,{b} = sign(b) - max{|b| — a, 0} 41
Secondly, A is updated as:
- 1
Apt1 = Po {Z —Zp1 + ;Qk} (42)
Finally, the Lagrangian multiplier Q is updated as:
Okr1 = Ok + 1(Z = Zjy1 — Ap1). 43)

C. Summary

From the above all, the procedure of online defense against
data integrity attacks is illustrated in Algorithm 4. The attack
detection process is monitoring the system using real-time
measurement data stream all the time. Once an attack is
detected, the attack identification process is launched to
identify the potential malicious set of meters {4. Then the
measurements from meter set {4 will be removed from the
measurement data stream used by the attack detection pro-
cess. This procedure iterates until there is no attack indicated
by the attack detection process. So is initialized as a random
[ x n matrix, and « is a tuned constant. N is the measurement
buffer size, which determines how soon the system is able to
identify the malicious set of meters after an attack is detected.

VI. EVALUATION

In this section, we evaluate our proposed attacking strategies
through IEEE bus benchmark system [24] with both syn-
thetic data and real load data streams from the New York
Independent System Operator [25]. All the numerical simula-
tions are conducted in Matlab platform with software packages
including @ MATPOWER and patternsearch solver in Global
Optimization Toolbox.

A. Attack When Network Info Is Known

In this part, we examine the performance of P1 through
IEEE14 bus system (14 buses and 20 branches), in which
the network information is known. In this case, we use
the synthetic load data that comes with MATPOWER. All
power injection measurements and power flow measurements
(in both directions for each line) are employed, such that
m = 54,n = 14. We first examine the functionality of LMP
simulator. Since the LMP at all buses totally depend on the
congestion pattern, we directly plot the LMP under differ-
ent congestion patterns in Figure 2(a). The congestion pattern
includes the ID of branches whose power flows exceed the
security limits. One interesting fact is that different congestion
patterns could result in the same LMP at a particular bus,
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Algorithm 4 Online Defense of Data Integrity Attacks Against
Real-Time Electrical Market
1: M is the set of all measurement meters.
2: Input: A sequence of real-time measurements Zz;,t =
1,2, ... from meter set M.
3: Initialize: A diagonal matrix (W®)" = 61,8 > 0,k = 0.
4: for t=1,2,... do
Bl =1+p7 "G WHTZ,
6 ol =p t(WhHiz
7 (Wt)f — p—l(Wt—l)T _ (,Bt)—lat(at)T
8
9

W

f0r~j=1,g,. ..,1, in parallel do ~
LS =5 G - @TSTHw)TE,
10:  end for

11:  Form Sj, as S, = [5”1, s, ...,S‘;]T;

12 if BS=tE <) then
1S:—1llr = ~

13: Calculate y = %

14: if y > « then "

15: (Concurrently start a separate and independent
identification process as following.)

16: Formulate matrix Z by columnwise stacking most
recent N measurements;

17: Initialize Zg = 0, Qo =0, u = ﬁ, and w =

18: while not converged do

19: Update Ziy1, Ag+1 and Q41 as in (40)-(43);

20: k=k+1;

21 end while

22: Based on the rows containing nonzero elements
of recovered matrix A, assign the corresponding
meters to the malicious set 4.

23: Update set M as M =M \ &a4.

24: Go to step 2.

25 end if

26:  end if

27: end for

Maximum Revenue ez
= 3500
. I3 3
= “° o 300
= 4 g v
p " @ 2 2500
g 3 R &
%?/ Frg - £ 2000
§ Congestion Pattern (6) --%-- E 1500 7
o0 Congestion Pattern (1,12,19) &~ H
_Congestion Pattern (3,4,7,9,15,17) £ = 00
" tion Pattern (2,5,7,9,13,14,16,18,20) Vzm %

12 3 4 5 6 7 8 9 10 11 12 13 14
Bus No.

s s 0
Number of Compromised Meters

(a) LMP at buses in different conges-
tion patterns

(b) Maximum revenues with different
numbers of compromised meters

Fig. 2. Data Integrity Attacks in IEEE 14 Bus system.

e.g., the LMP at bus 4 are the same in the last two congestion
patterns, both of which have branch 7, 9 congested, and are
incident with bus 4.

Then we demonstrate the optimal attack vectors in P1 when
different number of meters are compromised. Table I lists the
optimal attack vector a against IEEE14 system under dif-
ferent size of ¢4. The notation (p,q) denotes the nonzero
entries of vector a, and p is the index and ¢ is the value.
The corresponding maximum revenues under optimal attack

TABLE I
OPTIMAL ATTACK VECTOR a AGAINST IEEE14 WITH
DIFFERENT SIZES OF {4

size of (4 | optimal attack vector a

2 (0,63.0),(2,34.4)

4 (0,65.1),(2,32.0),(14,48.5),(34,-64.0)

6 (0,69.3),(2,32.0),(3,-48.0),(14,-48.0),(15,32.0),(34,-64.0)

8 (0,79.0),(2,32.0),(3,-32.0),(4,-48.0),(5,32.0),(14,52.3),(15,32.0),(34,-64.0)

10 (0,103.0),(2,32.0),(3,-48.0),(4,-64.0),(5,32.0),(14,68.0),(15,34.0),(17,32.0),
(34,-64.0),(35,-33.0)

vectors are given in Figure 2(b). We can see that the number of
compromised meters has a significant impact on the revenues.

B. Online Attack Construction: When Network Info
Is Unknown

In this part, we examine the performance of P2, in which
the network information is unknown. Both IEEE14 bus and
IEEE118 bus system are employed.

1) Data Preparation: For 1IEEE14 bus system, we incor-
porate the real-time load data streams from the New York
independent system operator (NYISO) during a 48 hour
period (10/01-10/02) in 2015. In NYISO, there are 11 load
regions (CAPITL, CENTRL, DUNWOD, GENESE, HUDVL,
LONGIL, MHKVL, MILLWD, NYC, NORTH, WEST). The
load data are recorded for each region every 5 minutes.
Therefore, for each region, there are load data at 12x48 = 576
continues time instances. Meanwhile, since there are exactly
11 load buses with IEEE14 bus system, the NYISO load
data at each region can be directly mapped to each load bus
in IEEE14 and generate 576 corresponding real-time mea-
surements z;, ¢ = {1,2,...,576}. Specifically, the following
procedures are performed [26]:

o Map each load bus of IEEE14 bus system with one region

of NYISO based on Table II.

o Calculate ratio of the total loads from NYISO to the total
loads of original IEEE14 buses system. Then divide each
NYISO region load by the ratio and assign the resulted
load to each load bus within IEEE14. The generation
capacity in IEEE14 is not changed.

e Solve the system state x; using power flow calcula-
tions based on the new loads and generate corresponding
measurement z; by the IEEE14 model.

For IEEE118 system, we leverage synthetic data generated
from Monte Carlo simulation. In each Monte Carlo run, we
use nonlinear state estimation model to generate measurement
vector at each time instance. State vectors at different time
instances are assumed to be independent and identically dis-
tributed Gaussian random vectors with the mean equal to the
operating states given in 118 bus data sheet.

2) Performance of Algorithm 1 and 2: To evaluate
Algorithm 1 and 2, we use normalized errors to examine the
performance of estimations for subspace R(H), matrix K, and
S, which are defined as 1U=/eIHlr 1K' “Kir g 15=Sir

’ X ) 1Hlr > IKlE (NI
respectively. Meanwhile, to evaluate the performance of pro-
posed algorithms in dynamic topology scenarios: For IEEE14
system, we disconnect bus 4 and bus 5 at time instance 200,
and reconnect them at time instance 400. For IEEE118 sys-
tem, we disconnect bus 15 and bus 33 at time instance 200,
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TABLE 1T
MAPPING BETWEEN NYISO REGIONS AND IEEE 14 BUSES

Region Name CAPITL | CENTRL | DUNWOD | GENESE | HUDVL | LONGIL | MHKVL | MILLWD | NYC | NORTH | WEST
IEEE14 Bus No. | 2 3 4 5 6 9 10 11 12 13 14
W 5000 6000
% Normalized error of subspace — S 100 Normalized error of shift factor S — = Maximum Revenue with network info. —— = Maximum Revenue with network info. ——
. x
I3 °© Normalized error of matrix K - £ 5 \ % 4500 - aximum Revenue without network info. - % 500 Fjaximtm Revenue without network info. -
2 9 RARAIL LA e S R Y f
il ol g [ |
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B0 ° g g“” — .ug; 3500 _ué 3000
5" = ¢ g ]
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2 0 aw 300 400
Time Instance Index Time Instance Index

(a) Subspace and matrix K estimation (b) Shift factor S estimation error
error

Fig. 3. Normalized error of estimation in IEEE 14.
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Fig. 4. Normalized error of estimation in IEEE 14 with dynamic topology.
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Fig. 5. Normalized error of estimation in IEEE 118.
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Fig. 6. Normalized error of estimation in IEEE 118 with dynamic topology.

and reconnect them at time instance 400. Figure 3-6 show the
normalized errors as the time goes in both cases. We can see
that the algorithms are more sensitive to the topology changes
in a smaller size of power system, in which the peak error will
be larger but can be reduced more quickly.

3) Performance of Algorithm 3: We evaluate the perfor-
mance of Algorithm 3 from the perspective of attackers to see
how much revenue can be generated. Since there will be errors
in the constructions of R(H), matrix K, and S, the bad data
alarm is likely to be fired when the optimal attack vector from

o 100 500 o 100 500

200 300 400
Time Instance Index

(b) & = threshold/2

200 300 00
Time Instance Index

(a) € = threshold

Fig. 7. Real-time revenues with different ¢ in IEEE 14.

P2 is applied. Therefore, from the attacker’s point of view,
choosing the value of parameter ¢ in P2 would be critical.
In IEEE14 system, the 0.05 significant-level bad data detec-
tor employs a chi-square distribution threshold = Xr%z—n,0495 =
x524_ 14.0.95- We present the corresponding real-time revenues
under different ¢ in Figure 7 by employing the real load data
from NYISO. The size of ¢4 is 10. In both cases, we plot
the maximum revenues with known network information as a
reference. When the network information is unknown, we can
see that the revenues curve will start at a time point around 50
instead of 0. This is because in Algorithm 3, the normalized
error of R(H), matrix K, and S can only become less than
v = 0.01 until it collects certain amount of measurements.
More importantly, the revenue curve is not continuous. The
missing points in the curve are the time instances when the
bad data alarm is fired due to the attack vector from P2. In
that case, no revenue can be generated by the attacker. It can
be seen that when ¢ is reduced from threshold/2, more time
instances can generate revenues but the value of revenue is
decreased correspondingly. Also note in the case when there
is a load forecasting error in day-ahead market, from equa-
tion (12), since the error only adds a constant error term in
final calculated real time revenues, so there will just be a ver-
tical displacement in the profit curve compared with the one
without forecasting error.

C. Countermeasure

In this subsection, we present the evaluation of counter-
measure, which consists of both attack detection and attack
identification in Algorithm 4.

1) Attack Detection: For the attack detection, correspond-
ing to the two attack scenarios in Figure 7, we plot the resulted
detection value y when using both normal measurements and
corrupted measurements in Figure 8. We can see that when
the attack starts to generate revenue and cause data corruption,
there would be a significant increase in value y compared to its
value in normal case. Therefore, using value y can effectively
indicate the existence of attacks.

2) Attack Identification: To evaluate the performance of
attack identification, we examine true positive rates and false
alarm rates of malicious meter identification when different
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Fig. 9. Attack identification with different measurement buffer size.

measurement buffer size N are employed. The measurement
buffer size N determines how quickly the system would begin
to identify the malicious meter sets after an attack is detected.
From Figure 9, we can see that the buffer size N neither can
be too small nor too large, which would result in either a high
false alarm rate or a poor true positive rate. A good trade off
would be 96 in this case, where the formulated matrix Z have
slightly more columns than rows.

D. Online Computational Performance

The Algorithm 1, 2, 3, and 4 are computationally inten-
sive. Since the real time measurements are usually published
every few minutes (5 minutes in PJM), our algorithms should
be fast and responsive enough to adapt to the data genera-
tion speed. We evaluate the these algorithms within in Matlab
2013, on our testing machine (64 bits HP desktop with Inter(R)
Core(TM) 17-5500 CPU@2.40GHz and 8GB memory). The
cputime function in Matlab is employed to track the execution
time. When receiving a new measurement vector z, the aver-
age time needed (seconds) to estimate R(H) (Algorithm 1),
estimate shift factor matrix S (Algorithm 2), calculate attack
vector a (Algorithm 3), and detect and identify corresponding
attack vector a (Algorithm 4), in both IEEE14 and IEEE118
bus systems, are listed in Table III. From the table, we can
see that due to the application of derivative-free optimiza-
tion solver, the computation time increases significantly as the
size of power network increases. However, in case IEEE118,
Algorithm 3 is still responsive enough to generate the attack
vector in real time. Moreover, since Algorithm 4 requires the
buffering of several measurements before starting, it would be
able to meet the online operation requirement.
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TABLE III
COMPUTATIONAL TIME OF ALGORITHMS 1-4 IN SECONDS
Case Algorithm 1 | Algorithm 2 | Algorithm 3 | Algorithm 4
IEEE14 bus 0.0013 1.8989¢-04 17.7542 33.4870
IEEE118 bus | 0.0102 0.0027 101.546 219.772

VII. CONCLUSION

In this paper, we present online data integrity attacks against
real-time electrical market. The online attack construction
strategy is proposed when the attacker has no knowledge
of power network information and our results show that the
attacker could generate a fair amount of revenues through data
integrity attacks. A corresponding online countermeasure is
also presented to detect and identify the attacks. Exploring
the properties of the measurement time series in state estima-
tion gives a new perspective of security analytics for Smart
Grid system. Future work would further address the situation
when system topology is dynamic and the collected topology
information is erroneous.
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