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Abstract— Anonymous monitoring of transmissions
in a wireless network by eavesdroppers can provide
critical information about the data o wsin the network.
It is, therefore, necessaryto design network protocols
that maintain sectecy of routes from eavesdroppers. In
this work, we presenta mathematical formulation of
route secrecy when eavesdroppers obsewe transmission
epochs of nodes. We propose a scheduling technique
to provide complete secrecy of routes, and based on
that, characterize achievable rate regionsfor two hop
source destination pairs with a commonrelay under two
PHY models: transmitter directedand recever dir ected
spread spectrum signaling. The resultsare also extended
to the casewhen an additional constraint on packet loss
is imposed.

Index Terms - Network Security, Secrecy Multiple
Access,Packet Loss.

I. INTRODUCTION

Wirelessnetworks are proneto anorymous moni-
toring by eavesdropperswho wish to gain valuable
network information, namelysource-destinatiopairs
and data o ws. Equippedwith this knowledge, it is
possiblefor maliciousadwersariesto then target spe-
ci ¢ routesfor intrusionor jamming.Active intrusion
attackscan be counteredby sophisticatedintrusion
detection mechanisms.On the other hand, passie
monitoringdoesnot affect the network operation,and
is not possibleto detect. It is, therefore,necessary
to modify the network protocols,so that information
aboutdata o ws or source-destinatiomairs are not
traceableby earesdroppersnonitoringnodetransmis-
sions.

The inferenceof routing information from moni-
tored transmissionsknown astrafc analysisattack,
is donein a variety of ways. The earesdroppercan
identifya o w of trafc by correlatingpaclet contents,
paclet lengthsor transmissiorepochsacrossmultiple
nodes. Encrypting and random padding of bits are
some measuresadoptedto remove the correlation
of contentsand lengthsof paclets acrossnodes.In
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this work, we are interestedin the designof secure
transmissiorschedulego prevent inferenceof routes
by trafc analysis.

In the absencef an earesdropperthe transmission
scheduleof relaying nodes are dependenton the
arrival of paclets, subjectto the delay requirements.
When transmissionsare monitored,however, it may
be necessaryo decouplethe transmissiorscheduleof
the nodesfrom the actualtrafc ow to prevent ow
correlation. For delay sensitve trafc, this may not
be possiblewithout reducing network performance.
In particular the design of such scheduleswould
require transmissionof dummy paclets and could
alsoresultin paclet drops.lt is, therefore,necessary
to characterizethe achiezable network performance
undersecreg constraints.
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In this work, we considerthe problem of secreg
for a one-hopmultiplex relay as shawvn in Figure 2.
In particular we characterizethe set of achievable
relay rates, when paclets are subjectedto a strict
delay criterion undertwo PHY models: transmitter
directed and recever directed spreadspectrumsig-
naling. We provide transmissionschemeso prevent
o w correlationandshav that asthe delayincreases,
the achievable rate region convergesto the optimal
region. Furthermorewe also presentachievable rate



regions when an additional constrainton paclet loss
is imposed.

A. RelatedWork

A countermeasuréo trafc analysisattackswas
rst provided through the notion of Mix-net by
Chaum[]. A Mix is an intermediatenode that re-
encryptsand reorderspaclets from multiple sources
to preventmatchingof sourceanddestinatiorstreams.
Theideahasbeenusedeffectively in providing anory-
mouscommunicatiorfor internetapplications[2, [3],
[4], [3]-

For wireless networks without delay constraints,
independentandomtransmissiorschedulesvereused
in[6] to prevent o w correlation.The useof random-
ized routes as a countermeasurdo trafc analysis
attackshasbeenconsideredn [7], [8]. For low lateny
networks, it hasbeenshavn in [9] that simplemixing
techniguesare not effective to prevent correlationof
transmissiorepochs.Their proposedsolution utilized
the idea of transmitting dummy paclets to make
departureepochsidentical irrespectve of the ows.
The idea of having x ed transmissionschedulesn-
dependenbf routeshasalsobeenconsideredn [10],
where the authorsgive boundson the performance
lossincurreddueto the secreg constraints.

The theoreticalframevork for secreg in this work
is motivated by the notion of equivocationdeveloped
by Shannonin [11]. The secreg constraintwe con-
sider is a special case of Shannors equiocation,
known as maximumsecreg[12], whereinthe obser
vationsprovide zeroinformation aboutthe source.

Il. PROBLEM SETUP
A. De nitions

Let the network be representedy a graphG =
(V;E), whereV is the set of nodesand E is the
set of links betweenpairs of nodes.A link (A; B)
belongingto E denotesthat node B can listen to
the transmissiongrom A andvice-versa.Let Y, =
fYa(1);Ya(2); g denotethe time instants(knovn
as departue epots at which A transmitspaclets.
Thetransmissiomate Ta of anodeA is de ned asthe
averagenumberof paclets per unit time transmitted
by A. In otherwords,

. n
Ta = nIlllm AOE

Packets from sourcenodesare routed throughin-
termediaterelays before they reachthe destination.
In general,the tasks carried out by a relay can be
multi various;it canchooseto decodeand re-encode
blocksof paclets, it canrelay unalteredpaclets after
a randomdelay or it canre-orderthe paclets before
transmissionRe-encryptiorandpaclet paddingoccur
at every node/relayto prevent ary content based

correlation.We areconcernedvith the kind of trafc,
whereineachpaclet needgo berelayedwithin a x ed

delayconstraint . We restrictthe tasksof a relay to

paclet-reorderingandtiming perturbationDepending
on its transmissionschedule a relay picks departure
epochsfor the arriving paclets such that the delay
constraintis satis ed. A paclet that is not relayed
within  time units after arrival is dropped.A formal

de nition of arelay function is given asfollows.

Let Ya = fYa(1);Ya(2); ;Ya(n)g represent
the departureepochsof paclets from A and Yg =
fYs(1);Ys (2); : Yg (n)g representthe departure
epochsof pacletsfrom B. A 1 1 relay mapis an
algorithm that picks a subsequence’; of Y5 and
an equal length subsequencé’§ of Yg such that
8i;0 YE(i) Yi()

If jYaj = n andjYzj = k(n), thenthe relay rate

(M) ofthel 1relaymapM is givenhby

k(n) .
YR (k(n)
Therateof arelay mapis dependenon the transmis-
sion ratesof the nodes.

A single node can sene as a relay to multiple
sources. An m 1 relay map is an algorithm that
picks subsequence¥y ;Yz,; ;Ya, from depar
ture epochsof m nodesAq; ;A and a subse-
quenceYg from the departureepochof therelay node
B suchthat

1) jvgi= L YR

2) Let Y bethe sequencdormedby the concate-

natingYZ ; ;YR andorderingthe epochs
in ascendingorder Then,

T onn

8i  jY®;0 Yg(i) YS(i)
An m 1relay mapis associatedvith a relay rate
vector (M) =( 1; ; m) Whichis givenby

o ki(n) .
M VE ()

wherek;(n) = jYR.j.

B. MediumAccessConstaints

Nodes in a wireless network share a common
channeland transmissionsare susceptibleto fading
and interference Dependingon the PHY model, the
ratesof transmissionare subjectedto somemedium
accesgonstraintspeci ed by a region of ratevectors
C. If thetransmissiorratesof the nodesbelongto C,
the paclets are receved successfullyat the receving
node.To this extent, we considerntwo differentspread
spectrumsignalingmodels: transmitterdirectedand
receiverdirectedspreadingsequences.

Transmitter Directed Spreading Sequences Each
transmitting node in a sharedchannelusesan or-
thogonalspreadingcodeto transmitits paclets. The
constraintson transmissionrates for the nodesare
thereforeindependentin other words, for a set of



nodesAq; ; An, themediumaccessegionis given
by
C=1(Ta,; i Ta, Ta, Ca,;i=1; ;ng:

ReceiveDirectedSpreadingSequencesThenodes
transmittingto a common node/relayuse the same
spreadingsequenceEach receving node hasan in-
dependentrate constraint. The sum-rate of nodes
transmittingto a single recever is thereforebounded
by a maximumvalue. If nodesAi; ;Ap transmit
pacletsto nodeB, the region Cis given by

X

C= f(TAl; ;TA TAi CBg:

C. Sececy

As mentionedearlier by correlating transmission
epochsfrom multiple nodes, the earesdroppercan
obtain information about routeswithin the network.
The goalis, therefore to schedulgransmissionso as
to maximizethe secreg of the routeswith respecto
the eavesdropper

Secreg can be formally de ned as follows. Let
A= A1 Ay ;Axg be a setof nodesand F
2% denotethe set of all orderednode-pairsin A
(Fj=jAi (jAj 1)). Sincetransmissiongrom nodes
not physically connecteccan be correlatedto infer a
o w, it is necessaryo considerall possiblenode-pairs.
During a given session,the set of node-pairsin F
thatrequirenon-zerorelayrateis denotedby the ow
vectorF 27 . We de ne A to have completerelay
sececyif the transmissiorepochsof the nodesin A
andF areindependentin otherwords,theconditional
distribution

p(YAl;YAz; ;YAkjF): p(YAl;YAz; ;YAk):
1)

If for ary ow vector F, the joint distribution of
transmissiorepochss unalteredthenit is impossible

to infer the o w to ary degreeof accurag.

D. Acdhievable Rates

A rate vector R =
a set of node-pairs with common relay
f(A1;B);(A2;B); ;(Am;B)g is an achievable
rate vector, if there exists a conditional distribution
P(Ya,;Ya,; ;Ya,jF) andanm 1 relay map
suchthat following conditionsare satis ed

1) The transmission rate

fTa,; Ta,; i Ta, : Te g satisfy the medium
accessonstrainty4).

2) For every realization(Ya,;

i(M)

3) fA1; ;Am;Bg have completerelay secreg.

In the following section,we presentan achievable
rate region for the special case of providing relay
secreg for anm 1 multiplex relay (Fig. 3), wherea
singlenoderelayspacletsfrom m nodes.The results

(Ry; ;Rm) for

i Yan )

Ri;i=1, ;m:

Fig.3: m 1 Relay

are presentedor the two PHY modelsdiscussedn
SectionlI-B.

I1l. RATE REGION

In the absenceof an earesdropperthe o w-rates
achiezablein a network canbe obtainedpurely from
the topology and medium accessrestrictions.In the
presenceof eavesdropperhowever, the secreg con-
dition imposesadditionalconstraintswvhich canlower
the achievablerates.

The secreg condition in (1) indicates that the
distribution of transmissiorepochsareindependenof
the o ws. A specialcaseof this conditionis when,the
transmissiorscheduleof eachnodeis dravn from an
independendlistribution andthe maiginal distributions
are not dependenbn the o ws. In otherwords, for a
setof nodesAq; DAk

P(Yas  5YadF) = p(Ya)p(Ya,)  P(Ya,):

Statisticalindependencef departureepochsis a suf-
cient condition to ensurerelay secreg. In general,
it may be possibleto design schedulessuch that
the transmissiorepochsare not independentand yet
guaranteeelay secreg. The notion of ow indepen-
dentscheduledhasalso beenconsideredn [10], [7],

whereinthe transmissiorschedulesvere x ed apriori
irrespectve of the data o ws.

We assumethat the sourcesgeneratepaclets at
Poissontime points which determinethe schedules
of the sourcenodes.In order to satisfy the secreg
condition, the relay nodesgeneratedepartureepochs
from independenPoissorprocesseslo aneavesdrop-
per monitoringthe nodesiit is impossibleto decipher
the actual o ws by observingtime points, since at
all times, the schedulesare statisticallyindependent.
However, due to the delay constraint,the secreg
condition leadsto a reducedrate region, which is
characterizedn the following sections.

A. ReceiveDirectedSignaling

As mentionedearlier in orderto ensurecomplete
relay secreg for anm 1 multiplex relay all the
nodesinvolved have statistically independentrans-
missionschedulesThe schedulegor the sourcenodes
is determinedy the sourcepaclet generatiorprocess,
while therelaygeneratesnindependenPoissorpoint
process.When the spreadingsequencesre recever



directed, the constraintson transmissionrates are
independentor differentreceving nodesWhenchar
acterizingthe achiezableratesfor anm 1 relay, we
assumehatthe destinatiomodesfor differentsources
are distinct. Therefore,the constrainton the ratesof
the relay node are independenffor each destination
node.
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Fig. 4:1 1 Relay

To characterizethe achievable ratesfor a1 1
relaymap,we usethe BOUNDED-GREELY-MATCH
(BGM) algorithm proposedin [13] that optimally
maps Point processeswith the least paclet drops.
Sinceepochsare generatedaccordingto independent
Poissonprocesseghe strict delay constraintmalesit
impossibleto relay all transmittedpaclets. The relay
rate is, therefore,strictly less than the transmission
ratesof the nodes.

Let node A be the sourcenode sending paclets
to destinationD throughrelay B (seeFig. 4). The
algorithmis asfollows; When a paclet arrives at B,
if thereexistsadepartureepochwithin  of thearrival
instant and has not been matchedto ary previous
arrival, it is assignedo the arrived paclet. Otherwise,
the pacletis dropped.Thetransmissiorscheduleof A
is obtainedfrom the generatiortimesof pacletswhile
nodeB generatesnindependenPoissorprocesof a
x edrateandusegthealgorithmto maparrival epochs
to the generatedschedule.

Theoem1: If the maximumtransmissiorratesal-
lowedto nodesB andD areCg andCp respectiely,
respectrely, the maximumachievablerelayrateR be-
tween(A; B), whenY,; Yg areindependenPoisson
processess obtainedwhenT, = Cg;Tg = Cp and
is given by

8
<
R =

Co(e (C8 Co) 1)
Coe (;35 Cp) Cg CBSCD

1+ch Cs =Co

Proof: Referto Appendix.

As is evident from the expressionin Theorem1,
as ! 1, the maximumrelay rate is given by
minfCg ; Cp g. Similarly asCg ! 1 , the maximum
rateis Cp for ary nite and vice-versa.Clearly,
when is nite, the transmissionrates Ta; Tg of
the nodes are strictly greater than the achievable
information relay rate, thereby resulting in paclet
drops. Paclet lossescan, however, be counteredif
the sourceemplgys forward error correcting (FEC)
schemes.

Sincethe PHY layeris arecever directedsignaling
schemefor anm 1 relay, eachoutgoingstreamfrom
the relay would be an independentPoissonprocess
which dependson the transmissionrate allowed to

Ce @

the particular destinationnode. If thereis no delay
constraint, = 1 , thenthe achiezablerateregion is
identical to the rate region without arny secreg con-
straint; the relay nodecanstoreincomingpacletsand
regeneratehemindependentlysinga Poissornsched-
uler [6]. The rate region is then determinedsolely
based on medium accessconstraints. The achies-
able relay rate region whennodesA; :An send

pacletsthroughrelay B to destinationdi; ;Dn
respectiely is given by
X
Ri Cg;Ri Cp: 3)

I

We assumeherelay nodedecodeghe paclet head-
ersandcandistinguishpacletsarriving from multiple
sourcesHence therelay cantreatthe incomingpack-
ets from eachsourceas a separatestream,although
the streamshave the samespreadingcode. For each
source-destinatiopair, the relay nodeusesthe BGM
algorithmto mapthe pacletsin eacharrival process
to the correspondingoutgoing stream.The following
theorem characterizeghe achievable rate region of
thism 1 relay map.

Theoem?2: Let Cg be the maximumTx. rate al-
lowedto therelay B andCp, the maximumallowed
rateto destinatiomnodeD;. An achiezablerateregion

R" for them 1 relayis givenasfollows.
(Ri;  ;Rm)2R"if9Ta,; ;Ta, suchthat
Cp. e ( Ta; Co) 1 X
Ri Ta,— Ta; Cs

Cp,e ( Ta; Co;) Ta, ’

Proof: Referto Appendix.

Ta, representghe transmissionrate from source
nodeA; to the relay Sincethe BGM algorithm has
been proven to minimize the paclet loss[14], this
strat@y provides the bestachievable rates,when the
transmissionschedulesare dravn from independent
Poissonprocessedit is easily seenfrom the theorem,
thatas ! 1, all ratesthat satisfy the medium
accesgonstraintg3) areachiezableby this technique.
The achievable rate region for a 2 1 relay with
recever directedsignalingis shovn in Figure5.

B. TransmitterDirectedSignaling

When the signaling is transmitter directed, the
constrainton the transmissionratesare independent
for eachsourcenode and the relay Moreover, since
the transmissiorrate constraintfor the relay is inde-
pendentof the numberof destinationsthe following
results hold even if multiple source nodessharea
commondestination.

If thereis no delay constraint, = 1, then
the achievable rate region is identical to the rate
region without ary secreg constraint;the rate region
is then determinedsolely basedon medium access

constraintsj :e:; ,
X
R;j Ca,; R;

Cs: 4)
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Fig. 5: Achievable Rggionsfor 2 1 relay with
Recever directedsignaling: =1

An achievable rate region when is nite can
be obtainedthrough a direct extensionof the single
sourcerelay caseconsideredn the previous section.
The relay nodeignoresthe origin of the paclets and
executesthe BGM algorithmon the joint trafc from
all the nodes. This stratgly, which we refer to as
homaenousrelay map resultsin an achievable rate
region Ry given by

Theoem3: (Ry; i Rm) belongsto Ry iff

9Ta, 2[0;Ca,]; i =1, ;m s.t
Cr(e ( iTap Ce) 1
Ri = Ta, (B(( . Co) L.
Cge€ I i 'TAj

Proof : Since the relay ignores the source of
the paclets, it appliesBGM algqgithm on the joint
arrival procesf transmissiomate ; Ta,; . Theproof

follows from Theoreml. 5

It is easily shavn thatas increasesthe region
Ry convergesto the optimal rate region given by
(3). Similarly, as discussedn the single relay case,
asCg ! 1 ,itis possibleto achiese all rate vectors
satisfyingthe mediumaccessonstraints.

The region in Theorem2 can be signi cantly im-
proved if origin of paclets are taken into considera-
tion. The algorithmwe proposeis the following. The
nodestransmittingto the relay are assignedunique
indicesfrom 1 to m suchthatthe nodewith a higher
index is givenmorepriority whenin contentionEvery
subsetof nodesS 24 is assigneda priority value

(S) 2 [0;1]. As long as there is no contention
betweerpacletsfrom differentsourcedor a particular

departureepoch,therelay functionsasa homogenous

relaymap.If paclketsfrom ary subsebf nodesS con-

tendfor the samedepartureepoch therelay generates

a Bernoullirandomvariablez  B( (S)). Let A; be
the nodein S with the highestindex. If Z = 1, then

the paclet from A; is assignedhat epoch.If Z = 0,
then the paclet that arrived earliestis assignedthat
epoch.By consideringall possibleindex assignments
and priority values,the rate region is obtained.The
algorithm for 2 nodesis formally statedin Table
assumingA; hasindex 2 and priority value

TABLE I: BOUNDED-PRIORIT¥MATCH
(_ -BGM).

BOUNDED-PRIORIT¥MATCH(YA,; Ya,: YB: & ) -

mi=mz=n=1
while (my  jYa,jormz  jYa,j)andn  jYgj
if Ys(n) Ya,(m1)< OandYg(n) Ya,(m1)<O
At Yg (n) Tx dummypaclet;n = n + 1;
elseif Yg (n)  Ya, (mM1) »Yg(n)  Ya,(m2)>
YR, =YX, [ Ya,(m1);Yg = Y5 [ Ye(n);
Drop Ya, (m2) ; Incrementmy;mz;n by 1;
elseif Yg (n) Ya,(m1)> ,Yg(n) Ya,(m2)
Y5, = YR, [ Ya,(m2)iY3 = Y3 [ Ya(n);
Drop Ya, (m2) ; Incrementmy;mz;n by 1;
elseif Yg (n)  Ya,(m1) , Ys (n)  Ya,(m2)
Generateandomvariablez  B( )
If Z=0,i=argminfYa,(m1);Ya,(m2)g
elsei = 1
YR, = YR L Ya (mi)iY3 = Y3 [ Ye(n);
mi=mj+1n=n+1
else
Drop Ya, (M1); Ya,(m2); Incrementmy; mz by 1 ;
end
end

end

Let Rp denotethe setof all ratevectorsachiezable
by using the priority relay map (all priority assign-
ments). The following theoremprovides boundsfor

Rp.
Theoem4:
LetRouw = f(R1;R2):
X Ri f(%Ai;CD);
Ri f( Ca:Colg (5
[
. Jbe (2D )
wheref (a;b) = am. (6)
Then,Ry Rp Rout -

Proof: Referto Appendix
The outer bound Ryt describedin the theorem

is a tighter bound (than (3)) to the achievable rate
region whenwe restrictthe epochsto be independent

PoissontransmissionsFigure 6 plots an example of

the differentregionsfor a2 1 relay As canbeseen,
theachievablerateregion of the priority relaymapR p
nearlycoincideswith theouterbound.As
theregionsRy ;Rp andRy convergeto theoptimal
region given by (4).

C. Fixed Padket Loss

increases,

As mentionedn Sectionlll-A, the nite delaycon-

straintimposedon thetransmissiorscheduleesultsin
pacletloss.Hence,t is necessarjor thesourceto use
a forward error correctionschemeto ensurereliable
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Fig. 6: Achievable Regionsfor 2 1 relay with

Transmitterdirectedsignaling: =1

recosery of paclets at the destination.In practice,
it may be necessanto designstratgies for a x ed
pacletdropfraction dependingonthe natureof data
andavailability of goodcodes.Thefollowing theorem
characterizesan achiezable rateregion for them 1
relay suchthatthe paclet drop fractionis lessthana
xed .

Theoemb5: 1. Theachievablerelay rateregion R
for them 1 relay with paclet loss constraint for
transmitterdirectedsignalingis givenby R = Ry \
S, where )

)

X
S = (Ry ;Rm) : Ri  x(1
andx is the solution of
Cs X
= 7
Coexp( (X Cs)) )

2. TheachievablerelayrateregionR" forthem 1
relaywith pacletlossconstraint for receiverdirected
signalingis givenby R" = R"\ S, where

X

S =f(Ry; Rm):Ri x(@ ) i=1 ;mg;
andx; is the solution of
CD. Xi
= ' : 8
Coexpl (xi Coy) xi O

Proof: Referto Appendix
The rate region in Theorem 5 is obtained by
using the homogenougelay map schemedescribed
in Sectionlll-B coupledwith the constrainton sum-

transmissiorrate due to the paclet lossfraction

IV. CONCLUSIONS

In this work, we formally de ned the problem
of hiding data ows from eavesdroppersobserving
transmissionepochs.We proposeda possible solu-
tion for providing completesecreg andcharacterized

achievable rates for a multiplex relay in Poisson
trafc. Allowing relaysto perform re-encodingis a
worthwhile extensionto pursue.Although we have
considerednly a singlerelay system the basicideas
are extendableto longerroutesalso.
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APPENDIX
Proof of Theoem 1

To prove the theorem,we adoptthe techniqueused
in [14]. Considerthe two point processe¥a; Yg . If
apacletin Ya, sayattimet is designatecasdummy
paclet by the BGM algorithm, we insert a virtual
paclet atthet + in Yg. Similarly, if a paclet at
timet in Yg is designatedisdummypaclet, we insert
a virtual paclet at time t in Ya. Now we consider
the differenceprocesZ = fYg (i) Ya(i)g between



the two processesAt every occurrenceof a dummy

paclet, the differenceprocesshits a re ecting barrier

eitherat 0 or at . The net probability of chaf is,

therefore the probability of hitting eitherbarrier

If the transmissiorratesof nodeA andB areTa

and Tg respectiely, from the analysisin [15], we
know that the probability of hitting  is given by
T

L

%Eie (Ta Te)

Prfz(i)= g=

Ta
Ts
It is easyto seethatthe fraction of chaf in Y, is

_ T PrfZ(i)= g Te Ta )
AT TA@ Priz(i)= g Tge (Ta To) T,

Sincethe rate of relayedpacletsincreasewith the
transmissionrates of either nodes,the achiezability
of the theoremis proved. In [13], the authorshave
shawvn thatthe BGM algorithminsertsthe leastchaf
fraction for ary pair of point processesHence,for
ary (Ta;Tg), it is impossibleto obtain a higher
informationrelay rate than (2).

Proof of Theoem 2

Sincethe nodesuserecever directedsignaling,the
relay nodegeneratesnindependenbutgoingPoisson
procesdor eachsourcelf the sourcetransmissiomate
is Ta, andthe maximumallowed rate to destination
D; is Cp,, we know from theoreml that

CDi(e ( Tai Coj) 1)
CDie( Ta;) Ta, '

Since the maximum allowed transmissionrate to
therelayis Cg, the sum-ratemust satisfy
X

Ri = Ta, 9)

Cs: (10)

Combining(9) and (10), the theoremis proved.

Proof of Theoem4

The inner boundis trivially shovn asthe homoge-
nousmapis a specialcaseof the priority mapwhen

(S) = 0;8S. The outerboundis obtainedusingthe
optimality of BGM algorithm.Let nodeA; transmitat
ratesT;. Then,thesuminformationrelayrateobtained
by usingthe homogenousnapis given by:

|
X X

Rj = f

Ti;Cg (11)

Since BGM inserts the least fraction of dummy
paclets[13, this is the maximumsum-rateachiezable
r the given transmissiorrates.It is easyto sgethat
i Ri in (11) is an increasingfunction of  ; T;.
Therefore, the maximum sum-rate possible (when

transmissionsare independentPoissonprocesses)s
given by

X
(

|
X !

Ri)max = f
i i
Thebestratefor Apis obtainedwhenT; = 0;j & i
is zero.By replacing i Ca, by Ca, in (12), we can
obtainthe remainingconditionsthat specify R oyt . 2

CA. X CB (12)

Proof of Theoem5

1. We considerthe homogenouselay map. From
Theorem1, we know that for a set of transmission
ratesof sourcegTa,; ; Ta, ) the leastfraction of

chaf in the incoming streamis given by
- C'B ( i TAi ) p .
Ceexp( (( {Ta;) Cs)) iTa,

whenthe relay transmitsat the highestrate.

b is easily shawvn that is an increasingfunction
of ; Ta,. Hence,anupperboundon corresponds
{9 an upper bound on the sum transmissionrate
Pi Ta,. Therefore,for ary rate vector that satis es

i Ta; X wherex is given by 7, the homogenous
relay mapguaranteethatrelayratessatisfythe paclet
loss constraint. 2

2. In the caseof recever directed signaling, the
outgoingstreamgo destinationsareindependentThe
paclet loss for ary streamis dependenbnly on the
transmissionrate of the source node and the rate
of that particular outgoing stream.If the maximum
allowed rateto the destinationD; is Cp, and is the
allowed paclet loss, then from Theoreml, we know
thatthe maximumallowed sourcetransmissiomatex
satis es

_ Co,
Co, exp( ( X

Xj
Cb,))

Combiningthe abore equationwith theachievablerate
region R", we gettheresult.

Xi'
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