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Abstract— Anonymous monitoring of transmissions
in a wir eless network by eavesdroppers can provide
critical information about the data �o ws in the network.
It is, therefore, necessaryto design network protocols
that maintain secrecy of routes fr om eavesdroppers. In
this work, we present a mathematical formulation of
route secrecy when eavesdroppers observe transmission
epochs of nodes. We propose a scheduling technique
to provide complete secrecy of routes, and based on
that, characterize achievable rate regions for two hop
sourcedestination pairs with a commonrelay under two
PHY models: transmitter dir ectedand receiver dir ected
spreadspectrum signaling. The resultsare alsoextended
to the casewhen an additional constraint on packet loss
is imposed.

Index Terms - Network Security, Secrecy, Multiple
Access,Packet Loss.

I . INTRODUCTION

Wirelessnetworks are prone to anonymousmoni-
toring by eavesdroppers,who wish to gain valuable
network information,namelysource-destinationpairs
and data �o ws. Equippedwith this knowledge, it is
possiblefor maliciousadversariesto then target spe-
ci�c routesfor intrusionor jamming.Active intrusion
attackscan be counteredby sophisticatedintrusion
detection mechanisms.On the other hand, passive
monitoringdoesnot affect thenetwork operation,and
is not possibleto detect. It is, therefore,necessary
to modify the network protocols,so that information
about data �o ws or source-destinationpairs are not
traceableby eavesdroppersmonitoringnodetransmis-
sions.

The inferenceof routing information from moni-
tored transmissions,known as traf�c analysisattack,
is done in a variety of ways. The eavesdroppercan
identify a �o w of traf�c by correlatingpacketcontents,
packet lengthsor transmissionepochsacrossmultiple
nodes.Encrypting and random padding of bits are
some measuresadopted to remove the correlation
of contentsand lengthsof packets acrossnodes.In
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Fig. 1: WirelessNetwork with Eavesdropper

this work, we are interestedin the designof secure
transmissionschedulesto prevent inferenceof routes
by traf�c analysis.

In theabsenceof aneavesdropper, the transmission
scheduleof relaying nodes are dependenton the
arrival of packets, subjectto the delay requirements.
When transmissionsare monitored,however, it may
benecessaryto decouplethe transmissionscheduleof
the nodesfrom the actualtraf�c �o w to prevent �o w
correlation.For delay sensitive traf�c, this may not
be possiblewithout reducing network performance.
In particular, the design of such scheduleswould
require transmissionof dummy packets and could
also result in packet drops.It is, therefore,necessary
to characterizethe achievable network performance
undersecrecy constraints.
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In this work, we considerthe problemof secrecy
for a one-hopmultiplex relay as shown in Figure 2.
In particular, we characterizethe set of achievable
relay rates, when packets are subjectedto a strict
delay criterion under two PHY models: transmitter
directed and receiver directed spreadspectrumsig-
naling. We provide transmissionschemesto prevent
�o w correlationandshow that asthe delayincreases,
the achievable rate region converges to the optimal
region. Furthermore,we also presentachievable rate



regions when an additionalconstrainton packet loss
is imposed.

A. RelatedWork

A countermeasureto traf�c analysisattackswas
�rst provided through the notion of Mix-net by
Chaum[1]. A Mix is an intermediatenode that re-
encryptsand reorderspackets from multiple sources
to preventmatchingof sourceanddestinationstreams.
Theideahasbeenusedeffectively in providing anony-
mouscommunicationfor internetapplications[2], [3],
[4], [5].

For wireless networks without delay constraints,
independentrandomtransmissionscheduleswereused
in[6] to prevent �o w correlation.The useof random-
ized routes as a countermeasureto traf�c analysis
attackshasbeenconsideredin [7], [8]. For low latency
networks, it hasbeenshown in [9] thatsimplemixing
techniquesare not effective to prevent correlationof
transmissionepochs.Their proposedsolutionutilized
the idea of transmitting dummy packets to make
departureepochsidentical irrespective of the �o ws.
The idea of having �x ed transmissionschedulesin-
dependentof routeshasalsobeenconsideredin [10],
where the authorsgive boundson the performance
loss incurreddueto the secrecy constraints.

The theoreticalframework for secrecy in this work
is motivatedby the notion of equivocationdeveloped
by Shannonin [11]. The secrecy constraintwe con-
sider is a special case of Shannon's equivocation,
known as maximumsecrecy[12], wherein the obser-
vationsprovide zero informationaboutthe source.

I I . PROBLEM SETUP

A. De�nitions

Let the network be representedby a graph G =
(V; E), where V is the set of nodesand E is the
set of links betweenpairs of nodes.A link (A; B )
belonging to E denotesthat node B can listen to
the transmissionsfrom A and vice-versa.Let YA =
f YA (1); YA (2); � � � g denotethe time instants(known
as departure epochs) at which A transmitspackets.
ThetransmissionrateTA of anodeA is de�ned asthe
averagenumberof packets per unit time transmitted
by A. In otherwords,

TA = lim
n !1

n
YA (n)

:

Packets from sourcenodesare routed through in-
termediaterelays before they reach the destination.
In general,the tasks carried out by a relay can be
multi various;it canchooseto decodeandre-encode
blocksof packets,it canrelay unalteredpacketsafter
a randomdelay or it can re-orderthe packets before
transmission.Re-encryptionandpacket paddingoccur
at every node/relay to prevent any content based
correlation.We areconcernedwith thekind of traf�c,
whereineachpacket needsto berelayedwithin a �x ed

delayconstraint� . We restrict the tasksof a relay to
packet-reorderingandtiming perturbation.Depending
on its transmissionschedule,a relay picks departure
epochsfor the arriving packets such that the delay
constraint is satis�ed. A packet that is not relayed
within � time units afterarrival is dropped.A formal
de�nition of a relay function is given as follows.

Let YA = f YA (1); YA (2); � � � ; YA (n)g represent
the departureepochsof packets from A and YB =
f YB (1); YB (2); � � � ; YB (n)g representthe departure
epochsof packets from B . A 1 � 1 relay map is an
algorithm that picks a subsequenceYs

A of YA and
an equal length subsequenceYs

B of YB such that
8i; 0 � Y s

B (i ) � Y s
A (i ) � � .

If jYA j = n and jY s
A j = k(n), then the relay rate

� (M ) of the 1 � 1 relay mapM is given by

� = lim
n !1

k(n)
Y s

A (k(n))
:

The rateof a relaymapis dependenton the transmis-
sion ratesof the nodes.

A single node can serve as a relay to multiple
sources.An m � 1 relay map is an algorithm that
picks subsequencesYs

A 1
; Ys

A 2
; � � � ; Ys

A m
from depar-

ture epochsof m nodesA1; � � � ; Am and a subse-
quenceY s

B from thedepartureepochof therelaynode
B suchthat

1) jY s
B j =

P m
i =1 jY s

A i
j.

2) Let Ys be the sequenceformedby the concate-
nating Ys

A 1
; � � � ; Ys

A m
and ordering the epochs

in ascendingorder. Then,

8i � jY s j; 0 � Y s
B (i ) � Y s(i ) � � :

An m � 1 relay mapis associatedwith a relay rate
vector � (M ) = (� 1; � � � ; � m ) which is given by

� i = lim
n !1

ki (n)
Y s

A i
(ki (n))

;

whereki (n) = jY s
A i

j.

B. MediumAccessConstraints

Nodes in a wireless network share a common
channeland transmissionsare susceptibleto fading
and interference.Dependingon the PHY model, the
ratesof transmissionare subjectedto somemedium
accessconstraintsspeci�edby a region of ratevectors
C. If the transmissionratesof the nodesbelongto C,
the packets are received successfullyat the receiving
node.To this extent,we considertwo differentspread
spectrumsignalingmodels: transmitterdirectedand
receiverdirectedspreadingsequences.

TransmitterDirectedSpreading Sequences: Each
transmitting node in a sharedchannel uses an or-
thogonalspreadingcodeto transmit its packets. The
constraintson transmissionrates for the nodesare
thereforeindependent.In other words, for a set of



nodesA1; � � � ; An , themediumaccessregion is given
by

C = f (TA 1 ; � � � ; TA n : TA i � CA i ; i = 1; � � � ; ng:

ReceiverDirectedSpreadingSequences: Thenodes
transmitting to a common node/relayuse the same
spreadingsequence.Each receiving node has an in-
dependentrate constraint. The sum-rate of nodes
transmittingto a single receiver is thereforebounded
by a maximumvalue. If nodesA1; � � � ; An transmit
packets to nodeB , the region C is given by

C = f (TA 1 ; � � � ; TA n :
X

TA i � CB g:

C. Secrecy

As mentionedearlier, by correlating transmission
epochsfrom multiple nodes, the eavesdroppercan
obtain information about routeswithin the network.
Thegoal is, therefore,to scheduletransmissionssoas
to maximizethe secrecy of the routeswith respectto
the eavesdropper.

Secrecy can be formally de�ned as follows. Let
A = f A1; A2; � � � ; Ak g be a set of nodesand F �
2A denote the set of all ordered node-pairsin A
(jF j = jAj (jAj � 1)). Sincetransmissionsfrom nodes
not physically connectedcan be correlatedto infer a
�o w, it is necessaryto considerall possiblenode-pairs.
During a given session,the set of node-pairsin F
that requirenon-zerorelay rateis denotedby the �o w
vector F � 2F . We de�ne A to have completerelay
secrecy if the transmissionepochsof the nodesin A
andF areindependent.In otherwords,theconditional
distribution

p(YA 1 ; YA 2 ; � � � ; YA k jF ) = p(YA 1 ; YA 2 ; � � � ; YA k ):
(1)

If for any �o w vector F , the joint distribution of
transmissionepochsis unaltered,thenit is impossible
to infer the �o w to any degreeof accuracy.

D. AchievableRates

A rate vector R = (R1; � � � ; Rm ) for
a set of node-pairs with common relay
f (A1; B ); (A2; B ); � � � ; (Am ; B )g is an achievable
rate vector, if there exists a conditional distribution
p(YA 1 ; YA 2 ; � � � ; YA m jF ) and an m � 1 relay map
suchthat following conditionsaresatis�ed

1) The transmission rate
f TA 1 ; TA 2 ; � � � ; TA m ; TB g satisfy the medium
accessconstraints(4).

2) For every realization(YA 1 ; � � � ; YA m ),

� i (M ) � Ri ; i = 1; � � � ; m:

3) f A1; � � � ; Am ; B g have completerelay secrecy.
In the following section,we presentan achievable

rate region for the special caseof providing relay
secrecy for anm � 1 multiplex relay (Fig. 3), wherea
singlenoderelayspacketsfrom m nodes.The results
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Fig. 3: m � 1 Relay

are presentedfor the two PHY modelsdiscussedin
SectionII-B.

I I I . RATE REGION

In the absenceof an eavesdropper, the �o w-rates
achievable in a network canbe obtainedpurely from
the topology and medium accessrestrictions.In the
presenceof eavesdropper, however, the secrecy con-
dition imposesadditionalconstraintswhich canlower
the achievable rates.

The secrecy condition in (1) indicates that the
distribution of transmissionepochsareindependentof
the�o ws.A specialcaseof this conditionis when,the
transmissionscheduleof eachnodeis drawn from an
independentdistributionandthemarginaldistributions
arenot dependenton the �o ws. In otherwords,for a
setof nodesA1; � � � ; Ak

p(YA 1 ; � � � ; YA k jF ) = p(YA 1 )p(YA 2 ) � � � p(YA k ):

Statisticalindependenceof departureepochsis a suf-
�cient condition to ensurerelay secrecy. In general,
it may be possible to design schedulessuch that
the transmissionepochsare not independentand yet
guaranteerelay secrecy. The notion of �o w indepen-
dent scheduleshasalso beenconsideredin [10], [7],
whereinthe transmissionscheduleswere�x ed apriori
irrespective of the data�o ws.

We assumethat the sourcesgeneratepackets at
Poissontime points which determinethe schedules
of the sourcenodes.In order to satisfy the secrecy
condition, the relay nodesgeneratedepartureepochs
from independentPoissonprocesses.To aneavesdrop-
per monitoringthe nodes,it is impossibleto decipher
the actual �o ws by observingtime points, since at
all times, the schedulesare statistically independent.
However, due to the delay constraint, the secrecy
condition leads to a reducedrate region, which is
characterizedin the following sections.

A. ReceiverDirectedSignaling

As mentionedearlier, in order to ensurecomplete
relay secrecy for an m � 1 multiplex relay, all the
nodes involved have statistically independenttrans-
missionschedules.Theschedulesfor thesourcenodes
is determinedby thesourcepacket generationprocess,
while therelaygeneratesanindependentPoissonpoint
process.When the spreadingsequencesare receiver



directed, the constraintson transmissionrates are
independentfor differentreceiving nodes.Whenchar-
acterizingthe achievableratesfor an m � 1 relay, we
assumethatthedestinationnodesfor differentsources
are distinct. Therefore,the constrainton the ratesof
the relay node are independentfor eachdestination
node. PSfragreplacements
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To characterizethe achievable rates for a 1 � 1
relaymap,weusetheBOUNDED-GREEDY-MATCH
(BGM) algorithm proposedin [13] that optimally
maps Point processeswith the least packet drops.
Sinceepochsaregeneratedaccordingto independent
Poissonprocesses,the strict delayconstraintmakesit
impossibleto relay all transmittedpackets.The relay
rate is, therefore,strictly less than the transmission
ratesof the nodes.

Let node A be the sourcenode sendingpackets
to destinationD through relay B (seeFig. 4). The
algorithm is as follows; When a packet arrives at B ,
if thereexistsadepartureepochwithin � of thearrival
instant and has not been matchedto any previous
arrival, it is assignedto thearrivedpacket. Otherwise,
thepacket is dropped.Thetransmissionscheduleof A
is obtainedfrom thegenerationtimesof packetswhile
nodeB generatesanindependentPoissonprocessof a
�x edrateandusesthealgorithmto maparrival epochs
to the generatedschedule.

Theorem1: If the maximumtransmissionratesal-
lowedto nodesB andD areCB andCD respectively,
respectively, themaximumachievablerelayrateR be-
tween(A; B ), whenYA ; YB areindependentPoisson
processesis obtainedwhenTA = CB ; TB = CD and
is given by

R =

8
<

:
CB

CD (e� �( C B � C D ) � 1)
CD e� �( C B � C D ) � CB

CB 6= CD
C 2

B �
1+ CB � CB = CD

: (2)

Proof: Refer to Appendix.
As is evident from the expressionin Theorem1,

as � ! 1 , the maximum relay rate is given by
minf CB ; CD g. Similarly asCB ! 1 , the maximum
rate is CD for any �nite � and vice-versa.Clearly,
when � is �nite, the transmissionrates TA ; TB of
the nodes are strictly greater than the achievable
information relay rate, thereby resulting in packet
drops. Packet lossescan, however, be counteredif
the sourceemploys forward error correcting (FEC)
schemes.

SincethePHY layer is a receiver directedsignaling
scheme,for anm� 1 relay, eachoutgoingstreamfrom
the relay would be an independentPoissonprocess
which dependson the transmissionrate allowed to

the particular destinationnode. If there is no delay
constraint,� = 1 , thenthe achievablerateregion is
identical to the rate region without any secrecy con-
straint;the relaynodecanstoreincomingpacketsand
regeneratethemindependentlyusinga Poissonsched-
uler [6]. The rate region is then determinedsolely
based on medium accessconstraints.The achiev-
able relay rate region when nodesA1; � � � ; Am send
packets throughrelay B to destinationsD 1; � � � ; Dm

respectively is given by
X

i

Ri � CB ; Ri � CD i : (3)

We assumetherelaynodedecodesthepacket head-
ersandcandistinguishpacketsarriving from multiple
sources.Hence,therelaycantreattheincomingpack-
ets from eachsourceas a separatestream,although
the streamshave the samespreadingcode.For each
source-destinationpair, the relay nodeusesthe BGM
algorithm to map the packets in eacharrival process
to the correspondingoutgoingstream.The following
theoremcharacterizesthe achievable rate region of
this m � 1 relay map.

Theorem2: Let CB be the maximumTx. rate al-
lowed to the relay B andCD i the maximumallowed
rateto destinationnodeD i . An achievablerateregion
R r for the m � 1 relay is given as follows.

(R1; � � � ; Rm ) 2 R r if 9 TA 1 ; � � � ; TA m suchthat

Ri � TA i

CD i

�
e� �( TA i � CD i ) � 1

�

CD i e
� �( TA i � CD i ) � TA i

;
X

i

TA i � CB

Proof: Refer to Appendix.
TA i representsthe transmissionrate from source

nodeA i to the relay. Since the BGM algorithm has
been proven to minimize the packet loss[14], this
strategy provides the bestachievable rates,when the
transmissionschedulesare drawn from independent
Poissonprocesses.It is easilyseenfrom the theorem,
that as � ! 1 , all rates that satisfy the medium
accessconstraints(3) areachievableby this technique.
The achievable rate region for a 2 � 1 relay with
receiver directedsignalingis shown in Figure5.

B. TransmitterDirectedSignaling

When the signaling is transmitter directed, the
constrainton the transmissionratesare independent
for eachsourcenodeand the relay. Moreover, since
the transmissionrate constraintfor the relay is inde-
pendentof the numberof destinations,the following
results hold even if multiple sourcenodessharea
commondestination.

If there is no delay constraint, � = 1 , then
the achievable rate region is identical to the rate
region without any secrecy constraint;the rateregion
is then determinedsolely basedon medium access
constraints,i :e:; ,

Ri � CA i ;
X

i

Ri � CB : (4)
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Fig. 5: AchievableRegions for 2 � 1 relay with
Receiver directedsignaling: � = 1

An achievable rate region when � is �nite can
be obtainedthrougha direct extensionof the single
sourcerelay caseconsideredin the previous section.
The relay nodeignoresthe origin of the packets and
executesthe BGM algorithmon the joint traf�c from
all the nodes.This strategy, which we refer to as
homogenousrelay map results in an achievable rate
region R H given by

Theorem3: (R1; � � � ; Rm ) belongsto R H if f
9 TA i 2 [0; CA i ]; i = 1; � � � ; m s.t

Ri = TA i

CB (e� �( j TA j � CB ) � 1)

CB e( � �( j TA j � CB )) �
P

j TA j

:

Proof : Since the relay ignores the source of
the packets, it appliesBGM algorithm on the joint
arrival processof transmissionrate

P
j TA j . Theproof

follows from Theorem1.
2

It is easily shown that as � increases,the region
R H converges to the optimal rate region given by
(3). Similarly, as discussedin the single relay case,
asCB ! 1 , it is possibleto achieve all ratevectors
satisfyingthe mediumaccessconstraints.

The region in Theorem2 can be signi�cantly im-
proved if origin of packets are taken into considera-
tion. The algorithmwe proposeis the following. The
nodestransmitting to the relay are assignedunique
indicesfrom 1 to m suchthat the nodewith a higher
index is givenmorepriority whenin contention.Every
subsetof nodesS � 2A is assigneda priority value
� (S) 2 [0; 1]. As long as there is no contention
betweenpacketsfrom differentsourcesfor aparticular
departureepoch,the relay functionsasa homogenous
relaymap.If packetsfrom any subsetof nodesS con-
tendfor thesamedepartureepoch,therelaygenerates
a Bernoulli randomvariableZ � B(� (S)) . Let A i be
the nodein S with the highestindex. If Z = 1, then

the packet from A i is assignedthat epoch.If Z = 0,
then the packet that arrived earliest is assignedthat
epoch.By consideringall possibleindex assignments
and priority values,the rate region is obtained.The
algorithm for 2 nodes is formally stated in Table
assumingA1 hasindex 2 andpriority value � .

TABLE I: BOUNDED-PRIORITY-MATCH
(� -BGM).

BOUNDED-PRIORITY-MATCH(YA 1 ; YA 2 ; YB ; �; �) :

m1 = m2 = n = 1;
while (m1 � jYA 1 j or m2 � jYA 1 j) andn � jYB j

if YB (n) � YA 1 (m1 ) < 0 andYB (n) � YA 2 (m1 ) < 0
At YB (n) Tx dummypacket; n = n + 1;

elseif YB (n) � YA 1 (m1 ) � � , YB (n) � YA 2 (m2 ) > �
Y s

A 1
= Y s

A 1
[ YA 1 (m1 ); Y s

B = Y s
B [ YB (n) ;

Drop YA 2 (m2 ) ; Incrementm1 ; m2 ; n by 1 ;
elseif YB (n) � YA 1 (m1 ) > � , YB (n) � YA 2 (m2 ) � �

Y s
A 2

= Y s
A 2

[ YA 2 (m2 ); Y s
B = Y s

B [ YB (n) ;
Drop YA 1 (m2 ) ; Incrementm1 ; m2 ; n by 1 ;

elseif YB (n) � YA 1 (m1 ) � � , YB (n) � YA 2 (m2 ) � �
GeneraterandomvariableZ � B(� )

If Z = 0, i = arg min f YA 1 (m1 ); YA 2 (m2 )g
elsei = 1

Y s
A i

= Y s
A i

[ YA i (m i ); Y s
B = Y s

B [ YB (n) ;
m i = m i + 1, n = n + 1

else
Drop YA 1 (m1 ); YA 2 (m2 ); Incrementm1 ; m2 by 1 ;
end

end
end

Let R P denotethesetof all ratevectorsachievable
by using the priority relay map (all priority assign-
ments).The following theoremprovides boundsfor
R P .

Theorem4:

Let R out = f (R1; R2) :

Ri � f (CA i ; CD );
X

i

Ri � f (
X

CA i ; CD )g; (5)

wheref (a;b) = a
b(e� �( a� b) � 1)
be( � �( a� b)) � a

: (6)

Then,R H � R P � R out .
Proof: Refer to Appendix
The outer bound R out describedin the theorem

is a tighter bound (than (3)) to the achievable rate
region whenwe restrict the epochsto be independent
Poissontransmissions.Figure 6 plots an exampleof
thedifferentregionsfor a 2� 1 relay. As canbeseen,
theachievablerateregionof thepriority relaymapR P

nearlycoincideswith theouterbound.As � increases,
theregionsR H ; R P andR out convergeto theoptimal
region given by (4).

C. Fixed Packet Loss

As mentionedin SectionIII-A, the�nite delaycon-
straintimposedon thetransmissionscheduleresultsin
packet loss.Hence,it is necessaryfor thesourceto use
a forward error correctionschemeto ensurereliable
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Transmitterdirectedsignaling: � = 1

recovery of packets at the destination.In practice,
it may be necessaryto designstrategies for a �x ed
packet dropfraction� dependingon thenatureof data
andavailability of goodcodes.Thefollowing theorem
characterizesan achievable rate region for the m � 1
relay, suchthat the packet drop fraction is lessthana
�x ed � .

Theorem5: 1. The achievablerelay rateregion R �

for the m � 1 relay with packet loss constraint� for
transmitterdirectedsignalingis givenby R � = R H \
S� , where

S� =

(

(R1; � � � ; Rm ) :
X

i

Ri � x(1 � � )

)

;

andx is the solutionof

� =
CB � x

CB exp(� �( x � CB )) � x
: (7)

2. Theachievablerelayrateregion R r
� for them� 1

relaywith packet lossconstraint� for receiverdirected
signaling is given by R r

� = R r \ S� , where

S� = f (R1; � � � ; Rm ) : Ri � x i (1 � � ); i = 1; � � � ; mg;

andx i is the solutionof

� =
CD i � x i

CD i exp(� �( x i � CD i )) � x i
: (8)

Proof: Refer to Appendix
The rate region in Theorem 5 is obtained by

using the homogenousrelay map schemedescribed
in SectionIII-B coupledwith the constrainton sum-
transmissionratedue to the packet loss fraction � .

IV. CONCLUSIONS

In this work, we formally de�ned the problem
of hiding data �o ws from eavesdroppersobserving
transmissionepochs.We proposeda possiblesolu-
tion for providing completesecrecy andcharacterized

achievable rates for a multiplex relay in Poisson
traf�c. Allowing relays to perform re-encodingis a
worthwhile extension to pursue.Although we have
consideredonly a singlerelay system,the basicideas
areextendableto longer routesalso.
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APPENDIX

Proof of Theorem1

To prove the theorem,we adoptthe techniqueused
in [14]. Considerthe two point processesYA ; YB . If
a packet in YA , sayat time t is designatedasdummy
packet by the BGM algorithm, we insert a virtual
packet at the t + � in YB . Similarly, if a packet at
time t in YB is designatedasdummypacket,we insert
a virtual packet at time t in YA . Now we consider
the differenceprocessZ = f YB (i ) � YA (i )g between



the two processes.At every occurrenceof a dummy
packet, the differenceprocesshits a re�ecting barrier,
either at 0 or at � . The net probability of chaff is,
therefore,the probability of hitting eitherbarrier.

If the transmissionratesof nodeA and B are TA

and TB respectively, from the analysisin [15], we
know that the probability of hitting � is given by

Prf Z (i ) = � g =
1 � TA

TB

TB
TA

e� �( TA � TB ) � TA
TB

:

It is easyto seethat the fraction of chaff in YA is

� A =
TB Prf Z (i ) = � g

TA (1 � Prf Z (i ) = � g)
=

TB � TA

TB e� �( TA � TB ) � TA
:

Sincethe rateof relayedpacketsincreaseswith the
transmissionrates of either nodes,the achievability
of the theoremis proved. In [13], the authorshave
shown that the BGM algorithminsertsthe leastchaff
fraction for any pair of point processes.Hence,for
any (TA ; TB ), it is impossible to obtain a higher
informationrelay rate than(2).

2

Proof of Theorem2

Sincethe nodesusereceiver directedsignaling,the
relaynodegeneratesanindependentoutgoingPoisson
processfor eachsource.If thesourcetransmissionrate
is TA i and the maximumallowed rate to destination
D i is CD i , we know from theorem1 that

Ri = TA i

CD i (e
� �( TA i � CD i ) � 1)

CD i e
( � � TA i ) � TA i

: (9)

Since the maximum allowed transmissionrate to
the relay is CB , the sum-ratemustsatisfy

X

i

TA i � CB : (10)

Combining(9) and(10), the theoremis proved.

2

Proof of Theorem4

The inner boundis trivially shown asthe homoge-
nousmap is a specialcaseof the priority map when
� (S) = 0; 8S. The outerboundis obtainedusingthe
optimality of BGM algorithm.Let nodeA i transmitat
ratesTi . Then,thesuminformationrelayrateobtained
by using the homogenousmap is given by:

X

i

Ri = f

 
X

i

Ti ; CB

!

: (11)

Since BGM inserts the least fraction of dummy
packets[13], this is themaximumsum-rateachievable
for the given transmissionrates.It is easyto seethatP

i Ri in (11) is an increasingfunction of
P

i Ti .
Therefore, the maximum sum-rate possible (when

transmissionsare independentPoissonprocesses)is
given by

(
X

i

Ri )max = f

 
X

i

CA i ; CB

!

: (12)

Thebestratefor A i is obtainedwhenTi = 0; j 6= i
is zero.By replacing

P
j CA j by CA i in (12), we can

obtain the remainingconditionsthat specifyR out . 2

Proof of Theorem5

1. We considerthe homogenousrelay map. From
Theorem1, we know that for a set of transmission
ratesof sources(TA 1 ; � � � ; TA m ) the least fraction of
chaff in the incomingstreamis given by

� =
CB � (

P
i TA i )

CB exp(� �((
P

i TA i ) � CB )) �
P

i TA i

;

whenthe relay transmitsat the highestrate.
It is easily shown that � is an increasingfunction

of
P

i TA i . Hence,an upperboundon � corresponds
to an upper bound on the sum transmissionrateP

i TA i . Therefore,for any rate vector that satis�esP
i TA i � x wherex is given by 7, the homogenous

relaymapguaranteesthatrelayratessatisfythepacket
lossconstraint. 2

2. In the caseof receiver directed signaling, the
outgoingstreamsto destinationsareindependent.The
packet loss for any streamis dependentonly on the
transmissionrate of the source node and the rate
of that particular outgoing stream.If the maximum
allowed rateto the destinationD i is CD i and� is the
allowed packet loss, then from Theorem1, we know
thatthemaximumallowedsourcetransmissionratex i

satis�es

� =
CD i � x i

CD i exp(� �( x i � CD i )) � x i
:

Combiningtheaboveequationwith theachievablerate
region R r , we get the result.
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