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Abstract— The problem of hiding data routes in a wireless In wireless networks, the key challenge in countering
network from eavesdroppers is considered. Using Shannon's traffic analysis is adhering to the network constraints such
equivocation as a measure of anonymity of routes, scheduling as medium access, latency and stability. Although mixing

and relaying protocols are designed to guarantee anonymity. A Il suited to desi i d
duality of this problem to information-theoretic rate-distortion ~ WaS Well sulted o design anonymous remallers and proxy

is used to maximize network throughput for any specified level Systems for the Internet, the batching strategies weredfoun
of anonymity. The achievability of this throughput, however, to be vulnerable to traffic analysis [5] under delay or buffer
requires each node to have knowledge of all routes in a network constraints. An alternative approach, designed primdoity
session. When each node only has access to local information multihop wireless networks is that of deterministic scHedu

about routes, a decentralized strategy is proposed, and the . . L
achievable throughput is characterized using a constrained ing [6]. In [6], the authors propose a fixed periodic schedule

distortion-rate optimization. for the entire network, wherein nodes adhered to the schedul
Index Terms— Network Security, Traffic Analysis, Secrecy, by transmitting dummy packets whenever they did not have
Rate-Distortion. actual data. While the fixed scheduling idea can be adapted
to handle delay constraints, the centralized synchronous
I. INTRODUCTION implementation renders it impractical for ad hoc wireless
etworks.

Passive monitoring of node transmissions in a networ
can reveal significant information about network operatiog
even when packets are encrypted. Although contents q

commqnigation are encrypted, sta_ti_stical analys_is ‘?f pl"‘Ckrelayed packets satisfied tight delay constraints. In a&tr,
transmission epochs can reveal critical network|.ng '_nmm,we characterized the set of achievable rates for a multigcce
gon suc'h as fpaths of'da'ta fIQW aEd s%urce-?GStlnat'On Palf31ay when incoming and outgoing schedules are independent
revention of transmission time based analysis necessitap ;. point processes. Independent scheduling enbates t
a redesign of network protocols so that the Comr_n_unlcanome relay operation is “hidden” from an eavesdropper at the
routes appear obfuscated to egvesdroppers at minimum Cgﬁbense of dropped packets and lower relay rates. While a
of _ne‘:work pen;]ormance. In this work,kyve _prer.:,ent a the irect extension of the independent scheduling would guar-
retlcg approac to anonymous neror Ing In t € con?ext ntee perfect secrecy at all times, such a strategy can prove
multihop wireless networks. In particular we are interdsie detrimental to throughput, particularly in large networks

the tradeoff between “anonymity” of routes and achievablﬁ1is work, we propose a randomized scheduling strategy
network pgrformancg. L _ where, depending on the active routes, a subset of relaysnode
Prevention of traffic analysis is a classical problem, and,o -hosen to perform independent scheduling (as in [7] so

a dominant portion of prior research has centered arouffly nerformance loss is minimized for any specified level of
Internet applications [1], [2], [3]. In that regard, an inmpo anonymity.

tant countermeasure was provided by Chaum, through the key component in our approach is the analytical model

concept of the traffic mix [4]. A mix is a special relay nodeg, 4nonymity of routes. In the context of mix networks, the
or router that batches and _reorders_ p_ackets_from _multlpL‘?ze or entropy of the anonymity set (set of possible source-
sources, thereby decorrelating the timing of incoming anegtination pairs) of an observed packet has been used to
outgoing .packets to Fhe mix. In a m“'t'hOF_’ network, eac uantify the anonymity of that packet. The use of anonymity
source picks an arbitrary sequence of mixes 10 relay igys suffers from two weaknesses. First, hiding source-
packets and performs layered encryption. Each mix nodg.gination alone may not be sufficient, the direction of
has access to one layer, and is only aware of its immediaig, flow could also reveal critical information. Second th
neighbours in the route. This ensures that active COMPreieasyre of anonymity needs to cater to streams of packets
mising of one or two mix nodes is not sufficient to reveal e than a single packet [5]. The model we propose is
source-destination information of an observed packet. based on the information theoretic notion of equivocation,

) ) ) _ _ _ (Proposed by Shannon [8]. While previous applications of
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CCF-0635070 and CCF-0728872, and the U. S. Army Research Laboratory under fi@UIVOCAtion measured the secrecy of transmitted data on
Collaborative Technology Alliance Program DAAD19-01-2-0011. point-to-point channels [9], [10], we use equivocation to

In [7], we proposed asynchronous scheduling and relaying
rategies for wireless relay nodes such that the incoming
d outgoing streams at the node are uncorrelated, but the



measure the secrecy of routes in a network. Based on 51 @
the defined metric, we are interested in characterizing the \B /
achievable network performance as a function of anonymity. /.\

A key insight in characterizing this tradeoff is the duality

between anonymous networking and rate distortion, which S, ® oD,
extends beyond our scheduling strategy, and can be explaingy 1: Two Node Switching Networkg; = WV, &),
using a general intuition. V = {51, 8, B, D1, D>},

The objective of the rate-distortion problem is to generate £ = {(S1,B),(Ss, B), (B, Dy), (B, D2)}.

fewest number of codewords for a set of source sequences,

such th.a.t the .corre.spondmg rt_aconstruqtmn §equenp$ysat|always communicate with distinct destinations. Here,
a specified distortion constraint. The idea is to divide the
set of source sequences into fewest number of bins sughG;) = {(S1,B),(S1,B,D1),(S1, B, Ds),(S2, B),
that the distortion between each sequence in a bin and the (82, B, D1),(S2, B, D2), (B, D1), (B, D2) }.
reconstruction sequence is less than the specified cartstrai _ o o
Alternatively, if the code rate is fixed, then the numbeHowever, since destinations are always distinct,

of b!ns is flxe.d. Then, the sequences are placed optlmglly S— { ((S1, B, D1), (S, B, D2)}

within each bin such that the corresponding reconstruction

seqguences minimize the expected distortion. {(S1, B, D2), (S2, B, D1)} }.

In the anonymous networking setup, let the set of activghe information that we wish to hide from the eavesdropper
routes at any given time be referred to as a network sessiqg.the network sessioS. We modelS as an i.i.d. random
The key idea is to divide the set of all possible network/griableS ~ p(S), where the priorp(S) is obtained using
sessions into bins such that, for each bin, there eXiStStﬁe top0|ogy and app"ca’[ions of the particu|ar network.
scheduling strategy that would make the sessions withifye assume that the prior probabilities are available to
that bin indistinguishable to an eavesdropper. The level Qﬁe eavesdropper as well. For the purpose of obtaining an
anonymity required determines the number of bins, and thgalytical characterization of throughput-anonymityleaff,
optimal scheduling strategy plays the role of the recomstruye have used a mathematical abstraction that might deviate
tion sequence by minimizing the performance loss acroggom the real network operation. We do believe that the

sessions within the bin. insights obtained in this restricted setting will providesiyn
In the remainder of this paper, we provide the formaluidelines for real applications.

setup of the problem, describe our randomized scheduli
strategy and characterize the throughput-anonymity tfide
using the duality to rate distortion. Further, we also psma

decentralized solution to the anonymous networking prable
and characterize the corresponding throughput. The pape
organized as follows. In Section Il, we describe the syste

model and define the analytical measure of anonymity. IHodes of packets by merely detecting a transmission. The

Sect|on. N, we descpbe our randomized gchedulmg Stwtegphysical layer we consider is a transmitter directed siggal
to provide anonymity to routes. In Section IV, the dual-

ity to rate-distortion is used to characterize the achilfa/amedel'
network performance. The decentralized approach and t
corresponding performance characterization are predémte
Section V.

Mansmission SchedulesThe eavesdroppers’ observation
comprise of the packet transmission epochs in a session.
Since it is not possible to determine the location of the
eavesdroppers, we assume that all transmissions are being
'monitored. Depending on the physical layer model, it may
e possible to infer partial information about sender-rere

ICf‘?ansmitter Directed SignalingAll packets transmitted by

a particular node are modulated using the same spreading
sequence, and each transmitting node is associated with
Il. PROBLEM SETUP a unigque orthogonal spreading sequence. Under this
transmission scheme, an eavesdropper would be able to
“tune” his detector to a particular spreading sequence
and detect the transmission times of packets sent by the
corresponding node. Although he knows the transmitting
node of each packet, we assume that headers are encrypted,
so he would not know the intended recipient of any packet.

Let the network be represented by a directed grdph
(V, &), whereV is the set of nodes in the network afdC
V x V is the set of directed links. If4, B) is an element of
&, then nodeB can receive transmissions from node A
sequence of nodeB = (Vi,---,V,,) € V* is avalid path
inGif (V;,Vii1) € €, Vi < n. The set of all possible paths

n ngésadencr);idtr?;ﬂt)(dg)r.'n anv network observation b thObservabIe SchedulingLet )4 represent the transmission
ssu uring any netw servatl Y N€ochs of noded. The scheduley, is given by a point

eavesdropper, a subset of nodes communicate using a fi)i)e?i)cess
set of paths. We call this set of patBse 27(9) a network (VA1) V(2
session The set of all possible sessions is denotedShy Va={¥Ya(1),Ya2),-},

Consider the examplg, shown in Figure 1. Le§;, S, be where Y,4(i) represents the transmission epoch of tHe
the sources and,, D, the destinations. Further, 1&,S;  packet sent by nodel. Since we cannot determine which



nodes are being monitored, the eavesdroppers’ compleigived packets and transmit dummy packets. However, each
observation is assumed to Pe= {Y4 : A € V}. received data packet at a nodeis required to be forwarded
We model Y as a sequence of random variables wittwithin A 4 time units of arrival, or otherwise, dropped.
conditional distributiony()'|S). The idea is to design()’|S) Such a delay constraint is of particular importance to
such that eavesdroppers obtain minimum information abotitne-sensitive network applications such as target tragki
the sessiorS by observingy. in sensor networks or streaming media on peer-to-peer
) networks. In general, a strict delay constraint would also
A. Anonymity Measure ensure stability, albeit at the cost of dropped packets.
We define anonymity using the notion of equivocation [8],
which measures the uncertainty of the information we wish tRelaying Strategy The schedules i only denote when
hide ) given the complete observation of the eavesdroppgrackets are transmitted by each node, and do not specify the

). routes or indicate which packets actually travel from seurc
Definition 1: A distribution ¢(Y|S) is defined to have to destination on each route of a session. For every schedule
anonymity o if we therefore specify a relaying strategy, which is expmrsse
H(S|Y) > as a set of subsequences from the scheduld@his set of
H(S) — subsequenceg contains the transmission epochs of packets

that are relayed from sources to destinations within thaydel
Whena = 1, the distributiong()|S) is defined to have constraints, and is a function of the routes in the session.

perfect anonymitylt is easy to see that the scheddledoes ~ Definition 2: Let a sessionS = (P, -, Ps|), where
not provide any information about the routes. In other word€aCnFs = (A(i, 1), - -, A(i, m(7))) s a valid path of length
H(S|Y) = H(S). For a generah, the physical interpretation 77*(1): @ndA(i, j) € V represents thg'" node in path?;. A
comes from Fano's Inequality [11]: If the error probability S€t Of subsequences = {Z;; i < [S[,1 < j < m(i)} of
of the eavesdropper in decoding the sesSois P,, then, Y '5) avalid relaying strat(e;;y‘or S if:
1) Vi <[S|,1<j<m(i), Zij CVag-
> H(S|Y) — 1 > al(8) —1 2) For everyi < S|, {Z;, :jj< m(z’)(}’]s),atisfy

T loglS| T loglS]
Therefore, ifS is a large set with uniform prior, theR., 0<Zi;j(n) = Zijs1(n) < Aagyy. Vn.  (2)
is lower bounded byv. 3) If (A(4,4), A(i,j+ 1)) = (A(l,m), A(l, m+1)), then

B. Network Constraints and Throughput Zij N Z1m = 0.

Wireless networks. due to shared bandwidth and powerln the above definition, condition 2 guarantees that the
limitations, pose constraints on transmission rates and |glayed packets s:a}nsfy the delay cons.tramt at gveryrmier i
tency of packets. The challenge in designing the sched ate relay. Condmon 3 ensures that, if any pair of nodes is
distribution ¢()’|S) with provable anonymity is to sacrifice S°MmMon to mU“'P'eh TZUtleS, the Subseilquencles_pmked from
minimum performance under these constraints. In this work transmission schedules are mutually exclusive.
we measure performance using network throughput subjeet_ Performance Metric

to medium access and delay constraints, which are described ) ) ) )
as follows. For a given level of anonymityy, we are interested in

Medium Access ConstraintsWe consider long streams of deS|gn|ngy,.Z for every sessmrSz such that the network
o throughput is maximized. We define network throughput as
packets, and measure the packet transmission rate sz‘ﬁ]Od%
as he mean sum-rate of packets relayed from the sources to
the destinations in a session.
It is possible that the set of subsequencesre a strict
subset of the transmission schedgfe or in other words,

of each noded € V is bounded independently by a constan%here are_epochs i that do not represent any relayed

. . . s ckets. Those transmission epochs would correspond to
C'a, which depends on characteristics of the medium a 8?0 ed packets or dummy packet transmissions. Since all
transmission capability of nodd. If T4y < C4, successful bped b yp :

reception is guaranteed at nodk We assume that the epochs in) do not represent relayed packets, the network

network operates in full duplex mode, where every node Canen‘ormance is measured by the rates of relayed packets in

. . . . The rates of relayed packets in sesstoare denoted by
transmit and receive packets simultaneously as long as the

transmission rates are within the specified bounds. ThEB’,ean VectorA(S, 2) = (A, -+, Ajs)), where
Y is avalid network scheduld and only if T4 < C4 for = lim Vi
every nodeA. Yonmoo Zig(n)

Ty= lim ——.
AT Ya(n)

Owing to transmitter directed signaling, transmissiose fiat

)

Latency Constraint; We consider delay sensitive traffic, Note that since all the subsequences on any particular route
where the packet delay at an intermediate reldg bounded have same length, it is sufficient to usge; to compute the
by A 4. Each relay is allowed to reencrypt packets, reordeate.



Definition 3: R is defined to be aachievable throughput the schedules of streams transmitted by a preceding node in
with anonymitya if 3¢()|S) with anonymitya such that  the path and the relay would be highly correlated, and the

1) For every sessioS = {P,---, P}, every realiza- eavesdropper would detect the relay operdtiddote that
tion of ) given S is a valid network schedule. some of the arriving packets to the relay could be dummy
2) For every realization ofS,)), there exists a valid Packets, which are also relayed by a visible relay.
relaying strategyZ, such that By appropriately selecting which relays should be covert

in a session, we guarantee the required level of anonymity
to the routes. A trivial strategy would be to let all nodes

E Z Mi(2,8) | 2 R, ®) act as covert relays in a session. However, each covert relay
=t incurs a loss in relay rates, which would accrue at every
where the expectation is over the joint pdf ¥fand covert relay thereby reducing network performance [12] It
S. is, therefore, necessary to pick the covert relays optimall

Note that design of probability distributed functigiy|s) SO that anonymity is guaranteed with minimum loss in
has an inherent assumption of centralized scheduling wheffoughput. In the following exposition, we first preseng th

knowledge of the entire session is used to generate tgehievable rate region for a covert relay (from [7]) and then
transmission schedule®. In Section V, we propose a discuss the randomized strategy to choose covert relays in a

decentralized scheduling strategy where each node indep&§SSion-
Qently dgcides ?ts transmission schedule based on the logal covert Relaying
information available, at the cost of lower throughput.

IS

In [7], we had considered a general multiaccess relay (see
[1l. ANONYMOUS SCHEDULING STRATEGY Figure 3), and provided covert relaying strategies to fatis

Our approach to designing schedules and relay strategi%§_tri0t delay_constraint. We characterized achievable rat
derives its motivation from Mix networks, but differs in '€gions analytically, when the sources and the relay gemera
several key aspects related to wireless networking. Firdfldependent Poisson transmission schedules.
owing to encrypted packet headers, if incoming and out-
going schedules at a particular node are uncorrelated, an 51 [
eavesdropper would not be able to detect the flow of traffic |
through that node. Therefore, it is not always required to i
Mix multiple flows to hide the relaying operation. Second,
depending on the level of anonymity, it may not be necessary
to hide every link of communication. It is possible to reveal
certain portions of the routes to the eavesdropper without
giving information about the sessi®h

Sm

Fig. 3: Two Hop Network: Sourcé; transmits packets to
D, through B

.M\Uncoyrglated .U\\ Correlated
)[/ ol gttt . )’/ ot gttt Specifically, consider a multiaccess relay as shown in

° Figure 3, where source nodés, - - - ,.S,, transmit to des-
Covert Visible tinations Dy, ---, D,, respectively through relayB. Let
. . . C,4 denote the transmission rate constraint on notle
Fig. 2: Visible and Covert Relaying If the transmission rates of packets from the sources are
- . . Ts,,---,Ts,, respectively, then let the achievable relay rates
Specifically, in a sessioB = (P1,--- , Pg|), we let each be denoted byA(Si, B),--- , A(Sm, B). We restate one of

relay node to operate in one of two transmission modeﬁ1

e results in [7], albeit worded a little differently:
covertandvisible, which are defined as follows. ults in [7] W ! ! y

Theorem 1:(from [7]) If A(S;, B) = Ts,(1 —€(S;, B)),

Covert RelaysA relay B is covert if its outgoing trans- . . .
mission schedule is statistically independent of the trans 1) {A(S;; B)} is achievable if
mission schedules of all nodes occurring previously in the e(S;,B) > fe(z Cs,,Cp)Vi. (4)
paths that contaif. Since nodes employ transmitter directed 4
scheduling, when a relay is covert, it would be impossible

J

. o where
for an eavesdropper to correlate the outgoing transmission o e
schedule of the preceding node in the path and the outgoing o —A&;—Cip - Cp #Chp
schedule of the relay. fe(z,y) = P A O — O
Visible Relays:A visible relay B generates its schedule +CEA B = VD

depending on the arrival times of packetsat For every ) . . )
*By tuning the detector to the spreading sequences of suceessles in

rece'_ved packet, th? _relay schedules an _epoc_h after a pﬁoﬁath, the eavesdropper can detect the correlation in gledsetb identify
cessing delay (negligible compared 49. It is evident that the path of traffic flow through the relay.



2) {\(S;, B)} is not achievable if
> €(8i.B) < fo() Cs,,CB), € < fe(Cs,,Cp). S=t(-- (t(t(S,¢), B1)++), B) S T(S,B).  (6)

%

(5) For the purpose of optimizing the choice of relays, it is

The results in [7] have been generalized to an averagélfficient to use the derived eavesdropper observaioas
delay constraint in [13], and similar results have beenveeri is evident from the following lemma.
for a receiver directed signaling model in [14]. Althougleth Lemma 1:If S = T(S,B), then
independent Poisson scheduling results in dropped packets1) S is a sufficient statistic for detectin§ using .
it is possible to achieve the stated relay rates reliably by 2) GivenS, S is an invertible function oB.
performing forward error correction on a sufficiently long The above lemma shows that, fo an eavesdropper, the in-
stream of packets [7]. formation contained i) aboutS is completely encapsulated
in the observed session vectrFurther, the pairéS, S) and
(S,S) are isomorphic, or in other words, there is a one-one
To optimize the choice of covert relays in a session, Wgorrespondence between the two pairs of variable. Thexgefor

assume that the transmission times of packets by sourggoosing the covert relayB is equivalent to designing the
nodes in a session are generated using independent Peigyesdropper observatich

son processes. Accordingly, the covert relays also gemerat

independent Poisson schedules. Given sesSiamd set of C. Throughput Function

covert relaysB, sequenced’, Z can be obtained using the In order to obtain the optimaj(B|S), we need to char-

relaying algorithms designed in [7] and the achievablesrateacterize the throughput under covert relaying. The retpyin

at a single covert relay would be given by Theorem 1.  strategies in [7] were designed to maximize achievablesrate
The set of covert relay83 is modeled as a random at a single covert relay. Extending those results to myitiho

variable with a conditional probability mass functionroutes, we can characterize the loss in sum-rate for each

{q(B|S) : B € 2V, S € S}. We model the choice of relays sessiorS, when a subset of relayB are covert.

as a random quantity because randomization increasesWhen anonymitya = 0, the maximum sum-rate in a

secrecy [10]. The goal is to optimize the conditional p.m.6essionS is achieved when all relays are visible. This

{q¢(B|S)} so that network throughput is maximized for amaximum sum-rate can be characterized using the max-flow

B. Covert Relay Selection

given level of anonymityx. in S that satisfies medium access constraints. 1'6S) =
(A, - ,A‘Usl) represent the vector of achievable relay rates

Eavesdropper ObservationWe assume that when a relay isfor the paths in sessiofi with no covert relays, and(S)

visible, the eavesdropper perfectly correlates the sdbBsdupe the maximum sum-rate. § = (P, - - - ,Pg)), then

transmitted by a preceding node in a path and that of the Y Y Y

relay. As a result, depending on the set of visible relays, A*(S) = max(A{ +-- + Ajg)); ™

the eavesdropper makes a partial detection on the paths of Z N < Cp, VBeV. (8)

a session. We denote this partial session as a set of paths i:BePp;

S € 279, which is a function of the actual sessiénand
the set of covert relayB.

We define functiort : 27(9) x v — 27(9) to characterize
the eavesdropper’'s observation when at most one relay is R(a =0) =E(AY(S)).
covert. For a set of pathB, ¢(P, B) contains the observed
paths when only nodé is covert. If B = ¢, thent(P, ¢) .
is obtained by removing the destination nodes from eve m-rate depends on the delay requirement at each covert

i c = [ c
path in P. This is because, even if all relays are visible,elﬁl,y 'nb]|3' L?t A (St’B)f = (A, ,A‘ts‘)drer;restgnt thfe
receiver directed signaling ensures that it is not posdible achievable relay rates irom sources 1o destinafions for a

detect the final destination in any route. i ¢, then a SESSIONS = (PlvA'" v?s\)* when node.s inB are covert,
path P € P(G) belongs tot(P, B) if and only if it satisfies and letA°(S,B) = 3I°! \¢ be the achievable sum-rate. If

The maximum network throughput when anonynaity= 0
is given by the expected sum-rate (expectation Q&)

When the relays in a subs@® are covert, the loss in

one of the following conditions: A(i, j) represents thg'" node in pathP;, then

1.3P = (Ay, -, Ag, B, Ag41,- -+, An) € P, such that ¢ \0 . .

P= (A, ,Ap) or P = (B, Aps1, -, An). A= N _ H (1 —ei(A(4, 5 — 1), A(i, 7)) (9)
2.PcPandB ¢ P. J3:A(,5)EBNP;

Condition 1 states that, when a path I contains a wheree; (A, B) represents the fraction of packets transmitted
covert relay, the eavesdropper would observe two differefity node A on path P;, that are dropped by covert reldy.
paths, one terminating beforB and the other originating Note that Theorem 1 provides the closed form expression for
from node B. Condition2 states that a path that does not;(A, B), if B is the first covert relay in patt®;. Since the
contain a covert relay is fully observed. When a subseteparture epochs of data packets from a covert relay does not
B = (B1, -+ ,Bmn) C V of relays are covert, theSl can be constitute a Poisson process, the expression cannot Hedppl
obtained by repeated application f: to subsequent covert relays. The analytical characteizat



of multiple covert relays is generally cumbersome [13], but Note that in order to achieve the throughput of Theo-
can be obtained numerically. rem 2, it is necessary that every relay be aware of the
entire sessiorS and use an identical random seed. From
a practical perspective, this could be achieved if nodes
A. Throughput-Anonymity Tradeoff exchange local messages with their neighbours such that the
In order to maximize network performance withreach a consensus about the session. Since total number of
anonymity «, we need to optimize{q(B|S)} for every sessions is finite, perfect convergence can be reachedtm fini
sessionS using the derived eavesdropper observation arifine, assuming no transmission errors. However, in network
throughput characterization. For a given the optimal applications where message exchanges across nodes may not
distribution ¢(B|S) can be obtained using a brute forcebe possible, each node would only have partial information
search over a large dimensional probability simplex. Suctbout the session. This is true of Mix networks where layered
a procedure would be computationally intensive, and imencryption ensures that each Mix only has knowledge of
practical for large networks. The following result, howgve the neighbouring nodes in the routes. For such situations, a
proves the duality of this problem to information theoreticdecentralized approach is presented in the following secti
rate-distortion, which can then be used to obtain the optima
strategy efficiently and characterize the optimal throughp

IV. PERFORMANCECHARACTERIZATION

V. DECENTRALIZED APPROACH

R(«) analytically. Let the information available to a node in any session be
Theorem 2:Let d : 2P x 2P — R s.t represented by functioh: V x S — 2V*V wherel(A4,S)
) . N represents the localized information of noddn sessiorsS.
d(S,S) = { A“(S) = A%(S,B) 3B stS=T(S,B) If S=(P1,---,Ps|) and A(4, j) represent theé!” node of
0 o.W. (10) path P; in S, then,
Then, a throughpuR is achievable with anonymity if I(B,S) = {(A(i,j — 1), A(i,j + 1)) : A(i,j) = B}.
R(0) = R(a) = D (H(S)(1 - a)), In other words,/(B,S) is the set of node pair§A(i, j —

1), A(i, j+1)) such that node3 relays packets froml (i, j—
A 1) to A(i,7 + 1) on routeP;.
D(r)=  min  E(d(S,S)). (11) Since there are no message exchanges across nodes with
Proof: Refer to Ké%'g;{é(i)s(is)gr regard to the session information, we require that each node
_ makes a decision to be covert based on the local information
The above theorem characterizita) using the single (o only. Further, we do not assume any common
letter representation of a rate-distortion function. Thesl randomness available to the nodes, and hence, the decisions

function d(S, S) in (10) represents the throughput reduction, multiple nodes are conditionally independent (condi¢io
due to covert relaying. Although the loss function paramsete | a session). Accordingly, we define a covert probability
do not explicitly include the set of covert relays, from ¢ . tion

Lemma 1 we know that givefi, S, the set of covert relayB
is unique. Therefore, the distributiaB|S) to chose covert
relays is equivalent to the distortion minimizing distriim  where ¢.(B,[(A,S)) is the probability that nodeB is

in (11). As a result, the Blahut-Arimoto algorithm [15] covert in sessioi$. Owing to conditional independence, the
provides an efficient iterative technique to obtaji(B|S) probability that nodes in a subsBt are covert in sessiofi
and the achievable network throughpafa). Note that the is given by:

anonymitya is guaranteed assuming that the eavesdropper is

where D(r) is the Distortion-Ratefunction defined as

ge: V x 2V 0,1],

aware of the network topology, the session prior distrimuti 9(BIS) = ] ¢(B,1(B,9)) ] (1 — ¢.(B,1(B,9))). (12)
p(S) and the optimal strategy(B|S) of choosing covert BeB B¢B
relays. Let @* represent the set of all conditional probability mass

The equivalence between anonymous networking and rafignctions {q(B]S),B € V,S € S}, such that there exists
distortion is not tied to our strategy of choosing covertovert probability functiong, (-, -) which satisfies (12) for
relays, as explained in Section I. In our model, the |ev%very pairB’S_ From Lemma 1, we know that the pairs of
of anonymity  directly corresponds to the rate of com-variables(S, B) and (S, S) have a one-one correspondence.
pression and the performance loss function plays the rofeherefore, Q* corresponds to an equivalent s€x* of
of distortion. Therefore, obtaining the optimal rate-ditbn  conditional probabnmes{q(g\s)}_
function is equivalent to obtaining the throughput anortymi  Theorem 3:A throughputR(«) that satisfies
relation. We believe that the consequences of this duality
extend beyond the characterization of the tradeoff between R(0) — R(e) > D" (H(S)(1 - a)),
anonymity and throughput. Rate distortion is a field tha]tS
has been studied for many decades [11], and the numerous
models and techniques developed therein, could serve to  D'(r)=  min  E(d(S,5)). (13)
design strategies for anonymous networking. a(5]5)eQ:I(S;5)<r

achievable with a decentralized strategy where



Proof: Since the minimizing distribution;(S|S) is an . — Centalized

element ofQ**, it corresponds to a conditional distribution L P deeeniralized
¢(B|S) that is expressible in the form (12), which in NN
turn provides the decentralized strategy through the tover 26/ RN
probability function ¢.(). The achievability of R(«) then

follows from the proof of Theorem 10

2.3f ~

Note that the minimization in (13) is over a subset of the RN
probability simplex, and could therefore result in a lower
throughput than that of Theorem 2. Everi(iB, S) uniquely
identifies the session for alB, S, the throughput may not ‘ ‘ ‘ ‘
reach the optimal value of Theorem 1 owing to lack of 0 02 O:nonymityoj 08 1
common randomness. This is illustrated in the following
example. Fig. 5: Throughput vs Anonymity for example network

with equally likely sessions. Partial decentralized
A. Example strategy represents situation when relays have
complete information on sessions but no common
S D randomness.

Throughput
/,

VI. CONCLUSIONS ANDFUTURE DIRECTIONS

Mo
D,
M, I One of our key contributions in this work is the theoretical
D3 model for anonymity against traffic analysis. To the best of
. our knowledge, this is the first analytical metric designed t
Sz Ss measure the secrecy adutesin an eavesdropped wireless
F|g 4: Example Network: Sourceg’:l’ S2753 netWOfk. Based on the metl’iC, we designed SChedu”I’lg and
Destinations:Dy, D2, D3 Relays: My, Ms. Sy, 52 relaying strategies to maximize network performance with a
can talk to all3 destinationsS; can only talk to guaranteed level of anonymity. Although we consider specifi
destinationsS,, Ss. constraints on delay and bandwidth, the ideas of covery+ela

ing and the randomized selection are quite general, ang appl

Consider the example of a network as shown in Figl® arbitrary multihop wireless networks. The throughput-

ure 4. SourcesS;, S, can talk to all destinations, namely @nonymity tradeoff we obtain reiterates the known paradigm

D1, Do, D5 while sourceS; can only talk to destinations Of inverse relationship between communication rate and
Do, Ds. During any given session, each source picks &€crecy in covert channels.

distinct destination. Therefore, there argossible sessions In this work, we used throughput as an indicator of
inS network performance, to optimize the selection strategy.

However, the framework we establish extends beyond maxi-
[{(S1, D1). (S2, My, My, Do), (S3, Ds) } mizing throughput. In fact, the loss function we def}i/ne in)(10
{(51, Du), (S1, My, My, Ds), (S5, Ma, Do)} can be redefined to represent the loss in any convex function
{(S1, My, M, Ds), (82, D1), (S5, Ds )} of the achievable rela . i
y rates. In our model, we fixed the
{(S1, My, M5, D), (S2, D1), (S3, M, Ds)}] packet delay and analyzed the loss in relay rates at a covert
For this example, Figure 5 plots the throughput versukglay. Alternatively, we could fix the rates of transmission
anonymity, when the sessions are equally likely. The peand analyze the increase in latency at every covert relay due
formance of the centralized approach is a convex functioi® independent scheduling. By optimally designing the loss
of anonymity, which is a result of the average nature ofunction to reflect the increase in overall network lateney,
the metrics, namely equivocation and throughput. As can eould be able to derive the relationship between latency and
seen, the decentralized strategy performs strictly wdraa t level of anonymity.
the centralized one. The losses due to local information and Our current model of independent sessions of observa-
common randomness can be clearly observed in the Figutean may not apply to the scenario where an eavesdropper
Even when the relays are provided complete informatiomonitors the network for long periods of time. In that case,
about the session, the performance of the decentralizes would need a stochastic model to account for session
strategy is lower than the centralized throughput, padityy  changes, depending on when nodes start or stop communi-
for high anonymity. This is because a low value of anonymitgation. In this regard, if we adopt a Markovian model for
can be satisfied by making only one of the relays covert, ithe sessions, we believe that techniques in causal source
which case the lack of common randomness does not affestiding [16] would apply to our problem as an extension
the performance. of the proven duality.

S:
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APPENDIX
A. Proof of Lemma 1

1. Let Y be the schedules generated assunﬁmyere a
session and none of the nodes were covert. The transmission
rates of nodes iRy are assumed identical §. For the nodes
that are the sources i8, the schedules are independent
in I and ). SessionS has additional sources due to the
broken paths which also generate independent transmission
schedules. The set of these additional sources is identical
to the set of covert relays i8. Therefore, the schedules
are independent i) as well. Since the remaining nodes
relay all received packets within negligible processintaye
q(Y|S) q(Y|S). Therefore, using the data processing
inequality 8§ — S — )

H(S|Y) = H(S|Y) < H(S|S).

2. SupposedB; # B, such thatS(S,B;) = S(S,B,).
Then, we can writeB; = (B,B}),B; = (B,B))
where B, = (Bl]_,-“ ,Blm), B/2 = (Bgl,-“ 7Bgn> and



